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1. Introduction 
SA3 has agreed that NR user plane data can be integrity protected and this feature is mandatory for UE and gNB to support, however, it is optional to configure as mentioned in TS 33.501:

	The UE shall support integrity protection of user data between the UE and the gNB

Integrity protection of the user data between the UE and gNB is optional to use. 

The gNB shall support integrity protection of user data between the UE and the gNB.


In this contribution we analyse if different setting of user plane integrity protection is needed in RAN sharing scenarios. 
2. Discussion

Based on SA3 agreements, our understanding is that user plane integrity protection is enabled or disabled based on the data of an application carried over a DRB. Once integrity protection has been enabled then user plane data for that DRB is integrity protected throughout the operator network and no change of user plane integrity protection is permitted during handovers. Integrity protection algorithm may change between base stations but here we consider configuration from an integrity protection algorithm to “no” or “null” integrity protection algorithm. 
It is not clear if the same policy should apply to RAN sharing scenarios. For example, different operators may have different policies for the same service and one operator may enable user plane integrity protection for a service whereas other won’t. The other scenario is whereby a shared network is provided by the third party and is more susceptible to man-in-the-middle attacks and user plane integrity protection is applied independent of application.

Observation 1: Operator policy with regards to user plane integrity protection involving shared network for a service may differ from standalone deployment.

Proposal 1: RAN2 to discuss if user plane integrity protection control for a service is allowed to be different when involving shared RAN. 

While looking at stage-3 impacts of allowing different setting for user plane integrity protection, we think it is straightforward and can be realised with a very minimal change. 
We took Rel-10 relay node integrity protection configuration as an example, included in PDCP-Config as shown below:
-- ASN1START

PDCP-Config ::=





SEQUENCE {


discardTimer





ENUMERATED {












ms50, ms100, ms150, ms300, ms500,












ms750, ms1500, infinity


}














OPTIONAL,


-- Cond Setup


rlc-AM







SEQUENCE {



statusReportRequired



BOOLEAN


}














OPTIONAL,


-- Cond Rlc-AM


rlc-UM







SEQUENCE {



pdcp-SN-Size





ENUMERATED {len7bits, len12bits}


}














OPTIONAL,


-- Cond Rlc-UM


headerCompression




CHOICE {



notUsed







NULL,



rohc







SEQUENCE {




maxCID







INTEGER (1..16383)



DEFAULT 15,




profiles






SEQUENCE {





profile0x0001





BOOLEAN,





profile0x0002





BOOLEAN,





profile0x0003





BOOLEAN,





profile0x0004





BOOLEAN,





profile0x0006





BOOLEAN,





profile0x0101





BOOLEAN,





profile0x0102





BOOLEAN,





profile0x0103





BOOLEAN,





profile0x0104





BOOLEAN




},




...



}


},


...,


[[
rn-IntegrityProtection-r10

ENUMERATED {enabled}
OPTIONAL
-- Cond RN


]],

[[
pdcp-SN-Size-v1130



ENUMERATED {len15bits}
OPTIONAL
-- Cond Rlc-AM2


]],

[[
ul-DataSplitDRB-ViaSCG-r12

BOOLEAN

OPTIONAL,
-- Need ON


t-Reordering-r12



ENUMERATED {











ms0, ms20, ms40, ms60, ms80, ms100, ms120, ms140,











ms160, ms180, ms200, ms220, ms240, ms260, ms280, ms300,











ms500, ms750, spare14, spare13, spare12, spare11, spare10,










spare9, spare8, spare7, spare6, spare5, spare4, spare3,










spare2, spare1}




OPTIONAL
-- Cond SetupS


]],

[[
ul-DataSplitThreshold-r13

CHOICE {




release





NULL,



setup





ENUMERATED {











b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800,










b25600, b51200, b102400, b204800, b409600, b819200,










spare1}


}















OPTIONAL,
-- Need ON


pdcp-SN-Size-v1310



ENUMERATED {len18bits}
OPTIONAL,
-- Cond Rlc-AM3


statusFeedback-r13



CHOICE {




release





NULL,



setup





SEQUENCE {





statusPDU-TypeForPolling-r13

ENUMERATED {type1, type2}

OPTIONAL,
-- Need ON




statusPDU-Periodicity-Type1-r13

ENUMERATED {











ms5, ms10, ms20, ms30, ms40, ms50, ms60, ms70, ms80, ms90,











ms100, ms150, ms200, ms300, ms500, ms1000, ms2000, ms5000,











ms10000, ms20000, ms50000}

OPTIONAL,
-- Need ON





statusPDU-Periodicity-Type2-r13

ENUMERATED {











ms5, ms10, ms20, ms30, ms40, ms50, ms60, ms70, ms80, ms90,











ms100, ms150, ms200, ms300, ms500, ms1000, ms2000, ms5000,











ms10000, ms20000, ms50000}

OPTIONAL,
-- Need ON





statusPDU-Periodicity-Offset-r13
ENUMERATED {











ms1, ms2, ms5, ms10, ms25, ms50, ms100, ms250, ms500,











ms2500, ms5000, ms25000}
OPTIONAL
-- Need ON




}



}















OPTIONAL
-- Need ON 

]]

}

-- ASN1STOP

	RN
	The field is optionally present when signalled to the RN, need OR. Otherwise the field is not present.


If we add ENUMERATED (enabled, disabled) for this purpose then the problem with delta configuration can be solved and explicit indication can be used.

Alternatively, NULL algorithm is permitted to be configured between gNBs during handover.
Observation 2: Stage-3 impacts are minimal if integrity protection is enabled or disabled during handover.
3. Conclusion
We propose RAN2 to discuss and agree on following proposals:
Observation 1: Operator policy with regards to user plane integrity protection involving shared network for a service may differ from standalone deployment.

Proposal 1: RAN2 to discuss if user plane integrity protection control for a service is allowed to be different when involving shared RAN.
Observation 2: Stage-3 impacts are minimal if integrity protection is enabled or disabled during handover.
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