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1   Introduction
In RAN2#98 meeting, Aerial UE identification and certification issue have been discussed and the following agreements have been achieved:
	· Agreements:

Study how to identify air-borne UE causing interference.

FFS: Study the RAN2 impact on how to identify proper certification for a drone capable UE.


In this contribution, we further discuss potential identification and certification solutions for air-borne UE.  
2   Identification
Considering a drone carrying a UE, there are three types of drone UEs:

1) A drone carrying an illegal UE;
2) A drone carrying a legal UE but is only certified for terrestrial operation, e.g. a smart phone;
3) A drone carrying a legal UE, which is certified for aerial usage.
It is easy to identify an illegal UE by existing authorization mechanism via core network. Hence, the key issue is how to distinguish the second type of UE from the third type of UE, in order to prevent the former connecting to cellular network.

Observation 1: It is easy to identify an illegal UE by existing authorization mechanism via core network. The key issue is how to distinguish a drone equipped with cellular module only certified for terrestrial operation from a drone equipped with cellular module certified for aerial usage.
First the eNB needs to identify whether a drone UE is able to fly, and there are two approaches as below:
a) by authorization mechanism for a drone capable UE with core network involved;

b) by the UE’s status reporting, e.g. location, speed and altitude.

For alternative a), it can be realized by allocating a special UE ID for this kind of UE, e.g. IMSI, or configuring special subscriber Data for the PDN subscription contexts for this kind of UE. Then the corresponding authorization information can be notified to the eNB via the INITIAL CONTEXT SETUP REQUEST message from the MME. Then the eNB can validate whether the UE is authorized for the drone function by the corresponding authorization information. This method is simple for eNB to operate and is very reliable. However, the impact on core network is needed. 
For alternative b), eNB gets the knowledge of UE status to identify the UE. This alternative does not impact core network.
Then the eNB needs to know the drone UE’s location information with periodically report by the UE or up to receiption of eNB’s command. In order to identify a UE timely the location information can be reported as early as possible, e.g. during attach procedure or RRC connection establishment procedure. If a drone UE not able to fly is detected in some altitude, the eNB may reject the UE access or release the connection.

Hence, it is proposed:
Proposal 1: It is proposed to identify the drone UE type by the UE’s location, altitude and speed.

Currently, location information is included in measurement report for RRM purpose as optional items, and its reporting triggering mechanism is same as that of RRM measurement report. This cannot fulfil the requirement of identification of air-borne drones. Hence, the study of potential optimization of report of location and altitude information is needed. For example, to decouple from the RRM measurement report, a dedicated measurement report of its location and altitude information for identification of air-borne drones can be specified.
Proposal 2: A drone UE is mandated to report its location and altitude information for identification of air-borne drones.
Proposal 3: RAN2 to consider potential optimizations of report of location and altitude information.
3   Certification
As described in SID [1], a drone UE is defined as a cellular module/UE that is mounted in an Aerial Vehicle. 

Usually, the drone device needs to be registered in third parties, such as U-Cloud, U-care etc. The registered information is used to authorize the drone UE communications in the airspace. 

Here, drone license information can be registered in third parties and corresponding authorization information of the UE is stored in the HSS.  Then whether a UE is allowed to fly can be decided based on the authorization information to indicate whether it have this license under most national regulations. 
And it can be realized by allocating a special UE ID for this kind of UE, e.g. IMSI, or configuring special subscriber Data for the PDN subscription contexts for this kind of UE. Then the corresponding authorization information can be notified to the eNB via the INITIAL CONTEXT SETUP REQUEST message from the MME. Then the eNB can validate whether the UE is authorized for the drone function by the corresponding authorization information. This method is very reliable, although the impact on core network is needed.  It is obvious that the procedure will impact on RAN3 and SA2. Hence corresponding LS also provided in [2] if needed.
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Figure1: Certification for Drones by authorization mechanism with core network 
Proposal 4: RAN2 to discuss how to identify license certification for drone UEs and send LS to SA2 and RAN3 (draft in [2]).
4   Conclusion
By analysing the identification and certification issues for drones we have the following observation and proposals:

Observation 1: It is easy to identify an illegal UE by existing authorization mechanism via core network. And the key issue is how to distinguish a drone equipped with cellular module only certified for terrestrial operation from a drone equipped with cellular module certified for aerial usage.
Proposal 1: It is proposed to identify the drone UE type by the UE’s location, altitude and speed.

Proposal 2: A drone UE is mandatory to report its location and altitude information for identification of air-borne drones.

Proposal 3: RAN2 consider potential optimization of report of location and altitude information.
Proposal 4: RAN2 to discuss how to identify license certification for drone UE and send LS to SA2 and RAN3 (draft in [2]).
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