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1. 
Introduction
A new work item on "UE Positioning Accuracy Enhancements for LTE" was approved at RAN#75 [1] and updated at RAN#76 [2]. The objectives of this work item include support for broadcast of positioning assistance data: 

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and, as second priority, UE-based OTDOA assistance information. 

· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

At RAN2#98, an LS was sent to SA3 on "encrypting broadcasted positioning data" [3], with the request to SA3 to "study and design a suitable solution for encryption of broadcasted positioning assistance data".
In this contribution, we discuss the general broadcast procedure and corresponding RRC impacts. 
2. 
Background

Broadcast of positioning assistance data (e.g., GNSS, OTDOA) is supported in GSM [4] and UMTS [5]. In UMTS, broadcast of assistance data is supported via multiple System Information Blocks (SIBs 15.x). For GNSS (GPS and GANSS), the GNSS assistance data types are grouped according to their desired repetition rates. E.g., assistance data which require more frequent transmission (e.g., DGNSS) are gathered in a different SIB than assistance data which require rather infrequent transmission (e.g., almanac) [6]. 

For OTDOA in UMTS, two SIBs are defined, one for UE-assisted and one for UE-based OTDOA assistance data (SIB 15.4, 15.5) [6]. 

The SIB assistance data content in UMTS is the same as the defined unicast assistance data elements. 

A target device in UMTS would have to read only those SIBs which contain supported (and needed) assistance data. 

To allow control of access to the assistance data, parts of the broadcast assistance data may be ciphered. In both, GSM and UMTS a standard 56-bit Data Encryption Standard (DES) algorithm is used for this purpose, as described in [5], subclause 6.6.4.1.6. The deciphering will utilize the deciphering keys delivered during the location update request. 
The UMTS 56-bit DES algorithm is rather weak and for LPPe, OMA decided to use the stronger 128-bit Advanced Encryption Standard (AES) algorithm (with counter mode) [7]. Since the data that is being broadcast is hardly critical (e.g. it is not related to user privacy) and the only affect of breaking the algorithm would be some loss of operator revenue, it may be less important to use an unbreakable algorithm. However, SA3 has already been consulted to define the ciphering algorithm for the assistance data [3].

3. 
Basic Broadcast Procedure

The Figure below shows a general procedure for broadcasting positioning assistance data.
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1. The various assistance data elements for each supported positioning method are collected, processed and formated at the E-SMLC. E.g., the E-SMLC may gather data from GNSS reference stations and other sources (e.g. eNBs, O&M). The E-SMLC may then encode and potentially cipher the SIB content, which reduces impacts to eNodeBs in supporting the new SIBs (e.g. SIBs common to several eNBs would not have to be formatted by each separate eNB).
2. An eNB may provide a list of desired SIBs to the E-SMLC together with control parameters (such as repetition rate, maximum SIB size, etc.).
3. The E-SMLC encodes the data according to the SIB definition, and provides the data in a generic LPPa [8] Broadcast Update message to the eNB. The information update for each SIB comprise all of the data broadcast by the SIB – pre-encoded and pre-ciphered as applicable. The E-SMLC can provide updated information when assistance data changes (or when a ciphering key is changed). 

4. The eNB includes the received assistance data SIBs in the corresponding RRC System Information Messages. The UE applies the system information acquisition procedure to acquire the assistance data information that is broadcasted.
5. The E-SMLC provides the cipering keys being used to MMEs using a LCS-AP [9] Ciphering Keys message. Information for each key might include an identification of applicable SIBs, a key value, a key identifier and a time of applicability.
6. The MME distributes the keys to suitably subscribed UEs using a mobility management procedure such as an Attach, Tracking Area Update and a Service Request.

4. 
Assistance Data SIBs
Assistance Data elements for A-GNSS and OTDOA are defined in LPP [10]. Some assistance data elements can have a rather large size (e.g., GNSS-NavigationModel, GNSS-Almanac), depending on how many satellites are included in the information element. For example, a GNSS-NavigationModel for 24 GPS satellites can be around 1360 bytes.
The 3GPP TS 36.331 [11], clause 5.2 states the following on the number of bits that can be carried inside a SIB:
"The physical layer imposes a limit to the maximum size a SIB can take. When DCI format 1C is used the maximum allowed by the physical layer is 1736 bits (217 bytes) while for format 1A the limit is 2216 bits (277 bytes), see TS 36.212 [22] and TS 36.213 [23]. For BL UEs and UEs in CE, the maximum SIB and SI message size is 936 bits, see TS 36.213 [23]. For NB-IoT, the maximum SIB and SI message size is 680 bits, see TS 36.213 [23]."
Note that the above are the maximum number of bits that the physical layer allows for a SIB. In some situations, there may not be enough bits available for a complete SIB (for example, with the lower carrier bandwidth, lower coding rate, the number of bits may be smaller). 
Therefore, a segmentation of assistance data SIBs is in general required (note that this is also the case in UMTS assistance data SIBs, where larger assistance data elements can be provided in multiple instances of the same SIB). 
Segmentation of SIB data can already be applied for SIB11 and SIB12. E.g., in case a CMAS notification (SIB12) has more bits than the number of bits available for SIB12, the bits will be transmitted using segments. For each CMAS notification, there can be up to 64 segments [11].

The same solution (with minimal overhead) can also be used for assistance data SIBs. For example:
-- ASN1START

SystemInformationBlockTypeXX-r15 ::=
SEQUENCE {

cipheringKeyData-r15



CipheringKeyData-r15

OPTIONAL,

assistanceDataSegmentType-r15

ENUMERATED {notLastSegment, lastSegment},


assistanceDataSegmentNumber-r15

INTEGER (0..63),


gnss-NavigationModel-r15


OCTET STRING,


lateNonCriticalExtension


OCTET STRING



OPTIONAL

}

-- ASN1STOP

	SystemInformationBlockTypeXX field descriptions

	cipheringKeyData
If present, indicates that the gnss-NavigationModel octet string is ciphered.

	assistanceDataSegmentType

Indicates whether the included gnss-NavigationModel segment is the last segment or not.

	assistanceDataSegmentNumber

Segment number of the gnss-NavigationModel segment contained in the SIB. A segment number of zero corresponds to the first segment, one corresponds to the second segment, and so on.

	gnss-NavigationModel

GNSS Navigation Model assistance data as defined in LPP [10].  


For the segmentation of assistance data, there are two principle possibilities:
1. All segments (OCTET STRINGs) of a SIB must be received and assembled before deciphering (if needed) and ASN.1 decoding of the assistance data IE can commence.
2. Each segment is a valid and independent ASN.1 encoded (and ciphered) IE; e.g., navigation model for 1 (or 2, 3,..) satellites. 

Option 2 has the advantage that the data can be used by the UE once a SIB segment has been received. A (small) disdavantage of Option 2 would be that common (non satellite dependent fields) are transmitted in each segment (e.g., in case of GNSS‑NavigationModel IE, the nonBroadcastIndFlag field [10] would be present in each SIB). This could result in additional error cases (i.e., when the field is not consistent in all segments). Option 2 would also be difficult (or impossible) if assistance data elements can not be split into data for individual satellites or TPs/cells. However, Option 2 is similar to RRLP pseudo-segmentation [12], and appears feasible at least for the currently defined LPP assistance data elements. 
Option 2 would not be possible if the assistance data content is partly or completely transparent to the E-SMLC or if the format does not allow segmentation of the data into e.g. satellites, which may be the case if RTK assistance data are defined as "black-box" RTCM container elements [13].  

Option 1 is essentially used for e.g. SIB12, but would have the disadvantage that all segments of a SIB must be received before the data can be used by the UE. 
For maximum flexibility, both options could be defined and the option used can be indicated by a simple flag in the SIB. 
GNSS assistance data are split into common assistance data, independent of a particular GNSS, and GNSS specific assistance data, where the GNSS is indicated via a GNSS-ID [10]. Therefore, there may be multiple e.g., GNSS‑NavigationModel IEs required to be broadcasted. In UMTS, the GANSS-ID is included in the scheduling information, which means that the UE knows a-priori which SIBx contains data for which GNSS (i.e., the UE would not have to read the SIBx to determine the applicable GNSS).  

The same solution can also be used for LTE. All SIBs (except SIB1) are contained in SI messages. Each SI message is transmitted periodically in time domain windows (SI-window) and SI-windows for different SI messages do not overlap. The length of SI-window is defined in SIB1 and common for all SI messages. The scheduling information in SIB1 allows a UE to find the SI message to read the actual SIBs in it. Currently, max 32 SI messages can be generated (maxSI-Message), each with max 32 SIBs (maxSIB). 
For the GNSS-GenericAssistanceData elements [10] a new scheduling info can be defined, which includes the GNSS-ID (and possibly SBAS-ID). For example:

-- ASN1START

SystemInformationBlockType1-v15xy-IEs ::= SEQUENCE {

gnss-schedulingInfoList-r15


GNSS-SchedulingInfoList-r15,


nonCriticalExtension



SEQUENCE {}





OPTIONAL
}
GNSS-SchedulingInfoList-r15 ::= SEQUENCE (SIZE (1..maxSI-Message)) OF GNSS-SchedulingInfo-r15
GNSS-SchedulingInfo-r15 ::=
SEQUENCE {


si-Periodicity-r15


ENUMERATED {rf8, rf16, rf32, rf64, rf128, rf256, rf512},

sib-MappingInfo-r15


GNSS-SIB-MappingInfo-r15
}

GNSS-SIB-MappingInfo-r15 ::= SEQUENCE (SIZE (1..maxSIB)) OF GNSS-SIB-Type-r15
GNSS-SIB-Type-r15 ::= SEQUENCE {


gnss-id-r15


GNSS-ID-r15,


sbas-id-r15


SBAS-ID-r15


OPTIONAL,

    gnss-sib-type-r15
ENUMERATED { sibType22-7, sibType22-8, sibType22-9, etc. (see Table below) }
}

-- ASN1STOP
Common GNSS assistance data (not associated with a GNSS-ID) and OTDOA assistance data IEs can be defined within existing scheduling information. 
For each LPP assistance data element [10], a separate SIB is proposed as shown in the Table below (which also includes to-be-defined RTK assistance data elements [14]):
	GNSS Common Assistance Data
	sibType22.1
	GNSS-ReferenceTime
	These SIB Types would be added to existing SIB-Type field (SchedulingInfo).

	
	sibType22.2
	GNSS-ReferenceLocation
	

	
	sibType22.3
	GNSS-IonosphericModel
	

	
	sibType22.4
	GNSS-EarthOrientationParameters
	

	
	sibType22.5
	RTK Common Assistance Data 1
	

	
	sibType22.6
	RTK Common Assistance Data 2
	

	
	
	…
	

	GNSS Generic Assistance Data
	sibType22.7
	GNSS-TimeModelList
	These SIB Types would be included in a new GNSS-SIB-Type field (GNSS‑SchedulingInfo) and associated with a GNSS-ID (see above).

	
	sibType22.8
	GNSS-DifferentialCorrections
	

	
	sibType22.9
	GNSS-NavigationModel
	

	
	sibType22.10
	GNSS-RealTimeIntegrity
	

	
	sibType22.11
	GNSS-DataBitAssistance
	

	
	sibType22.12
	GNSS-AcquisitionAssistance
	

	
	sibType22.13
	GNSS-Almanac
	

	
	sibType22.14
	GNSS-UTC-Model
	

	
	sibType22.15
	GNSS-AuxiliaryInformation
	

	
	sibType22.16
	BDS-DifferentialCorrections-r12
	

	
	sibType22.17
	BDS-GridModelParameter-r12
	

	
	sibType22.18
	RTK Generic Assistance Data 1
	

	
	sibType22.19
	RTK Generic Assistance Data 2
	

	
	
	…
	

	OTDOA Assistance Data
	sibType23.1
	OTDOA UE Assisted
	These SIB Types would be added to existing SIB-Type field (SchedulingInfo).

	
	sibType23.2
	OTDOA UE Based
	


All SIBs in the Table above would be added to the SystemInformation-r8-IEs.
The GNSS-SchedulingInfoList must be understood/defined as an extension to the existing schedulingInfoList (e.g., via procedure description). I.e., the (SIZE (1..maxSI-Message)) covers both, schedulingInfoList and GNSS‑SchedulingInfoList. That is, the number n required for acquisition of an SI message ([11] subclause 5.2.3) corresponds to the order of entry in the concatenated list defined by schedulingInfoList and gnss-schedulingInfoList-r15.
For example:
schedulingInfoList: 3 items


item 0



schedulingInfo






si-periodicity:
rf16 (1)






sib-MappingInfo: 0 items



item 1




schedulingInfo






si-periodicity:
rf32 (2)






sib-MappingInfo: 2 items







Item 0









SIB-Type: sibType3 (0)








Item 1









SIB-Type: sibType4 (1)



item 2




scheduleingInfo






si-periodicity: rf512 (6)






sib-MappingInfo: 1 item








Item 0









SIB-Type: sibType22.1 (0)

Si-windowLength: ms2 (1)

gnss-schedulingInfoList-r15: 2 items


item 0



GNSS-SchedulingInfo-r15





si-Periodicity-r15: rf256 (5)
sib-MappingInfo-r15: 1 item


Item 0



GNSS-SIB-Type-r15




gnss-id-r15:
gps (0)
gnss-sib-type-r15: sibType22.8


item 1



GNSS-SchedulingInfo-r15





si-Periodicity-r15: rf256 (5)
sib-MappingInfo-r15: 1 item








Item 0








GNSS-SIB-Type-r15









gnss-id-r15:
glonass (4)
gnss-sib-type-r15: sibType22.8
The above would define 5 SI messages:
SI1 (n=1):
{ 160 ms 
| SIB2 }
SI2 (n=2):
{ 320 ms 
| SIB3, SIB4 }
SI3 (n=3):
{ 5.12 s
| SIB22.1 } (GNSS-ReferenceTime)
SI4 (n=4):
{ 2.56 s
| SIB22.8 } (GNSS-DifferentialCorrections for GPS)
SI5 (n=5):
{ 2.56 s
| SIB22.8 } (GNSS-DifferentialCorrections for GLONASS)

A UE which does not support (or does not need) e.g., GLONASS differential corrections could skip reading SI5 in the example above. 

Although, a relative large number of new SIBs would need to be defined (~21), the actual RRC specification impact would be rather small, since each SIB type in the Table above would have essentially the same structure, as shown for the GNSS‑NavigationModel example above. I.e., each SIB would contain the ciphering information, segmentation inforrmation, and an OCTET STRING for the assistance data IE, which would be encoded as defined in LPP [10] as a basic production.
The above would give an network operator maximum flexibility in deploying desired assistance data broadcast, and in scheduling the data. In addition, each SIB in a SI message may or may not be ciphered, and if ciphered, may or may ot use the same ciphering key. 

For example, a network operator may want to deploy GNSS Reference Time, Reference Location, and DGNSS corrections for GPS and GLONASS. In that case, one SI message could contain SIB22.1 and SIB22.2 with a relative large periodicity (e.g., rf512), and a second SI message could contain SIB22.8 with GNSS-IDs for GPS and GLONASS. This second SI message may have a more frequent periodicity, e.g., rf128. 
5. 
Proposal
In this contribution, we discussed the general broadcast of assistance data procedure and corresponding RRC impacts. This leads to the following proposals:

Proposal 1:
Define a separate System Information Block (SIB) for each assistance data element specified in LPP (GNSS (incl. RTK), OTDOA).
Proposal 2:
Support segmentation of large assistance data elements for each SIB. 

Proposal 3:
Support ciphering of the assistance data elements for each SIB. 
Proposal 4:
Define additional scheduling information in SIB1 for the generic GNSS assistance data elements (GNSS-GenericAssistanceData [10]) which includes the GNSS-ID, specifying the GNSS for which the data is applicable. 

Proposal 5:
Update LPPa [8] to provide the assistance data for broadcast from the E-SMLC to the eNBs.

Proposal 6:
Update LCS-AP to provide the ciphering key(s) being used to the MME, which can then distribute the keys to suitably subscribed UEs using a mobility management procedure such as an Attach, Tracking Area Update and a Service Request. 
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