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Introduction
At the last meeting it was agreed to support harmonization of SCG and MCG split bearers. Additionally it was agreed that:
For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. FFS the maximum number of possible keys in the set . Ask SA3 for the number of keys to be supported and to define the key derivation? Detailed wording of LS, including sufficient background info, can be worked offline.

SA3 has now replied with an LS (S3-172080) indicating that from a security point of view it is only required to support different keys for different physical end points. Using different keys per bearer type or per bearer is not required. 
This contribution proposes to adopt a solution where the UE can be configured with maximum 2 keys for user plane protection and where each DRB is associated with 1 of these 2 keys.
Discusssion
The background for using different keys for MeNB and SeNB in LTE Rel-12 DC is that the SeNB and MeNB may be located in different security domains and that it could be beneficial if security of DRBs terminated in one security domain can be kept separated from the security of DRBs terminated in a second security domain. In particular the SeNB which theoretically could be located in a less secure environment should not get access to the security keys used in the MeNB. 
For NG-RAN and EN-DC it is possible to adopt an approach where every DRB gets its own key. From a RAN2 point of view there are however no benefits with that. The DRB ID is today anyway included in the encryption / integrity protection algorithms ensuring that different DRBs over the radio interface has separate protection. This for instance protects against attacks where packets are moved from one DRB to another by an attacker (e.g. moved between two different PDN connection). On the other hand having a separate security key for every DRB would most likely increase the complexity in the standard and in the implementation. Furthermore, having a key for every DRB will not avoid (as clarified in S3-172080) the need to re-establish PDCP and change key when the PDCP termination point is moved from one security domain to another.
It has also been argued that using 1 key per DRB will help to hide the PDCP termination point in the network from the UE (transparency). We think however that similar transparency can be achieved only using 2 keys since the UE anyway will not know where the PDCP termination point is physically located in the network, using 2 keys only reveals that up to 2 different physical points may or may not be used, but it does not give any information about the network topology. 
[bookmark: _Toc490133412][bookmark: _Toc490207524][bookmark: _Toc490264570]Regardless if 2 keys or 1 key per DRB is used, the key needs to be changed when the PDCP termination point is moved from one security domain to another.
[bookmark: _Toc490133413][bookmark: _Toc490207525][bookmark: _Toc490264571]Regardless if 2 keys or 1 key per DRB is used the network is not revealing very much information about the network topology. E.g. it does not give information about which site is used for PDCP termination, just that different sites may be used. 
[bookmark: _Toc490133414][bookmark: _Toc490207526][bookmark: _Toc490264572]Having a key (or set of keys) for each DRB does not bring any RAN related benefits but increase complexity.
Instead of having a key (or set of keys) for each DRB, it is therefore proposed to have 2 separate keys for DRB allowing the network to terminate the bearers in two different security domains. Note that security domains here should be looked at from the widest sense E.g. one domain could be all centralized terminations and another domain could be all distributed terminations. Key aspect is that the keys used in the centralized terminations are not shared with the distributed nodes. 
[bookmark: _Toc487205018][bookmark: _Toc490207521][bookmark: _Toc490214508][bookmark: _Toc490264567]A solution should be adopted where the network can configure each DRB to use 1 key out of a set of maximum 2.

Conclusions
Observation 1	Regardless if 2 keys or 1 key per DRB is used, the key needs to be changed when the PDCP termination point is moved from one security domain to another.
Observation 2	Regardless if 2 keys or 1 key per DRB is used the network is not revealing very much information about the network topology. E.g. it does not give information about which site is used for PDCP termination, just that different sites may be used.
Observation 3	Having a key (or set of keys) for each DRB does not bring any RAN related benefits but increase complexity.

Proposal 1	A solution should be adopted where the network can configure each DRB to use 1 key out of a set of maximum 2.

References
[bookmark: _In-sequence_SDU_delivery]S3-172080, “Response LS on security keys in EN-DC and actions upon DRB IP check failure”, TSG-SA WG3


	1/2	
