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Introduction
At RAN2#AH2 several agreements were made for bearer harmonization, which also affect the bearer type change procedures. In this contribution, we go through the different bearer type change options and the need for PDCP/RLC re-establishment and/or MAC reset. We also discuss the expected/typical impact on the performance of performing or not performing a reset on different protocol layers.
We hope we can close this stage 2 discussion in RAN2#99, in order to complete the stage 3 discussion designing the necessary RRC procedures for the bearer type changes in the remaining two WG meetings.
[bookmark: _Ref178064866]Discussion
In RAN2#AH2 it was agreed that for bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. This means that the security key is configurable individually for each bearer, not only for the split bearer, but also for SCG DRB and MCG DRB using NR PDCP.
Bearer harmonization with configurable security key applies not only to split bearer, but also SCG DRB and MCG DRB using NR PDCP.
Bearer type changes across cell groups, i.e. MCG or split bearer to SCG bearer (or vice versa), meant in LTE-DC also that the network side PDCP termination point changed. However, observation 1 above means that such bearer type change no longer requires a security key change, as the same security key can be configured before and after the bearer type change, in case the network termination point does not change. This can be beneficial e.g. in EN-DC operation, where NR traffic is routed through the secondary node. Then the PDCP termination point change is not needed, when UE moves in and out of NR coverage provided that the secondary node still handles the NG-U connection towards the CN and forwards the data via the master node. 
Bearer type change across cell groups, i.e. MCG or split bearer to/from SCG bearer, only require security key change if the PDCP termination point is changed.
The agreement in RAN2#AH2 and observations 1 and 2 above mean that there will be a need to be able to signal the used security key per bearer when NR PDCP is used. In the following two sections, bearer type change is discussed for the cases with and without security key change. From a security point of view, security key change for a bearer is needed whenever the PDCP termination point changes on the network side. 
Security key change here is not to be confused with handover or security key refresh (e.g. due to COUNT wrap around), for which the security key is changed for all bearers, and legacy procedures can be used. 
Bearer type change without security key change
Observations 1 and 2 mean that PDCP re-establishment is not necessarily needed for any of the bearer type change cases, as long as NR PDCP is used and the PDCP termination point is not changed. Still, for changes e.g. from split bearer to non-split bearer, data from the link to be removed is lost on MAC and RLC, it can be retransmitted by PDCP using the existing PDCP data recovery. A synchronized reconfiguration together with handover or SCG change is thereby not required.
[bookmark: _Toc489968097][bookmark: _Toc490048435][bookmark: _Toc490049247][bookmark: _Toc490049441][bookmark: _Toc490057433][bookmark: _Toc490168287][bookmark: _Toc490213028][bookmark: _Toc490248138][bookmark: _Toc490262682][bookmark: _Toc473928839][bookmark: _Toc478159535][bookmark: _Toc478159819][bookmark: _Toc481581152][bookmark: _Toc481584807][bookmark: _Toc481790491][bookmark: _Toc481796943][bookmark: _Toc484595311][bookmark: _Toc485161079][bookmark: _Toc485421135][bookmark: _Toc473902443][bookmark: _Toc490264337]Bearer type change across cell groups, i.e. MCG or split bearer to/from SCG bearer, without security key change is supported for the case where PDCP termination point is not changed.
[bookmark: _Toc489968098][bookmark: _Toc490048436][bookmark: _Toc490049248][bookmark: _Toc490049442][bookmark: _Toc490057434][bookmark: _Toc490168288][bookmark: _Toc490213029][bookmark: _Toc490248139][bookmark: _Toc490262683][bookmark: _Toc490264338]Bearer type change without security key change, with potential data loss on MAC and RLC can be handled by PDCP retransmissions, e.g. with the PDCP data recovery procedure. 

Frequent bearer type changes
It would be good if NR could handle frequent bearer type changes in an efficient way. In general, the most frequent reconfigurations are related to data activity, e.g. RRC state transitions due to short and bursty data sessions. Considering that SCG is not supported in IDLE nor INACTIVE states, a split bearer in EN-DC, will need to be reconfigured into non-split bearer and then, once the UE has moved back to CONNECTED state, a second reconfiguration is needed to change bearer type from non-split to split, once measurement results for secondary cell is available. From e2e performance point of view it would be good if this second reconfiguration could occur without PDCP re-establishment, since that would cause an interrupt in the ongoing data transmission when TCP is trying to ramp up. 
Another cause for bearer type change that may also become frequent with decreasing cell sizes is UEs moving in and out of NR coverage in places with spotty NR coverage. Like state transitions, this can also create frequent bearer type changes between split and non-split bearers.
Non-split to split bearer type changes
There are three cases of non-split to split bearer transition:
1. LTE DRB to split bearer. This transition will occur each time EN-DC operation is established, where the UE is directly configured with split bearer, e.g. due to user activity moving in and out of sleep state or movement in and out of NR coverage. If LTE PDCP is used for the LTE DRB, this would mean a DPCP version change when configuring the split bearer that uses NR PDCP. As explained in section 2.1.2, such change would require a PDCP re-establishment like procedure, to ensure PDCP PDUs of the old LTE PDCP entity does not reach the newly configured NR PDCP entity. That would however cause the unwanted interruption in data transmission. 
2. MCG DRB to split bearer. This transition will only occur within RRC_CONNECTED, with DC configured. Considering that the best performance is achieved if split bearer can be configured immediately at setup of DC, optimising this transition may be regarded of secondary importance. 
3. SCG DRB to split bearer. If there is no change of network node terminating PDCP, this transition can be made without PDCP re-establishment, as NR PDCP is used for both bearer types.
In summary, in order to support case 1 efficiently, it would be important to support the setup of DRB in LTE using NR PDCP for EN-DC capable UEs, to avoid the PDCP version change during state transitions. With the agreements from last meeting [RAN2#AH2] (see annex) that 
· the NR PDCP configuration is contained in separate NR container different from the NR container for other NR configurations, and
· that if the PDCP is anchored in MN, the NR PDCP config is generated by MN itself,
it should be possible for the MN implementation to include the NR PDCP configuration also when configuring the LTE DRB in similar way.
[bookmark: _Toc490168290][bookmark: _Toc490213031][bookmark: _Toc490248140][bookmark: _Toc490262684][bookmark: _Toc490264339]It should be possible to establish a LTE DRB with NR PDCP for EN-DC capable UE.
Split to non-split bearer type change
PDCP re-establishment during switch from split to MCG or SCG bearer may as such not impact e2e performance, since the link rate will anyway decrease. On the other hand, considering a potential subsequent up-switch to split bearer when NR coverage again becomes available, it would be preferable to keep the PDCP version, encryption key and network termination point that was used during split bearer operation, so that PDCP re-establishment is not needed during the switch back to split bearer operation, where the available link rate will increase and PDCP re-establishment will have negative impact on e2e performance.
[bookmark: _Toc490168291][bookmark: _Toc490213032][bookmark: _Toc490248141][bookmark: _Toc490262685][bookmark: _Toc490264340]It should be possible to keep the PDCP termination point and version during split to LTE DRB bearer type switch.

[bookmark: _Ref490170268]PDCP version change
There may be situations in which the PDCP version need to be changed, e.g. during handover from legacy LTE eNB, where the source eNB does not support NR PDCP. Such change of the PDCP version in the receiving entity must be synchronized with the used PDCP version in the transmitter as well as all PDCP PDUs of a certain version in flight. E.g. when the PDCP receiver is changed to NR PDCP, the UE must not receive any more PDCP PDUs based on an LTE PDCP format. For these reasons a synchronized reconfiguration procedure should be considered, and lower layers, i.e. MAC and RLC should be flushed. However, the procedure should also be lossless, i.e. the bearer type reconfiguration including PDCP version change should not be visible to higher layers such as TCP. Such a procedure would be in-line with PDCP reestablishment, as used today, however enhanced to support also reestablishment between LTE PDCP and NR PDCP (and vice versa), at least when SN length in LTE and NR are the same. 
[bookmark: _Toc490213033][bookmark: _Toc490248142][bookmark: _Toc490262686][bookmark: _Toc490264341]PDCP reestablishment procedure is supported across PDCP versions (i.e. LTE PDCP to NR PDCP and vice versa).

Bearer type change with security key change
In RAN2#AH2, it was agreed that for SCG bearer, when S-KgNB is changed or PDCP anchor is changed then SCG PDCP is re-established and SCG RLC is re-established (see Annex). We think this agreement can be generalized to apply to all bearer types.
[bookmark: _Toc490048438][bookmark: _Toc490049250][bookmark: _Toc490049444][bookmark: _Toc490057436][bookmark: _Toc490168292][bookmark: _Toc490213034][bookmark: _Toc490248143][bookmark: _Toc490262687][bookmark: _Toc489968101][bookmark: _Toc490264342]For all bearer types, when the security key is changed, PDCP and RLC are re-established. 
The required MAC actions during security key change were left FFS in RAN2#AH2. In email discussion [AH2#16], most companies agreed that there is no security confusion issue for MCG to/from SCG bearer type change, since old PDCP PDUs possibly pending in the source leg’s MAC layer will not reach the newly established PDCP entity anymore. In the table below we summarize for which bearer type changes there exist a risk of security key confusion in MCG and SCG MAC. As the risk of security key confusion is independent of the node in which the PDCP entity is terminated, the termination point of the split bearer is not indicated. Note that the table captures the situation where the UE remains in DC both before and after the bearer type switch, i.e. both MCG MAC and SCG MAC exist before and after.
Table 1: Risk of security key confusion in different bearer type change including security key change. Columns represent bearer type to switch from and rows represent bearer type switched to.
	From →
	MCG
	SCG
	Split

	To ↓
	MCG MAC
	SCG MAC
	MCG MAC
	SCG MAC
	MCG MAC
	SCG MAC

	MCG
	Yes
	No
	No
	No
	Yes
	No

	SCG
	No
	No
	No
	Yes
	No
	Yes

	Split
	Yes
	No
	No
	Yes
	Yes
	Yes



As seen in the table in most of the bearer type change cases (10 out of 18), there is no security key confusion, and thus no need for e.g. MAC reset. 
However, as noted also in the email discussion [NR-AH2#16], when considering the e2e impact of MAC reset, what also matters is the frequency by which it occurs. For infrequent reconfigurations, a solution with MAC impact of other bearers may be acceptable, if it simplifies the signalling. 
Considering that security key change is only needed for bearer type changes if PDCP termination point is changed (see observations 1 and 2), and that security key change is anyway performed during state transitions to ensure sufficiently frequent key refresh during normal traffic conditions, our understanding is that bearer type change including security key change in CONNECTED state may be an infrequent event, and that current MAC mechanisms (reset, partial reset) to avoid security key ambiguity during bearer type change are sufficient.
[bookmark: _Toc489968102][bookmark: _Toc490048439][bookmark: _Toc490049251][bookmark: _Toc490049445][bookmark: _Toc490057437][bookmark: _Ref490152912][bookmark: _Toc490168293][bookmark: _Toc490213035][bookmark: _Toc490248144][bookmark: _Toc490262688][bookmark: _Toc490264343]Current LTE mechanisms (MAC reset, partial MAC reset) can be reused to avoid security key ambiguity during bearer type change in CONNECTED state, i.e. there is no need to optimize this rare case.
Conclusion
Based on the discussion in section 2 we propose the following:
[bookmark: _GoBack]Proposal 1	Bearer type change across cell groups, i.e. MCG or split bearer to/from SCG bearer, without security key change is supported for the case where PDCP termination point is not changed.
Proposal 2	Bearer type change without security key change, with potential data loss on MAC and RLC can be handled by PDCP retransmissions, e.g. with the PDCP data recovery procedure.
Proposal 3	It should be possible to establish a LTE DRB with NR PDCP for EN-DC capable UE.
Proposal 4	It should be possible to keep the PDCP termination point and version during split to LTE DRB bearer type switch.
Proposal 5	PDCP reestablishment procedure is supported across PDCP versions (i.e. LTE PDCP to NR PDCP and vice versa).
Proposal 6	For all bearer types, when the security key is changed, PDCP and RLC are re-established.
Proposal 7	Current LTE mechanisms (MAC reset, partial MAC reset) can be reused to avoid security key ambiguity during bearer type change in CONNECTED state, i.e. there is no need to optimize this rare case.

Annex: Agreement history
At RAN2#96:
Agreements
1	In Scenario 3A, the PDCP layer for SCG Bearers is NR-PDCP.
2	In scenario 3A, there is a 1:1 mapping between S1 bearer and DRB for SCG bearers.
3	For tight interworking, support is needed for reconfiguration between SCG bearer and MCG bearer, for reconfiguration of SCG bearer between two secondary nodes, for reconfiguration between MCG bearer and MCG split bearer (this doesn’t exclude other reconfiguration cases being discussed)
4	RAN2 will study PDCP procedures for changing the PDCP-SN length that are lossless and maintain ordered delivery of higher-layer data.  To be studied for reconfigurations between LTE and NR and reconfigurations within NR

At RAN2 NR Adhoc January, 2017:
Agreements
-	Support Split bearer via SCG for E-UTRA-NR DC for case where LTE is the master node.
FFS whether SCG split bearer is support for cases where NR is the master node

Agreements
-	SCG split bearers where master node is LTE and secondary node is NR uses NR-PDCP.
-	For SCG split bearer connected to EPC there is a 1:1 mapping between S1 bearer and DRB 

Agreements:
1:	Security key refresh is not performed at every mobility procedure (i.e. handover), at least for the case of mobility where the PDCP anchor point is not changed. (To be confirmed by SA3)
1a	RAN2 will let SA3 consider whether the agreement 1 has any implication on the inputs for key derivation (e.g. PCI)

At RAN2#97bis:
Agreements
1: The following combinations of bearer types cannot be configured simultaneously in LTE-NR DC simultaneously for user plane DRBs:
•	MCG split bearer and SCG split bearer
•	MCG split bearer and SCG bearer (same as LTE DC)

Agreements
1: LTE-NR DC should support at least following bearer type change options 
-	MCG bearer to/from MCG split bearer,
-	MCG bearer to/from SCG bearer,
-	MCG bearer to MCG bearer,
-	SCG bearer to SCG bearer,
-	MCG split bearer to MCG split bearer
2: LTE-NR DC should not support the direct bearer type change between MCG split bearer and SCG bearer.
3: LTE-NR DC should support the one step bearer type change between MCG bearer to/from SCG split bearer.
4	 LTE-NR DC shall support the bearer type change between SCG bearer and SCG split bearer.
6: LTE-NR DC should support the bearer type change between SCG split bearer and SCG split bearer.
FFS: Whether LTE-NR DC shall support the direct type change between MCG split bearer to/from SCG split bearer.

At RAN2#NR-AH2:
Agreements
1	The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer.
2	This PDCP protocol is specified in 38.323 (NR PDCP).
FFS: When EN-DC is configured, whether the MCG bearer only uses one PDCP type or the MCG bearer can use either LTE PDCP or NR PDCP up to the NW decision. Bearer type changes to be supported also need to be considered.
3	For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. FFS the maximum number of possible keys in the set . Ask SA3 for the number of keys to be supported and to define the key derivation? Detailed wording of LS, including sufficient background info, can be worked offline.
4	The location of the PDCP entity is decided by the MN

Agreements
1:	NR PDCP configuration is contained in separate NR container different from the NR container for other NR configurations
2:	If the anchor is in the MN, NR PDCP config is generated by MN itself. If the anchor is in SN, the SN should generate NR PDCP config and send it to MCG as separate container.
3:	In EN-DC, LTE RRC message contains:
-	SCG bearer: NR PDCP container + NR configuration container on NR RLC, MAC and physical layers;
-	Split bearer: NR PDCP container + LTE configurations on RLC, MAC and physical layers + NR configuration container on NR RLC, MAC and physical layers, etc;
-	NR PDCP config carried in the container is an IE.
-	SCG RLC/MAC/Phy/etc config carried on the container is an NR RRC PDU.
FFS Whether there are situations (e.g. PDCP reconfiguration) the NR RRC PDU from the SN can contain a PDCP configuration.
FFS Signalling details of how the PDCP configuration and lower layer configuration are linked.

Agreement
1:	For SCG bearer, when S-KgNB is changed or PDCP anchor is changed then SCG PDCP re-established, SCG RLC re-established. FFS whether SCG MAC is reset.

Agreements for EN-DC
1:	For handover, for MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.

2	For SCG bearer, when S-KgNB is changed due to key re-fresh (even if we have per bearer key) or SgNB change then SCG PDCP re-established, SCG RLC re-established, SCG MAC is reset;
	Note: if solution for bearer type change is applicable then it could be considered to be used also for this case.
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