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Introduction
In RAN2#97, the usage of direct SRB (SCG SRB) from the SN was agreed upon, in addition to the possibility to send SN RRC messages embedded in MN RRC messages.  The agreements in RAN2 #97 and RAN2 #97bis regarding SCG SRB and embedded RRC are summarized in the Annex. 

In this contribution, we discuss the issue of race conditions that could occur due to the simultaneous usage of both SCG SRB and embedded RRC. 
[bookmark: _Ref178064866]Discussion
[bookmark: _GoBack]Figure 1 illustrates how a race condition could happen between SCG SRB and embedded RRC. Message C1 was sent via embedded RRC (for example, because parameters p3 and p4 require co-ordination between MN and SN), and after a while, C2 was sent via SCG SRB (for example, because parameters p1 and p2 do not require co-ordination between the MN and SN). For the case illustrated in the picture, C2 arrives before C1, and per the agreements in RAN2 #97bis (i.e. SCG SRB messages are processed one at a time and there is no reordering between the SCG SRB and embedded RRC), C2 will be acted upon and the parameters p1 and p2 will be set to p1_2 and p2_2, respectively. Message C1 is received later and after this, parameters p1 and p2 will be set to p1_1 and p2_1, respectively. That is, at that point in time, the SN will assume the UE is using the values of p1_2 and p2_2, while the UE is using the old values p1_1 and p2_1.
1. The sending of NR RRC messages directly from the SN via direct SRB and embedded RRC via the MN could lead to race conditions that will cause de-sync between the NR configurations being used by the UE and the ones the SN assumes the UE to be using.
1. The de-sync in the configuration between the UE and SN could lead to undesirable UE/network behaviour

As per the agreements in RAN2 #97 and #97bis (see Annex), the UE is not required to perform any reordering of the RRC messages between the SCG SRB and embedded RRC, and thus all the responsibility falls on the network to make sure such conflicts will not arise.
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Figure 1: Race condition between embedded RRC and SCG SRB
There can be several ways in which the network can use to prevent a race condition from occurring:
A. The SN waits for an RRC complete message before initiating the next RRC message (regardless whether the messages are to be sent via SCG SRB or embedded RRC). Though this solves the race condition from happening, it reduces the robustness of the system because the SN cannot send urgent messages (e.g. a measurement report maybe received while the SN is waiting for the RRC complete message indicating bad radio conditions of the current UE-SN links that might require a new inter-frequency measurement configuration).

B. The SN uses embedded RRC only for parameters that need co-ordination, and SCG SRB for those that do not. For the example illustrated in Figure, this means message C1 must be split into two parts, C1_1 containing only parameters p3 & p4 and sent via embedded RRC, and C1_2, that contains only parameters p1 & p2 that do not require co-ordination. Since there will be no possibility of reordering of C1_2 and C2, as they are both sent via the SCG SRB, there will be no race condition. However, this leads to an extra message to be sent ((C1_1 and C1_2, instead of just C1).
1. The network could employ mechanisms to prevent race condition between embedded RRC and SCG SRB, but these could have latency/efficiency drawbacks such as requiring waiting for a complete message before sending the next reconfiguration or increasing the total number of NR RRC messages needed to be sent. 
Another alternative is for the network to detect and mitigate race conditions instead of trying to prevent them. For example, the SN could keep the RRC messages, both the ones sent via SCG SRB and embedded RRC, and remove them only when the corresponding complete message is received and only if the compete message was received in order. If the SN notices that there was re-ordering, it could restore the newest values by resending that overwritten configuration to the UE. For the example case of figure 1, if the SN notices that the complete message for the C2 is received followed by the complete message corresponding to C1, the SN can resend the C2 message to make sure that the new values will be used by the UE (or it can simply make note of that and update the UE’s RRC context that it is keeping, if the latest configuration is deemed to be not so crucial). 
1. The network could employ mechanisms to detect race condition between embedded RRC and SCG SRB, and mitigate the conflict afterwards. 
One drawback of the race condition detection at the SN is that we could have a false positive if the messages were received in order and the reordering happened in the reception of the complete messages. For the example case of Figure 1, message C1 might have been received at the UE before message C2, but the complete message to C1 was delayed when sent via embedded RRC (either on the LTE radio or on the X2 interface between the MN and SN) and arrived at the SN later than the complete message to C2, which was sent via SCG SRB.
1. Re-ordering of RRC complete messages in the UL could result in a false positive detection of a race condition, even if the RRC messages triggering these complete messages were received in order at the UE. 
[bookmark: _Toc485288539]No matter which solution is employed by the network (e.g. by not sending more than one NR RRC message at a time or mitigation of a race condition after it has happened by resending the out of order compiled RRC message), the race condition is regarding NR RRC and thus it should be the responsibility of the SN. And as discussed in [1], the usage of SCG SRB is also transparent to the MN. Thus, we propose:

[bookmark: _Toc485288540]The SN is solely responsible for the prevention or mitigation of NR RRC race conditions that could arise due to the simultaneous usage of SCG SRB and embedded RRC.  
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In this contribution, we have discussed the implications of the simultaneous usage of SCG SRB and embedded RRC and we have observed:
1. The sending of NR RRC messages directly from the SN via SCG SRB and embedded RRC via the MN could lead to race conditions that will cause de-sync between the NR configurations being used by the UE and the ones the SN assumes the UE to be using.
1. The de-sync in the configuration between the UE and SN could lead to undesirable UE/network behaviour
1. The network could employ mechanisms to prevent race condition between embedded RRC and SCG SRB, but these could have latency/efficiency drawbacks such as requiring waiting for a complete message before sending the next reconfiguration or increasing the total number of NR RRC messages needed to be sent. 
1. The network could employ mechanisms to detect race condition between embedded RRC and SCG SRB, and mitigate the conflict afterwards. 
1. Re-ordering of RRC complete messages in the UL could result in a false positive detection of a race condition, even if the RRC messages triggering these complete messages were received in order at the UE. 
And we propose:
Proposal 1	The SN is solely responsible for the prevention or mitigation of NR RRC race conditions that could arise due to the simultaneous usage of SCG SRB and embedded RRC.
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Annex: Agreement history
RAN #97 agreements:

Agreements
1:	For the SN/MN RRC reconfiguration requiring also MN/SN RRC reconfiguration, a MN RRC message is delivered with an embedded SN RRC message.

2	UE can be configured with an SCG SRB to allow SN RRC messages to be sent directly between UE and SN.

3:	For SN RRC reconfigurations not requiring any coordination with MN then SN RRC messages can be transported directly to the UE (or eNB implementation can be deliver it embedded within a MN RRC message)

4	Measurement reporting for mobility within the SN can be transported in SN RRC messages directly from UE to SN, if SCG SRB is configured. Detail rules for UE to select transmission path for UL message to be defined in WI.

5	These agreements do not imply that the UE has to do any reordering of RRC messages.


RAN2 #97bis agreements: 

Agreements
1: For LTE-NR tight interworking where LTE is the MN with SCG SRB configured, only one SRB is required on the SN side, and only for messages corresponding to SRB1.
FFS is anything additional is needed for SN failure cases.
2: UE processes messages received on SCG SRB one message at a time in the order received at the RRC. (i.e. same rules as in LTE). 
3: There is no requirement on the UE to perform any reordering of RRC messages between MCG SRB and SCG SRB.
FFS: What terminology will be used to describe the SCG SRB.
4: Split SCG SRB for LTE/NR dual connectivity will not be supported in Rel-15
 
Agreements
1: When both MCG and SCG reconfiguration is required due to coordination, the SCG reconfiguration message must be encapsulated in an MCG RRC message that also carries the corresponding MCG reconfiguration that ensures that the combined configuration is valid.
2: 	UE uses a joint success failure for messages in an encapsulating MN RRC message.
3: 	A failure of the MN RRC messages, including one encapsulating SN RRC message with or without any MN reconfiguration fields triggers a re-establishment procedure.  
4:	Each SN RRC message should have its own RRC response message even when the SCG request message is encapsulated in an MCG RRC message. SCG response message is forwarded over Xx to SN.
5:	For MCG reconfiguration containing a SCG reconfiguration, UE sends a MN RRC response message that encapsulates the SN RRC response message.


Agreements:
1	SCG SRB can be configured based on network decision.
2	Addition of SCG SRB is decided by SN.
FFS Whether the MN can request establishment of SCG SRB
3	SCG SRB configuration is provided by NR RRC from SN.
4	NR RRC complete messages and measurement reports are mapped to the same SRB as the message initiating the procedure.
FFS Whether there are any exceptional cases for the complete messages
FFS Whether explicit configuration is also supported for measurement reports.
5	All LTE RRC messages are mapped to MCG SRB.
6	EN-DC can only be configured after security activation on LTE.
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