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	Reason for change:
	There is currently an ambiguity concerning the actions upon detecting integrity protection failure while in RRC_CONNECTED with security activated upon the reception of the RRCReestablishment message. Sub-clause 5.3.7.2 defines that upon integrity check failure indication from lower layers concerning SRB1 or SRB2 the UE shall initiate a reestablishment procedure, while sub-clause 5.3.7.5 defines that integrity protection check of the RRCReestablishment message fails (which is sent on SRB1) the UE shall perform actions upon going to RRC_IDLE. 
In other words, there are two conflicting actions for the same trigger.

In addition, upon declaring the integrity protection failure and going to RRC_IDLE, AS indicates NAS a release cause ‘other’, instead of a failure indication as in the case of T301 expiry.

Impact analysis:
There is no impact on the UE if network does not implement that. 
There is no impact on the NW if the UE does not implement that. 


	
	

	Summary of change:
	An exception to the trigger for re-establishment in sub-clause 5.3.7.2 is added, as the intended behavior when integrity protection check of the RRCReestablishment message fails is that UE goes to RRC_IDLE and declares a failure, instead of performing subsequent re-establishments.

The indication indicated in this case from AS to upper layers is modified to ‘RRC connection failure’, instead of ‘other’, so that NAS recovery is triggered. 

A reference to the proper section for cell selection in 38.304 added.


	
	

	Consequences if not approved:
	If not approved, the UE actions upon detecting integrity protection failure remain ambiguous i.e. it is not clear whether UE triggers reestablishment procedure or enters RRC_IDLE.

Indication to upper layers may lead the UE to change state to RRC_IDLE but not perform further actions (i.e. no NAS recovery).
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[bookmark: _Toc525763179][bookmark: _Toc524434322][bookmark: _Toc510531142]5.3.7.2	Initiation
The UE initiates the procedure when one of the following conditions is met:
1>	upon detecting radio link failure of the MCG, in accordance with 5.3.10; or
1>	upon re-configuration with sync failure of the MCG, in accordance with sub-clause 5.3.5.8.3; or
1>	upon mobility from NR failure, in accordance with sub-clause 5.4.3.5; or
1>	upon integrity check failure indication from lower layers concerning SRB1 or SRB2, except if the integrity check failure is detected on the RRCReestablishment message; or
1>	upon an RRC connection reconfiguration failure, in accordance with sub-clause 5.3.5.8.2.
Upon initiation of the procedure, the UE shall:
1>	stop timer T310, if running;
1> stop timer T304, if running;
1>	start timer T311;
1>	suspend all RBs, except SRB0;
1>	reset MAC;
1>	release the MCG SCell(s), if configured, in accordance with sub-clause 5.3.5.5.8;
1>	release the current dedicated ServingCell configuration and apply the specified values in corresponding specification except for the parameters for which values are provided in SIB1;
1>	release delayBudgetReportingConfig, if configured, and stop timer T3xx, if running;
1>	apply the default MAC Cell Group configuration as specified in 9.2.x1;
1>	perform cell selection in accordance with the cell selection process as specified in TS 38.304 [21, 5.2.6].
NEXT CHANGE
[bookmark: _Toc525763182][bookmark: _Toc525763205][bookmark: _Toc524434325][bookmark: _Toc510531145]5.3.7.5	Reception of the RRCReestablishment by the UE
The UE shall:
1>	stop timer T301;
1>	consider the current cell to be the PCell; 
1>	store the nextHopChainingCount value indicated in the RRCReestablishment message;
1>	update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];
1>	request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;
1>	if the integrity protection check of the RRCReestablishment message fails:
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failureother', upon which the procedure ends;
1>	configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	submit the RRCReestablishmentComplete message to lower layers for transmission;
1>	the procedure ends.
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