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As discussed in R2-1818585, the current procedural text in the specification does not handle deactivation of security (ciphering and integrity protection) once it is activated.  Further, the conditions are not fully aligned with the procedural text as the conditions allow network to change the flag during reconfig with sync.
Q1: Please comment on above observation if any 
	Company
	Comments if any (e.g., agree with above observation or other comments)

	Sony
	We think the procedure text is missing currently.

	LG
	Agree with the observation. The procedure text and the conditions are not aligned.

	Nokia
	The procedural text does include:
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
Whether or not this also covers the possible changes to the fields integrityProtection and cipheringDisabled is a matter of taste.

But what does seem to be in misalignment with the tabular description is this note that follows:

NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.

	vivo
	The current specification has covered the disabling case for integrity protection part, because we have the below highlighted in bule and yellow sentence in integrityProtection field description and procedure part.

Field description part
The value of integrityProtection for a DRB can only be changed using reconfiguration with sync

Procedure part 
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.



If we also agree that ciphering shall only be disabled in HO case we agree with Nokia that the below highlighted in yellow part can cover the disabling case if the cipheringDisabled field description is updated.

2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
So only enhancement for cipheringDisabled field description is needed, i.e., add “The value of cipheringDisabled can only be changed using reconfig with sync.  ”



	Ericsson
	We agree with the comment from Vivo. Thus, either we can include in the field description of cipheringDisabled that the field can be only be changed using reconfiguration with sync, or we can update the condition ConnectedTo5GC, which is used only for the integrityProtection and cipheringDisabled fields to:

The field is optionally present, need R, if the UE is connected to 5GC. Otherwise the field is absent. The value of this field can only be changed using reconfiguration with sync

	Samsung
	Agree with Nokia views

	Intel
	In our understanding, PDCP spec does not cover deactivation of security.  These flags were introduced recently in RRC and no corresponding change has been made or discussed for PDCP.   




The procedural text is not aligned with the previous agreement for integrity protection and possibly also for ciphering (though I haven’t found yet an explicit agreement on that).   
Option 1: Change procedural part to allow change security with reconfig with sync to align with agreement.
Option 2: Don’t update the spec to align with agreement.  Note that even if we didn’t update the procedural text, the conditions will need to be updated to prevent change with reconfig with sync.
Q2: which option to follow for Rel-15 SA NR?  
	Company
	Option 1 or option 2
	Any other option or comments if any

	Sony
	Option 1
	The procedure text changes are minimal and straightforward and perhaps removing the feature will be more cumbersome.

	LG
	Option 2
	The conditions need to be updated.

	Nokia
	Option 1
	Note 5 should be edited to align with the tabular description (that says The value of integrityProtection for a DRB can [] be changed)

	Vivo
	Option 1
	If we also agree that ciphering shall only be disabled in HO case the cipheringDisabled field description need to be updated.

	MediaTek
	Option 1
	We don’t see any compelling reason to change from the existing agreement on integrity.  We also haven’t found an explicit agreement on ciphering but it makes sense to follow the same principle for both.

	Ericsson
	Option 2
	The current procedure allows for changing the security configurations by changing the setting in the pdcp-Config as defined in the procedure:
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.

When the UE receives the updated PDCP-Config with the changed security setting, the UE would configure PDCP accordingly.
In PDCP specs it is stated:
“The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured.”
"The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured.”
“The integrity protection is applied to PDCP Data PDUs of DRBs for which integrity protection is configured.”
The proposed change of the procedure text to state is not acceptable in the current form:
5> suspend ciphering for this DRB if previously configured;

If the procedures have to change, the concept of suspended security should not be used.
The concept of suspended security was introduced in LTE to account for using SRB1 without security during RRC Resume. In this case, the security (ciphering/integrity protection) is enabled or disabled, i.e. not suspended.


	Samsung
	Option 2
	Ciphering ON/OFF can be discussed. If agreed, then field description for cipheringDisabled needs update

NOTE 5 needs to be updated to align with field description text

	Intel
	Option 2
	The changes are needed to PDCP for deactivation of security and corresponding change to PDU format to not include MAC-I during PDCP re-establishment.  


 

Q3: Which option to follow for late drop?
	Company
	Option 1 or option 2
	Any other option or comments if any

	Sony
	Option 1  and PDCP-reestablishment could be considered in addition.
	

	LG
	Option 2
	

	Nokia
	Option 1
	Note 5 should be edited to align with the tabular description (that says The value of integrityProtection for a DRB can [] be changed)

	Vivo
	Option 1 
	If we also agree that ciphering shall only be disabled in HO case the cipheringDisabled field description need to be updated.

	MediaTek
	Option 1
	We think the existing agreement is fine also for the late drop.  Changes of policy for a DRB should not be frequent and we think reconfiguration with sync is fine for these cases.

	Ericsson
	Option 2
	See comment for Q3

	Intel
	Option 1/2
	We would be OK to introduce this for late drop with corresponding changes to specifications if there is a majority to do so.



The document R2-1818585 also provided draft TPs.  Please provide comments on the TPs if any.
Q4: Comments if any on the TPs
	Company
	Comments 

	Sony
	We are fine with the TP.

	LG
	If we go for Option 1, the TP for PDCP should be changed so that the MAC-I field is present but padded with 0, similar to SRBs; “If integrity protection is suspended, the MAC-I field is still present but should be padded with padding bits set to 0.” Otherwise, the receiver may not know whether the MAC-I field is present, and the IP failure may occur.
Moreover, I think the basic principle in RAN2 is that the PDU format is not changed during the lifetime of the DRB. If we allow it for MAC-I, then other format change, e.g. PDCP SN length change, would be proposed in a future.

	Nokia
	Note 5 in the RRC procedure should be changed.

We do not see changes required in PDCP. As noted in the Intel discussion paper, ““suspend” implies a temporary suspension rather an semi-static “turning off””. When the field integrityProtection and cipheringDisabled change to indicate “off” for a DRB, that DRB is no longer configured with IP or ciphering, and pre-existing texts in PDCP spec are sufficient: 

“The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured.”
“For DRBs, the MAC-I field is present only when the DRB is configured with integrity protection.”

	Vivo
	For 38.331 
If we also agree that ciphering shall only be disabled in HO case the cipheringDisabled field description need to be updated.

For 38.323
No change is needed. 



	MediaTek
	Agree that Note 5 needs to be fixed in the RRC.

Whether further changes are needed, either in RRC or PDCP, seems to depend on whether we distinguish between the states “configured but suspended” and “not configured”.  If there is no distinction, then we agree with Nokia and vivo that the existing text to “configure the PDCP entity” already covers the behaviour, and no change is needed to PDCP.

If we want to have a distinct “suspended” condition, then we need the proposed changes.  In addition, we would probably need text when the integrity and ciphering are re-enabled, saying to reactivate or “de-suspend” the protection if needed.  E.g.:

4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
5> reactivate ciphering for this DRB if previously suspended;
4> else
5> suspend ciphering for this DRB if previously configured;

We think either alternative works, so there seems no strong reason to introduce a new “suspended” condition and we think it would be enough to change Note 5 and the field descriptions.

	Ericsson
	Proposed changes to RRC: 

1) Procedure updates are not needed. If agreed, the concept of suspended ciphering/integrity protection should not be introduced. 

However, if the majority prefers to change the procedures, instead of introducing the concept of suspending ciphering/integrity protection, something along these lines could be used:

4> if the PDCP entity of this DRB is not configured with cipheringDisabled:
 5> configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4> else:

5> disable ciphering for this DRB if previously configured;


Similarly, for the integrity protection:

4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
4> else:
5> disable integrity protection for this DRB if previously configured;

2) Change to field description
-Agree to add that cipheringDisabled can only be changed during reconfiguration with sync.

-Disagree that “integrity protection cannot be disabled for an SRB” should be introduced. The field integrityProtection is inside the field drb with condition DRB: “This field is mandatory present when the corresponding DRB is being set up, not present for SRBs.  Otherwise this field is optionally present, need M.” So already not possible to set this field for SRBs

-For the cipheringDisabled, this field is outside the drb field and needs the condition. However, conditional presence should be captured in the conditions, and not in the field descriptions. Either extend the condition ConnectedTo5GC (to only be applied to DRBs) or create a new condition for cipheringDisabled.

Changes to PDCP:
Disagree, the concept of suspended security is not applicable to this case. The security is either enabled or disabled.

	Samsung
	Changes to RRC: See comments to Q2

Changes to PDCP: No change is needed in PDCP

	Intel
	We believe changes to needed to RRC and PDCP to capture this behaviour clearly.  We don’t have a strong view on how this is captured.





Summary:

RRC specification:
Every one agree that there are various misalignments in RRC, in the field description, NOTE, and procedural text.  
There is no consensus on the nature of changes needed.  Many companies felt that the existing procedural text “reconfigure the PDCP entity in accordance with the received pdcp-Config”  is sufficient to capture that RRC to PDCP interaction for deactivation.  In all cases, updates are needed for field description and/or NOTE.
PDCP specification:
There is no consensus on whether PDCP changes are needed.  Majority was of the view it can be covered by the current specification.
Feature (ability to change of security with reconfig with sync) support:
Majority of companies felt specifications should be updated to support change of security with reconfig with sync for Rel-15.





