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1. Introduction
3GPP TS 33.501 mandates confidentiality, integrity and replay protection for the F1 interface on CP and UP. IAB architecture 1a uses a modified form of F1, referred to as F1*, which has the same functionality as F1.
The following discussion is based on the assumption that the same security protection will be mandated for F1 or F1* carried over the wireless backhaul links in IAB.

IAB architectures 1b and 2a provide security protection on CP and UP via PDCP. All CP alternatives of F1* discussed for architecture 1a also provide security protection using either PDCP or DTLS. 
However, security protection has not yet been considered for F1*-U of architecture 1a. This paper discusses on how to also protect F1*-U for architecture 1a.

2. Discussion
Security protection for the UP of F1* can leverage the same solutions as developed for the CP. Presently, CP alternatives 2 and 4 are considered for architecture 1a, where CP alternative 2 terminates IP at the IAB-donor-DU while CP alternative 4 terminates IP at the IAB-node. 

The security protection of these two CP alternatives are discussed in TR 38.874 section 8.3. Secure UP solutions can be derived from CP alternatives 2 and 4 by replacing F1-AP/SCTP of the CP solutions with GTP-U/UDP. This leads to the respective UP alternatives 2 and 4.
Observation 1: Secure UP solutions can be derived from CP alternatives 2 and 4 by replacing F1-AP/SCTP of the CP solutions with GTP-U/UDP.
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Figure 1: Protocol stacks of CP and UP alternative 2
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Figure 2: Protocol stacks of CP and UP alternative 4
Figure 1 shows protocol stacks for CP and UP alternative 2. UP alt-2 supports the requirements of the unified design in the following manner:

· The outer GTP-U layer between CU and IAB-donor-DU maps to the RLC-channel used on the wireless backhaul link.

· The inner GTP-U layer represents the UE-bearer’s F1-U.  

Both, 1:1 and N:1 bearer mapping can be supported by either allocating for each inner GTP-U one outer GTP-U, or by aggregating multiple inner GTP-U into one outer GTP-U. 
Observation 2: UP alternative 2 can support N:1 and 1:1 bearer mapping and is therefore compliant with the unified design.

Figure 2 shows protocol stacks for CP and UP alternative 4. 
For UP alt-4, N:1 bearer mapping can be enforced by mapping each BH RLC-channel to a DSCP value on the IP header. The CU can use the DSCP value to indicate on a downstream packet on which BH RLC-channel the packet should be carried. This allows the IAB-donor-DU to select the corresponding BH RLC-channel.
However, it is not obvious how UP alt-4 can support 1:1 bearer mapping. For this to happen, the IAB-donor-DU must have access to a UE-bearer-specific identifier when receiving downstream packets from the CU. The DSCP space on IP is too small for this purpose and cannot be extended. The IAB-donor-DU further does not have access to the UE-bearer’s GTP-U TEID since it is end-to-end protected.

Observation 3: UP alternative 4 can only support N:1 bearer mapping and is not compliant with the unified design.

Table 1 shows the comparison between UP alternatives 2 and 4.
Table 1: Comparison of UP alternative 2 and UP alternative 4

	
	UP alternative 2
	UP alternative 4

	Security protection of F1*-U
	Yes
	Yes

	Support of N:1 bearer mapping
	Yes
	Yes

	Support of 1:1 bearer mapping
	Yes
	No

	Compliance with unified design
	Yes
	No


3. Conclusion

Security solutions for F1*-U of architecture 1a have been discussed. The following observations have been made:
Observation 1: Secure UP solutions can be derived from CP alternatives 2 and 4 by replacing F1-AP/SCTP of the CP solutions with GTP-U/UDP.
Observation 2: UP alternative 2 can support N:1 and 1:1 bearer mapping and is therefore compliant with the unified design.

Observation 3: UP alternative 4 can only support N:1 bearer mapping and is not compliant with the unified design.

3. Text Proposal for TR 38.874

The following changes to TR 38.874 are proposed:

********* Start of Change **********
8
Radio protocol aspects
Editor’s note:
Primary responsible WG for this clause is RAN2.

8.1
Packet Processing

8.2 
User-plane considerations for architecture group 1

8.2.1 
General

…

8.2.x 
Security solutions for F1*-U
Security protection for the UP of F1* can leverage the same solutions as developed for the CP. Presently, CP alternatives 2 and 4 are considered for architecture 1a, where CP alternative 2 terminates IP at the IAB-donor-DU while CP alternative 4 terminates IP at the IAB-node. 

The security protection of these two CP alternatives are discussed in TR 38.874 section 8.3. Secure UP solutions can be derived from CP alternatives 2 and 4 by replacing F1-AP/SCTP of the CP solutions with GTP-U/UDP. This leads to the respective UP alternatives 2 and 4.
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Figure 8.2.x-1: Protocol stacks of UP alternative 2
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Figure 8.2.x-2: Protocol stacks of UP alternative 4
Figure 8.2.x-1 shows the protocol stack for UP alternative 2. UP alt-2 supports the requirements of the unified design in the following manner:

· The outer GTP-U layer between CU and IAB-donor-DU maps to the RLC-channel used on the wireless backhaul link.

· The inner GTP-U layer represents the UE-bearer’s F1-U.  

Both, 1:1 and N:1 bearer mapping can be supported by either allocating for each inner GTP-U one outer GTP-U, or by aggregating multiple inner GTP-U into one outer GTP-U. UP alt 2 is therefore compliant with the unified design.
Figure 2 shows the protocol stack for UP alternative 4. 

For UP alt-4, N:1 bearer mapping can be enforced by mapping each BH RLC-channel to a DSCP value on the IP header. The CU can use the DSCP value to indicate on a downstream packet on which BH RLC-channel the packet should be carried. This allows the IAB-donor-DU to select the corresponding BH RLC-channel.

However, it is not obvious how UP alt-4 can support 1:1 bearer mapping. For this to happen, the IAB-donor-DU must have access to a UE-bearer-specific identifier when receiving downstream packets from the CU. The DSCP space on IP is too small for this purpose and cannot be extended. The IAB-donor-DU further does not have access to the UE-bearer’s GTP-U TEID since it is end-to-end protected. UP alt-4 is therefore not compliant with the unified design.
Table 1 shows the comparison between UP alternatives 2 and 4.
Table 8.2.x-1: Comparison of UP alternative 2 and UP alternative 4

	
	UP alternative 2
	UP alternative 4

	Security protection of F1*-U
	Yes
	Yes

	Support of N:1 bearer mapping
	Yes
	Yes

	Support of 1:1 bearer mapping
	Yes
	No

	Compliance with unified design
	Yes
	No



********* End of Change **********
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