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[bookmark: _Ref178064866]Introduction
For IIOT, the integrity function should be supported. The security requirement in TR22.804 is as listed below:
[bookmark: _Toc515793174]8.2.5.1	Data security and privacy requirements
	Reference number
	Requirements
	Use case requirement 
reference

	Nse.Sp.1
	The 5G system shall support data integrity protection and per message authentication of the sender.
	Future of factory 2.5, 
Future of factory 5.5, 
Smart Cities 1.1, 
Electric Power Distribution 1.5, 
Electric Power Distribution 2.5, 
Centralised Power Generation 1.1, 
PMSE 1.4, 2.2, 3.2

	Nse.Sp.2
	The 5G system shall provide mechanism for denial-of-service prevention.
	Electric-Power Distribution 3.9


NOTE: The 5G system should not prevent the use of OTT security protocols.
In NR, the integrity function can be supported, but the current specification cannot recover the packet discarded by the integrity verification failure (hereinafter IP failure). In this contribution, we highlight the issues. 

[bookmark: _Toc462951621][bookmark: _Toc462951630][bookmark: _Toc465023135][bookmark: _Toc465023136][bookmark: _Toc465346829]Discussion
For DRBs, it was agreed that when the IP failure is incurred from a PDCP PDU, the PDCP entity discards the PDCP PDU. As all know, the IP failure can be incurred by an intruder, HFN de-sync and the failure of L1 CRC check. 
In our understanding, RAN2 would need to handle each case differently, but the case where the IP failure is caused by the HFN de-sync would not need to be considered for IIOT SI. Since the low latency is required for the IIOT traffic, the PDCP discard timer should be configured to a small value, and the HFN de-sync problem would not happen.
If the IP failure is caused by the intruder, the IP failure may occur persistently on all DRBs and SRBs. In this case, the RRC Connection Re-establishment procedure should be performed. On the other hand, when the IP failure is caused by the failure of L1 CRC check, the IP failure does not persistently happen. In this case, the PDCP PDU discarded by the IP failure should be recovered since the requirement of the reliability may not be satisfied due to the discard of the PDCP PDU.
Observation. If integrity verification failure occurs for IIOT traffic, the requirement of the reliability cannot be satisfied.
Proposal. RAN2 should discuss and study how to recover the PDCP PDU discarded by the integrity verification failure of DRB.

In our view, the straightforward solution is that the PDCP entity requests the retransmission of the PDCP PDU to the peer PDCP entity. For this, the PDCP Status Report can be used to request retransmission of the PDCP PDU, but in TS38.323 v15.3.0, the PDCP Status Report does not request the retransmission of the PDCP PDU. Consequently, when the PDCP entity receives the PDCP Status Report, the PDCP entity should perform the retransmission of the PDCP PDU. Alternatively, new PDCP Control PDU format should be defined to retransmit the PDCP PDU. 
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this contribution, we highlight the issues related with integrity verification procedure. Based on the above discussion, we propose followings.
Observation. If integrity verification failure occurs for IIOT traffic, the requirement of the reliability cannot be satisfied.
Proposal. RAN2 should discuss and study how to recover the PDCP PDU discarded by the integrity verification failure of DRB.


