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Introduction
In RAN2-103bis and the email discussion that followed after, RAN2 discussed several options on handling the UE capability SI. There were several proposals that were agreed to be discussed based on the email discussion [1]. In this document we discuss on some of the aspects of the proposals, with the intention to have RAN2 agree on this as the way forward as part of the SI.
Security
We have the below proposals from [1] where the messages carrying the capability ID are to be protected with security.
Proposal 1: Capture in the TR that RRC signalling allows the RAN to know the UE capability ID and use it locally, e.g. in case there are multiple UEs served by the RAN with the same capability, and if sent early in the connection procedure, it can enable RAN caching for early configuration of the UE capability.  Capture also that security may need to be considered in case the capability ID would be sent before SMC.
Proposal 3: Capture in the TR that it is considered to send the capability ID in either Msg5 or UECapabilityInformation, but the security issue of Msg5 needs to be resolved.  Send an LS to SA3 inquiring about the possibility of sending the capability ID before security is established.
In current RAN2 specification, UE capability transfer does not have to be security protected. The UE can be requested to provide the UE capability before SMC setup using SRB1. 
If the UE capability ID is transferred in MSG5 or as part of the UE capability enquiry/information, we are trying to see why the security protection requirement can arise. The capability ID represents the capability the UE intends the NW to use, and so in other words, it can be considered as a short-hand notation of the UE capability. 
Observation 1: UE capability transfer does not have to be security protected in the current specification. UE capability ID is just another way of transferring UE capability, where the security requirement has not changed.
If the intention is that rogue UEs can potentially create instability in the NW, adding security to prevent the actions of a rogue UE may not really solve the problem. The security is between the USIM and CN, and a rogue mobile equipment (ME) can always use a valid USIM to proceed with this, and the existing NAS and AS security mechanisms  cannot really prevent this.
Observation 2: Security is between the USIM and CN and the existing NAS and AS security mechanisms do not offer any protection from a rogue UE that uses a valid USIM. 
We also have not discussed yet when the UE capability ID would be sent using MSG5, but currently the security establishment at MSG5 is only to resume a security context, rather than to create one.
Observation 3:  It is not possible to start AS security using MSG5, only resumption of already established AS security. UE capability transfer at MSG5 is not practical when the security is already established (as the capability should be already present at the gNB)
Proposal 1: Security protection is not a necessary requirement for the UE capability ID transfer procedure, in both MSG5 and UE capability transfer transactions. 


Impact on CN from RAN caching

The email discussion also concluded on the below proposals where the RAN node can potentially cache the capability based on the ID provided by the UE.

Proposal 4: Capture in the TR that RAN visibility of the capability ID is beneficial for RAN caching, signalling reduction on network interfaces, and early RRM decisions.

Proposal 6: Capture in the TR that the benefits of having the mapping visible at the core network include the ability to use the CN as a “master” repository of the mapping, the ability for the RAN to refer to the CN when it is not aware of the mapping, and access to the capability mapping also for UEs in RRC_IDLE

We have to ensure that such caching in RAN does not prevent CN to be aware of the capability provided by the UE, as the CN can be used to retrieve the capability of the UE by some other RAN node.

Proposal 2 : Capture in the TR that when RAN caching is allowed, the RAN node always updates the UE capability (with the ID) to the CN even when the RAN node has the capability based on the ID.

Capability ID and RAT containers 
We have the below FFS item in [1] on the topic of UE capability ID reflecting a single RAT container vs all the RAT containers the UE supports
Proposal 8: Capture in the TR an FFS point for one ID covering all containers vs. separate IDs for the different containers.
The capability container for a particular RAT does not change based on the RAT in which the capability is transferred. As an example, if the NW has requested the UE to provide NR capability container, while the UE is in LTE, the capabilities provided by that container should be the same as the capabilities provided in the NR container provided by the UE when requested to do so in NR SA.
Currently the NW queries the UE of it’s capability in terms of the containers (along with certain filtering parameters that can reduce the size of the containers). And the RAN nodes store the UE capability in the CN using a single transparent bitstring which contains all the containers the UE has reported. 
Based on this framework, we list the impact of using capability ID per RAT container vs per UE capability, as a TP to be included in the TR.

	Functional Area
	Capability ID reflecting the full UE capability
	Capability ID for each RAT container

	Capability transfer from the UE to the RAN: MSG5
	If the UE has to report capability ID in MSG5, it would be just one ID.
	Since we have to honour the size constraints of MSG5, if the UE has multiple ID based on different RATs the UE supports, a potential option is for the UE to send the ID of the container of the current RAT, as this is the most useful one for the RAN node at this time.  

	Capability transfer from the UE to the RAN: UE capability enquiry
	The UE and NW may need to support atleast ‘segmentation’ feature to handle the large UE capability message the UE has to send reflecting the capability ID. This is assuming that the capability based on the ID is transferred by the UE to the NW. 

	The NW can query the RAT containers through different capability enquiry/information transactions and combine them before storing in the CN. Since this process is allowed per current specification, the implementation impact is not big.


	CN-CN Interface
	Current CN-RAN and CN-CN interfaces are with a transparent ASN.1 framework that has all RAT containers. And so whenever RAN or CN node tries to retrieve UE capability from the source CN, the transparent bitstring carriers all the stored RAT containers, and so adding the ID based storage can be extended with minimal impact. It also helps with interfacing between nodes that have implemented the capability ID feature and the legacy node which haven’t.  
	New interface is needed for CN-CN and CN-RAN to transfer capability based on RAT containers. With capability ID based transfer, the capability storage in CN is not per UE, but per ID, and so the interfaces have to anyway be adapted to transfer capability based on IDs than based on the UE.

	RAN-CN Interface
	
	

	RAN-RAN interface
	Once the RAN has the UE capability from all the RAT containers (either from CN or the UE), the RAN-RAN interface can just re-use the existing signalling to transfer the container of interest.  The interface change needed for the RAN nodes to exchange the capability ID is anyway needed irrespective of whether the ID reflects the UE capability or the RAT container.
	The capability exchange between RAN nodes (RAN-RAN) is currently based on RAT containers, especially between RAN nodes of different RATs, where the target RAN node is only interested in the RAT container of the RAT the RAN is implemented with. Capability IDs reflecting the RAT containers would be easier to adapt to in RAN-RAN interfaces.





Conclusion and proposals

Observation 1: UE capability transfer does not have to be security protected in the current specification. UE capability ID is just another way of transferring UE capability, where the security requirement has not changed.
Observation 2: Security is between the USIM and CN and the existing NAS and AS security mechanisms do not offer any protection from a rogue UE that uses a valid USIM. 
Observation 3:  It is not possible to start AS security using MSG5, only resumption of already established AS security. UE capability transfer at MSG5 is not practical when the security is already established (as the capability should be already present at the gNB)
Proposal 1: Security protection is not a necessary requirement for the UE capability ID transfer procedure, in both MSG5 and UE capability transfer transactions. 
Proposal 2 : Capture in the TR that when RAN caching is allowed, the RAN node always updates the UE capability (with the ID) to the CN even when the RAN node has the capability based on the ID.
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