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1 Introduction

In RAN2#103bis meeting, multiple connectivity during HO to reduce the user data interruption time has been discussed based on [1]. For further discussion, two candidate solutions will be studied as a baseline, and some guidance has been made during the meeting:
=>
Use the protocol stack comparison in this contribution as baseline for further discussions between the split bearer and non-split bearer solutions.

=>
We should discuss the security key aspects more when we discuss the details of the solutions.

=>
Consider how to do reordering in non-split case

=>
FFS whether single or dual RRC (and e.g. whether we have 1 or 2 S1-C connections) is considered (S1-C would affect also RAN3)

=>
FFS how duplication is considered (depending on solution details)

In this contribution, we focus on the DC-based handover, specifically on the UP impact.
2 Discussion  
In general, in DC-based handover, there is a called “role change” procedure, i.e., the PDCP anchor point would be changed from source node to the target node. It is shown as Figure 1.
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Figure 1 Protocol stack before and after handover 
for legacy handover (left) and for DC-based handover procedure

It can be seen that in legacy HO, at UE side, the reconfiguration of PHY/MAC/RLC is needed for the stack at UE side, but that is not needed in DC-based HO, since the UE would already establish two stacks (PHY/MAC/RLC) w.r.t. source and target node before handover, so the reconfiguration / re-establishment operation is only needed at PDCP layer. In the following sections, more detailed aspects on PDCP operation are considered.
Observation 1 Using DC-based HO, at UE side, the latency due to PHY/MAC/RLC re-set / re-configuration is saved, but only the re-establishment / reconfiguration at PDCP layer is needed.
2.1 (De)ciphering
Considering in the DC-HO scenario, at RX side, the PDCP entity connects to two RLC entity, which is for the connection with source and target node respectively, there could be two ways for packet delivery:
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Figure 2 Out-of-order packet arrival at RX side 
(blue: ciphered with old key, purple: ciphered with new key)

1) At TX side, the PDCP PDU would be submitted to two associated RLC entity, so that in each RLC entity, the packets for both old and new key are mixed with each other, i.e., there is no guarantee on the packet arrival order from RLC to PDCP. Therefore, as shown the following figure, the packet sent from source node PDCP (ciphered with old key) and from target node PDCP (ciphered with new key) may arrive at UE PDCP entity in an out-of-order manner.
2) At TX side, the PDCP PDU would be submitted to only one associated RLC entity, so that in each RLC entity, there would be only one type of packet, either for old key or for new key. So that although at RX side, the packet arrival is still out-of-order as shown in Figure 2, the PDCP RX entity can differentiate between packets for old / new key from the RLC entity directly.

Observation 2 If PDCP PDU will only be submitted to a single RLC entity, PDCP RX entity can differentiate the packet ciphered by old key and packet ciphered by new key. Otherwise, RX entity has to handle the ambiguity between old key and new key.
Therefore, if there is no restriction to TX behaviour, i.e., solution 1) above is used, then some solution at RX UE side is needed, in order to handle the key differentiation for packet at RX side, there could be multiple solutions:

· User plane solution: some kind of indication is inserted at the target bearer to differentiate between old and new key, which can be further divided into two sub-solutions:

· End-marker: this is to insert an indication like EM, which means the packet before the EM is for old key, and after the EM is for new key. Apparently, this relies on the premise that the packet based on the new key would only arrive after the EM – this is implemented in LWA via the following operation. However, to wait for the ARQ ACK would cause further latency in the whole procedure.
NOTE 2:
The UE is expected to ensure the successful transmission of the LWA end-marker PDCP Control PDU e.g., using repeated transmission of the same LWA end-marker PDCP Control PDU.

-
start using the key provided by upper layers during the re-establishment procedure for the ciphering of the data part of the uplink PDCP PDUs with associated COUNT values above the COUNT value corresponding to LSN.

Observation 3 End-marker requires the TX entity to wait for the ARQ ACK before sending the first packet ciphered by the new key, during which extra delay would be caused.
· In-band indication: this is to indicate a flag for each PDCP PDU, e.g., make use of the R-bit in the PDCP header, e.g., 0 indicate the packet is based on the old key while 1 indicates the packet is based on the new key. This solution can solve the out-of-order delivery issue, the question is whether this indication is always active during handover and non-handover procedure.

Observation 4 It is unclear whether the in-band indication would be activated all the time or under network control.
· Control plane solution: it is up to RRC signalling to indicate the SN of which the packets are based on old packet or new key. This solution can solve the out-of-order delivery issue, since the SN command can be delivered to UE before the transmission of the first packet for the new key. Yet it is not clear how for the UE to indicate that for the UL packet.

Observation 5 It is unclear how to handle UL packet ambiguity if a control plane solution is used for DL packet.
Consider all these issues, it is preferred not to submit PDCP PDU into two RLC entities, but instead, only submit the packet ciphered with old key to the RLC entity for the connection to source node, and submit the packet ciphered with new key to the RLC entity to the source node.
Proposal 1 If DC-based HO is selected by RAN2, PDCP TX entity only submit the PDCP PDU ciphered with old key to the RLC entity of source connection, and only submit the PDCP PDU ciphered with new key to the RLC entity of target connection.
Proposal 2 If DC-based HO is selected by RAN2, PDCP RX entity only differentiate the PDCP PDU ciphered with old or new key via the utilized RLC entity.

2.2 ROHC

Unless the ROHC context transfer is allowed, ROHC reset is needed when switch from communication with PDCP entity located at source node, to communication with PDCP entity located at target node. It is very similar to the key handling in the above section, i.e., the RX-entity has to differentiate between old / new ROHC context, i.e., to know whether to fall back to NC-state, or keep at SC-state / FC-state.
Observation 6 The issue of ROHC context differentiation is similar to the issue of key differentiation. 

Similar to the conclusion above for key differentiation, it is preferred to avoid submission to both RLC entity but it is preferred to submit to a single RLC entity, to avoid ambiguity within a same RLC entity. 

Proposal 3 If DC-based HO is selected by RAN2, PDCP RX entity only differentiate the PDCP PDU compressed by old or new ROHC context via the utilized RLC entity.
2.3 Re-transmission 

After a solution of differentiation is selected, as discussed in 2.1 and 2.2, the left issue is how to deliver the packet to PDCP RX entity.

For UL packet, as shown in Figure 1, from network perspective, there is only one PDCP entity active at a specific time – if after the PDCP entity relocation, i.e., the PDCP anchor point is switched to target node, there is still some on-the-fly packet ciphered with old key, e.g., still in HARQ/ARQ transmission process, how for PDCP entity at target node to handle these packet?

1. If deliver these packet to source node, but this collides with the premise that the single PDCP entity for split bearer has already switches to target node;

2. If deliver these packet to target node, 

A. Either target node discard it, assuming that the PDCP RX entity at target node only handles the new key based packet – which means that some packet loss may happen unless UE do re-transmission;

B. Or target node handle it, but it collides with the principle that the target node should not be aware of the key of the source node;

Observation 7 If PDCP PDU will be submitted to two RLC entities, there is an issue on how for network to handle the on-the-fly UL packet which are ciphered with old key.

In general, case-2A is more compatible with the current network architecture, i.e., not require the target node to handle the old key / ROHC based packet, so the re-transmission of UL packet by UE is needed.

Proposal 4 If DC-based HO is selected by RAN2, when receiving HO command, UE re-transmit the PDCP SDU which have been sent to source connection yet not ACKed, using the new key / ROHC context.
For DL packet, the issue is similar:

- UE can maintain two keys and two ROHC context, i.e., UE has to handle the packet ciphered with old key or compressed with old ROHC context, together with packet ciphered with old key or compressed with old ROHC context. In this case, the network re-transmission of the packet which have been sent via source connection but not been ACKed yet is not needed.
- UE only maintain a single set of key and ROHC context. In this case, UE would discard the old key based packet after handover (or it can be implemented by simply release the old stack), the DL re-transmission of the packet which have been sent via source connection but not been ACKed yet is not needed.
Proposal 5 If DC-based HO is selected by RAN2, RAN2 discuss whether the UE needs to maintain two set of keys and ROHC after receiving HO command.

2.4 A short summary
To summarize the discussion above, the UP solution due to the introduction of DC-based HO can be summarized as two solutions (although other solutions are possible, the following two are somehow more typical compared to others).
	
	Solution-1
	Solution-2
	Solution-3

	Whether to submit PDCP into two RLC entities or a single RLC entity.
	Two RLC entities
	One RLC entity
	One RLC entity

	DL packet reception
	UE handles the two key / ROHC simultaneously during the transition period. A solution is needed to differentiate between packet ciphered with old / new key and ROHC.
	UE handles the two key / ROHC simultaneously during the transition period. UE can differentiate between packet ciphered with old / new key and ROHC via the associated RLC entity.
	UE handles the single new key / ROHC after handover. UE can differentiate between packet ciphered with old / new key and ROHC via the associated RLC entity.

	DL packet transmission
	Source node submits PDCP PDU to both RLC entities. Target node submits PDCP PDU to both RLC entities. 
Re-transmission of not ACKed packet at target node may not be needed since UE would handle the old key based packet after handover.
	Source node submits PDCP PDU to RLC entity of source connection. Target node submits PDCP PDU to RLC entity of target connection. 
Re-transmission of not ACKed packet at target node may not be needed since UE would not handle the old key based packet after handover.
	Source node submits PDCP PDU to RLC entity of source connection. Target node submits PDCP PDU to RLC entity of target connection. 
Re-transmission of not ACKed packet at target node is needed since UE would not handle the old key based packet after handover.

	UL packet reception
	NW only handles one key at a time (source node for old key, target node for new key). 
A solution is needed to differentiate between packet ciphered with old / new key and ROHC.
	NW only handles one key at a time (source node for old key, target node for new key). 
NW can differentiate between packet ciphered with old / new key and ROHC via the associated RLC entity.
	NW only handles one key at a time (source node for old key, target node for new key). 
NW can differentiate between packet ciphered with old / new key and ROHC via the associated RLC entity.

	UL packet transmission
	UE submit PDCP PDU to both RLC entities. 

Re-transmission is needed w.r.t. the packets which have been sent using old key but not confirmed before handover.
	UE submit PDCP PDU to a single RLC entities. 

Re-transmission is needed w.r.t. the packets which have been sent using old key but not confirmed before handover.
	UE submit PDCP PDU to a single RLC entities. 

Re-transmission is needed w.r.t. the packets which have been sent using old key but not confirmed before handover.


As shown above, from UE perspective, solution-3 is more like legacy PDCP re-establishment, assuming the UE would not handle two keys at the same time.

Observation 8 For DC-based HO, the legacy PDCP re-establishment procedure can be applicable, if one does not pursue the UE to handle two keys at the same time.
3 Conclusion
Based on the discussion in section 2 we have following observations:
Observation 1
Using DC-based HO, at UE side, the latency due to PHY/MAC/RLC re-set / re-configuration is saved, but only the re-establishment / reconfiguration at PDCP layer is needed.
Observation 2
If PDCP PDU will only be submitted to a single RLC entity, PDCP RX entity can differentiate the packet ciphered by old key and packet ciphered by new key. Otherwise, RX entity has to handle the ambiguity between old key and new key.
Observation 3
End-marker requires the TX entity to wait for the ARQ ACK before sending the first packet ciphered by the new key, during which extra delay would be caused.
Observation 4
It is unclear whether the in-band indication would be activated all the time or under network control.
Observation 5
It is unclear how to handle UL packet ambiguity if a control plane solution is used for DL packet.
Observation 6
The issue of ROHC context differentiation is similar to the issue of key differentiation.
Observation 7
If PDCP PDU will be submitted to two RLC entities, there is an issue on how for network to handle the on-the-fly UL packet which are ciphered with old key.
Observation 8
For DC-based HO, the legacy PDCP re-establishment procedure can be applicable, if one does not pursue the UE to handle two keys at the same time.


Based on the observations, we propose:
Proposal 1
If DC-based HO is selected by RAN2, PDCP TX entity only submit the PDCP PDU ciphered with old key to the RLC entity of source connection, and only submit the PDCP PDU ciphered with new key to the RLC entity of target connection.
Proposal 2
If DC-based HO is selected by RAN2, PDCP RX entity only differentiate the PDCP PDU ciphered with old or new key via the utilized RLC entity.
Proposal 3
If DC-based HO is selected by RAN2, PDCP RX entity only differentiate the PDCP PDU compressed by old or new ROHC context via the utilized RLC entity.
Proposal 4
If DC-based HO is selected by RAN2, when receiving HO command, UE re-transmit the PDCP SDU which have been sent to source connection yet not ACKed, using the new key / ROHC context.
Proposal 5
If DC-based HO is selected by RAN2, RAN2 discuss whether the UE needs to maintain two set of keys and ROHC after receiving HO command.
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