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[bookmark: _Toc510393431][bookmark: _Toc524434305]START OF CHANGES
[bookmark: _Toc524434308]5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC or NGEN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [REF] for EN-DC or 33.501 [11] for NGEN-DC;
3>	derive KRRCenc and KUPenc key as specified in TS 33.401 [REF] for EN-DC or 33.501 [11] for NGEN-DC;
3>	derive the KRRCint and KUPint key as specified in TS 33.401 [REF] for EN-DC or 33.501 [11] for NGEN-DC;
1>	else:
2>	if the nas-Container is included in the received masterKeyUpdate:
3>	forward the nas-Container to the upper layers;
2>	if the keySetChangeIndicator is set to TRUE:
3>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
2>	else:
3>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];
2>	store the nextHopChainingCount value;
2>	derive the keys associated with KgNB as follows:
2>	if the securityAlgorithmConfig is included in SecurityConfig:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
2>	else: 
3>	derive KRRCenc and KUPenc key associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
Editor’s note: FFS MR-DC 2: How to handle (signaling and RRC procedures) security algorithms for SN in NE-DC. 
2>	if the sk-Counter is included in the RRCReconfiguration or RRCResume message:
3>	derive or update the secondary key (S-KeNB/S-KgNB) based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3>	derive the KRRCenc key and the KUPenc key as specified in TS 33.501 [11] using the integrity protection algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KeNB/S-KgNB) as indicated by keyToUse;
3>	derive the KRRCint key and the KUPint key as specified in TS 33.501 [11] using the ciphering algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KeNB/S-KgNB) as indicated by keyToUse;
END OF CHANGES
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