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Introduction
This document is to address the email discussion:
[103bis#25][NR] Remaining security issues for MR-DC (Intel) 
-	Algorithm handling for NG-EN-DC and NE-DC – which algorithm to use, understand any differences, what specification updates are needed for the different options, how to ensure independent evolution of LTE and NR algorithms
-	When should DRB-IP reconfiguration be supported (e.g. due DRB IP policy change)
	Intended outcome: Report to next meeting and TP for the different options
	Deadline:  Thursday 2018-11-01
Discussion
EN-DC uses two RadioBearerConfig containers to provide the securityConfig  for the DRBs included in the containers.  The UE behaviour is the same for both the RadioBearerConfig containers and is agnostic of the termination point in the network.  This behaviour is also to be used for all the MR-DC architectures as confirmed in the last two meetings.  
Observation #1:  UE behaviour is the same for both the RadioBearerConfig containers for MR-DC and does not differentiate between the MN and SN termination points.
For EN-DC, UE configures the DRBs with the security algorithm provided RadioBearerConfig container.  Currently the RadioBearerConfig only includes NR algorithm code points.  This does not matter in Rel-15 as these NR algorithms are the same as LTE algorithms and UE supports the same algorithms with LTE or NR code points.
eLTE on the other hand, uses the algorithms signalled in SMC using LTE code points for all the RBs and ignores the NR code points in the securityConfig  provided in the RadioBearerConfig.  
5>  configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10, 5.4.2.3], i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
This behaviour was possible for eLTE since there is only MN terminated bearers.  
MR-DC handle both MN and SN terminated bearers configured with RBConfig containers in the same manner.  The eLTE behaviour of ignoring the securityConfig  in RadioBearerConfig container and using the configuration from SMC only for the MN terminated bearers going against the bearer harmonization principle where the UE has a common behaviour and does not need to know which node (MN or SN) terminates the bearers on the network side.  

Observation #2: eLTE behaviour of using LTE security codepoints in SMC cannot be applied for MR-DC with harmonized radio bearer handling that is agnostic of MN and SN termination points.

We have the following requirement for EN-DC that will also apply for all MR-DC architectures:
The algorithms nea0-nea3 are identical to the LTE algorithms. For EN-DC, the algorithms configured for bearers using KeNB shall be the same as for all bearers using KeNB and the algorithms configured for bearers using S-KgNB shall be the same as for all bearers using S-KgNB.
The network has to use the same security algorithm configured in SMC for all MN terminated bearers in RadioBearerConfig except that it will use the corresponding NR code point for the same algorithm.
Observation #3: Network is required to configure the same algorithm in SMC and for MN terminated bearers in RadioBearerConfig using LTE and NR code points respectively.
A UE may first be configured with eLTE standalone with DRBs using RadioBearerConfig before it is configured for NG-EN-DC.  Hence when to apply eLTE (LTE codepoints from SMC) or MR-DC behaviour (NR codepoints from RadioBearerConfig) needs further consideration.  A couple of possible UE behaviours are listed below.
Option 1: Limit the current UE behaviour to UEs that only support eLTE standalone and does not support NG-EN-DC; that is, a UE that can support NG-EN-DC will always use the securityConfig in RadioBearerConfig even when operating in standalone mode (i.e. NG-EN-DC or NE-DC is not configured).  
Option 2: Apply the LTE code points from SMC for all MN terminated bearers even after NG-EN-DC is configured.  Additional procedural text will be needed to make this behaviour applicable only for MN terminated bearers for NG-EN-DC, based on for example, keyToUse set to master or by using an explicit indication in securityConfig.    As this behaviour and procedural text is only relevant for MN terminated bearers, it breaks the concept of harmonised bearers.
Option 3:  Before NGEN-DC configuration a UE, with NGEN-DC capability can apply the LTE code points from SMC for eLTE standalone. When configuring NGEN-DC, UE apply the securityConfig in RadioBearerConfig at RRC reconfiguration. 

Q1: How to achieve UE behaviour to process the securityConfig in RadioBearerConfig container for NG-EN-DC given that the current behaviour for eLTE standalone UEs is to ignore it?   Please comment on the two options above or other suggestions  if any.
	Company
	Option 1/option 2/Other
	Comments or details of other options
	Response to new options

	vivo
	Option 3 or Option 1
	Option 3 has the flexibility for UE to apply the security algorithm according to the connection type (e.g. eLTE standalone or NGEN-DC) and also preserve current UE behaviour in standalone eLTE.
	Intel: If I understand correctly, option 3 will need some procedural text to capture the different behaviours when UE is operating in standalong/NG-ENDC – especially as this also needs to cover SN terminated MCG bearer. 

	CATT
	Option 1
	We believe that alignment between eLTE standalone and NGEN-DC is more important. RAN3 is recently discussing various types of eNB/gNB disaggregation, which may finally call for a redefinition of DC. Option 1 seems more future proof than any other options.
	

	MediaTek
	Option 2
	Neither option is really elegant, but we think option 2 is less bad.  Relying on an explicit indication in securityConfig would not really break the concept of harmonised bearers, as the UE could just apply the indication without needing to consider the termination point.
	

	Docomo
	Option1 
	We think to align the security algorithm for eLTE standalone and NG-EN-DC is important and  a simpler solution. 
	

	Intel
	Option 1 (or change eLTE agreement to use NR Codepoint from SMC)
	Option 1 is simpler and sufficient.  We agree with MediaTek that neither option is elegant.  We believe that the simplest and cleanest is really to change the eLTE agreement as we don’t see any functional difference or any issue with independent evolution LTE and NR algorithms in using the NR code point from RBConfig for the same algorithm as in SMC.
	

	Samsung
	Option 1
	Same view as CATT, Docomo and Intel
	

	Ericsson
	Option 1 (or revert eLTe agreement to use NR codepoint)

OR
Option 2 (but with implicit indication)
	Option 1 is probably the easiest to capture in the specifications.

Option 2 with implicit indication (i.e. use LTE codepoints for bearers associated with master key and NR codepoints for bearers using the secondary key) is also easy to implement and doesn’t break the bearer harmonization principle (i.e. UE always knows what keys the bearers are using). 

Option 2 with explicit signalling will require changes in UE signalling and also creates an unnecessary overhead, as that has to be signalled per DRB. 
	Option 3 will require tedious procedural changes to handle the back and forth change between LTE and NR codepoints when the UE switches between standalone and DC mode. 

	NEC
	Option 1
	Option 1 is sufficient with simple differentiation from eLTE SA.
For potential (above) option of reverting eLTE agreements is not preferable.
	

	Nokia
	Option 1 (or revert the eLTE agreement)
	Agree with Intel.
	

	III
	Option 3 or Option 1
	Option 3 seems like more flexibility than the other options but requires procedural changes between LTE and NR code points.
Option 1 is simpler and easier to capture in the current specifications.
	

	Apple
	Option 1 (or revert the eLTE agreement)
	Option 1 is simpler. We prefer the same UE behaviour for eLTE and NGEN-DC.
	

	LG
	Option 1
	We also want alignment and simple solution is preferred.
	

	ZTE
	Option 1
	Option 1 is the simpler and is sufficient. 
	

	Qualcomm
	Option 2
	Based on SA3 preference, AS security algorithms should be RAT-based. In fact 5G NAS introduced RAT-based security codepoints.

Having a RAT-based codepoints will allow the future evolution of AS security algorithm without ambiguity.

EN-DC uses EPC and NG-EN-DC uses 5GC. We should have a harmonized design for options connected to 5GC.
	



Q1 Summary:
Company positions (I have included company on both options where companies indicated both):
Option 1:  Vivo, CATT, DoCoMo, Intel, Samsung, Ericsson, NEC, Nokia, III, Apple, LG, ZTE: Total: 12
Option 2: MediaTek, Ericsson, Qualcomm.  Total: 3
Option 3: Vivo, III Total: 2
4 companies also proposed to revert eLTE agreement.
Proposal #1:  It is proposed to adopt option 1.  That is, Limit the current UE behaviour to UEs that only support eLTE standalone and does not support NG-EN-DC; that is, a UE that can support NG-EN-DC will always use the securityConfig in RadioBearerConfig even when operating in standalone mode (i.e. NG-EN-DC or NE-DC is not configured).  
Proposal #1a: Discuss if there is concern on reverting eLTE agreement.


NE-DC configuration
NE-DC configuration and UE behaviour also needs to be concluded. For NE-DC, we don’t have issue of existing eLTE text and it is possible to re-use the EN-DC behaviour of always using the  securityConfig  in RadioBearerConfig containers on both MN and SN terminated bearers.
Q2: Do companies agree that NE-DC can follow the behaviour of EN-DC of using the securityConfig  in the RadioBearerConfig container for both MN and SN terminated bearers?
	Company
	Agree/disagree
	Comments 

	vivo
	Agree
	Preserve the same bearer type harmonization for all MR-DC

	CATT
	Agree
	

	MediaTek
	Agree
	

	Docomo
	Agree
	

	Intel
	Agree
	

	Samsung
	Agree
	

	Ericsson
	Agree
	

	NEC
	Agree
	

	Nokia
	Agree
	

	III
	Agree
	

	Apple
	Agree
	

	LG
	Agree
	

	ZTE
	Agree
	

	Qualcomm
	Agree
	



Q2 Summary: 
All companies agree to use the securityConfig  in the RadioBearerConfig container for both MN and SN terminated bearers for NE-DC.
Proposal #2:  use the securityConfig  in the RadioBearerConfig container for both MN and SN terminated bearers for NE-DC

Independent evolution of LTE and NR algorithms
One of the requirements mentioned in the contributions is the need for independent evolution of LTE and NR algorithms.  If a new algorithm is defined only for (e)LTE that is not applicable for MR-DC, it can be included in SMC and not in securityConfig  of RadioBearerConfig. This is already possible and covers eLTE and does not impact MR-DC.  Hence no further solution is needed in the context of MR-DC.  
This issue is only relevant when and if new algorithm is defined that is applicable only for LTE side for MR-DC. Note that this issue is also applicable for EN-DC and NE-DC and not restricted to NG-EN-DC.  Thus, a common solution is needed for all MR-DC architectures.
A potential solution could be to define an NR code point for these LTE only algorithms applicable for MR-DC and that can be signalled in RadioBearerConfig.  Since this is an LTE only algorithm, the network will only configure it for MN terminated bearers in NGEN-DC and for SN terminated bearers in NE-DC  based on the UE capability.   Similar network handling will also take care of any NR only algorithms defined in later releases.
In any case, since this a common issue for all MR-DC architectures and only relevant if there is such an algorithm for MR-DC that is only applicable for LTE or NR side.  As shown above, solutions are possible in later releases, and hence a solution for the issue can be deferred to later release when these algorithms are supported.
Q3: Do companies agree to defer a solution for LTE or NR only algorithms that are applicable for MR-DC to a later release when the issue is relevant?
	Company
	Agree/disagree
	Comments 

	vivo
	Agree
	If such requirement is identified, agree to defer a solution for LTE or NR only algorithms that are applicable for MR-DC

	CATT
	Agree
	It seems that various solutions are available and we cannot determine their pros and cons now. Good idea to defer it.

	MediaTek
	Agree
	

	Docomo
	Agree
	We agree to defer the solution to a later release.

	Intel
	Agree
	

	Samsung
	Agree
	

	Ericsson
	Agree
	

	NEC
	Agree
	

	Nokia
	Agree
	

	III
	Agree
	

	Apple
	Agree
	

	LG
	Agree
	

	ZTE
	Agree
	

	Qualcomm
	Agree
	



Summary Q3:
All companies agree to defer a solution for LTE or NR only algorithms that are applicable for MR-DC to a later release when the issue is relevant 

Proposal #3:  Defer discussion on solutions for LTE or NR only algorithms that are applicable for MR-DC to a later release when the issue is relevant
DRB-IP reconfiguration
The other open issue from last meeting was on requirement and activation of Integrity protection for the DRBs.  While we wait for a response from SA3 on the requirements, we could already discuss when we should support activation/deactivation of integrity protection for a DRB  from a protocol point of view (subject to SA3 requirements).  The need for a change of DRB-IP configuration could be due to:
1) HO or change of termination point. The new node may have a different policy or capability for DRB-IP.
2) Change of policy in the current node.  It could be due to a change of policy from CN, or due to other DRBs that need IP and the resulting IP rate exceeds node capability.  It could also be due to some internal consideration in the node.  
From RAN2 protocol point of view, option 2 could also be supported with a reconfig with sync.  Hence, the different possibilities for reconfiguration of DRB-IP in RAN2 protocol are: 
Option 1: DRB-IP can only be configured at the time of DRB setup and cannot be reconfigured during the life time of the DRB.   If a change is required, it can be done with a release and add of the DRB.
Option 2: DRB-IP can be reconfigured on PDCP re-establishment (i.e., termination point change, Reconfig with sync).
Option 3: DRB-IP can be reconfigured at any time without PDCP re-establishment or reconfig with sync.  For this option, solutions can (or will need to) be discussed further in the RAN2 meeting but please already provide details if you wish to.
Q4: (subject to SA3 confirmation) From protocol point of view, please indicate your preference for support of DRB-IP reconfiguration for Rel-15.
	Company
	Option 1/2/3/other
	Comments or details of other options

	vivo
	Option 3
	Contributions [1] and [2] have already discussed that enabling/disabling DBR IP with configuration with sync has impact on other UE DRBs because of MAC reset. Those contributions also show that enabling/disabling DBR IP is feasible without using configuration with sync. [3] also shows that enabling/disabling DRB IP is feasible by using PDCP re-establishment, and release/add RLC entity to change the LCID, and MAC reconfiguration.

	CATT
	Option 2 or 3
	We do not have any strong preference between Option 2 and 3. Option 1 seems less flexible than 2 while no pros are seen.

	MediaTek
	Option 2
	We think the change of policy shouldn’t be a frequent scenario, but it is a possibility as shown by the examples above, and support is easy.  We agree with CATT that option 1 has no advantages.   On the other hand, option 3 seems like more flexibility than we need.

	Docomo
	Option 2
	We share view with CATT that option1 is lack of flexibility, option2 is okay with us while for option3 we need more discussion regarding the solutions.

	Intel
	Option 2
	We think this is sufficient.    

	Samsung
	Option 2 
	Is this question in the context of when the policy from CN indicates “DRB IP preferred” ??
If yes, then there is possibility that during HO, source node may not enable DRB IP but in target node it shall be possible. This can be supported with Option 2.

However if the CN policy indicates “DRB IP required” or “not required” then the policy applied during DRB setup remains applicable throughout the lifetime of the DRB. We agree change of CN policy is not going to be frequent. We think sensible NW implementation restrict from using option 2 to arbitrarily change the indicated CN policy i.e. “DRB IP required” or “not required”  

	Ericsson
	Option 2
	We agree with the above observations from several companies that option 1 is an overkill and option 3 is an optimization that needs further discussion. Option 2 seems to be sufficient and aligned with how bearer type changes that involve security key change are handled. 

	NEC
	Option 2
	Agree with most view above supporting the option 2.

	Nokia
	 Option 3
	Given the agreements on security key change for EN-DC (see Annex A of 37.340), we see no reason to exclude such flexibility.

	III
	Option 2
	Option 2 is sufficient to handle the change of termination point/policy.

	Apple
	Option 2
	We prefer to follow the same way as security key change for one radio bearer, which requires the PDCP re-establishment.

	LG
	Option 2
	Option 2 is sufficient. 


	ZTE
	Option 3
	Since disabling/enabling DRB IP has similar implications as DRB key change, solutions used for DRB key change can also be applied to DRB IP. 

	Qualcomm
	Option 2
	It is not necessary to have option 3-like flexibility as it is unlikely the policy change is frequent. Option 2 is sufficient and the same L2 handling for when key is changed can be applied as discussed for bearer type change.



Summary Q4:
Option 2: Qualcomm, LGE, Apple, III, NEC, Ericsson, Samsung, Intel, DoCoMo, MediaTek, CATT; total: 11
Option 3:  ZTE, Nokia, CATT, Vivo; (companies point out that it is already supported in specifications) Total 4 
Proposal #4: DRB-IP can be reconfigured on PDCP re-establishment (i.e., termination point change, Reconfig with sync).
Proposal #4a: Discuss if DRB-IP can be reconfigured on PDCP re-establishment without Reconfig with sync if already supported in specifications.


Conclusion and proposals
Based on the summary above for each question, the following proposals are made:
Proposal #1:  It is proposed to adopt option 1.  That is, Limit the current UE behaviour to UEs that only support eLTE standalone and does not support NG-EN-DC; that is, a UE that can support NG-EN-DC will always use the securityConfig in RadioBearerConfig even when operating in standalone mode (i.e. NG-EN-DC or NE-DC is not configured).
Proposal #1a: Discuss if there is concern on reverting eLTE agreement.
Proposal #2:  use the securityConfig  in the RadioBearerConfig container for both MN and SN terminated bearers for NE-DC
Proposal #3:  Defer discussion on solutions for LTE or NR only algorithms that are applicable for MR-DC to a later release when the issue is relevant
Proposal #4: DRB-IP can be reconfigured on PDCP re-establishment (i.e., termination point change, Reconfig with sync).
Proposal #4a: Discuss if DRB-IP can be reconfigured on PDCP re-establishment without Reconfig with sync if already supported in specifications.
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