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Introduction
New WI for further enhancements to NB-IoT was approved in RAN#80. One of the objective of the WI is to support early data transmission in downlink for Mobile Terminated Data.
This paper discusses about possible options UE and NW should consider for receiving the Mobile terminated data. 
Discussion
In Rel-15, MO EDT was defined that idle UE can send small data to Network in Msg3 without doing a transition to connected mode. In Msg4 UE receives the Downlink data if any and RRC connection release message and will not require to transit to connected mode. After UE sends EDT preamble, eNB knows UE wants to initiate the EDT procedure. For MT case, it works the other way around. eNB wants to send MT data to UE and it has to let UE know about that, and then UE has to start the MT procedure for small data transmission.
Normally in an MT scenario, UE receive a paging message from Network and then it goes to connected mode by sending Random access. We need to keep in mind to design a solution that does not add extra over head for a UE to receive MT data without going to connected mode. 
It has been discussed in RAN 2 103bis the possible options Network has to send small data on to UE and we need to narrow down the options. The options that were discussed during the meeting were: 
1- Paging message
2- Msg2
3- Msg4.
These options are discussed in detail in the contributions presented by companies during Ran 2 103 bis meeting. We will not go into the same discussion instead we will focus on why we should not use paging message for MT data transmission. The Pro for having this option is less overhead and the signaling that will be saved since message can be transmitted in msg1. But a big Disadvantage of using this method is Security. 
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Above figure shows how the paging message can be if we send MT data to UE during the paging message. UE decodes the paging message that will contain MT data and will send the response to eNB which is considered as ack for successful data reception. 
But point here is Paging message can be generated by fake eNB’s and it can be a cause of concern. The paging procedure is used to locate an idle UE to deliver a service to it. MME locates an idle UE and then send paging request to eNB within a particular tracking area. UE intended can then be identified by the temporary identifiers. Now since the paging message is not secure enough, there is a possibility that an attacker gets hold of paging request of specific TMSI and then initiates several calls to the user. A paging message is unencrypted and unprotected and it can be sniffed and messages can be transmitted pretending to be a legitimate base station. 
Observation 1: Paging message can be generated by Fake enB’s 

Observation 2: Paging message is Unencrypted and anyone can send it to UE pretending it to be legitimate base station. 
Another disadvantage of using paging message would be that paging load will increase and it will cause significant overhead. . 
One important point to conserve UE battery and power is that the indication for MT data should not be broadcasted in a cell. This way UE’s will have to wake up to check if MT data is meant for it and then if not, it will waste battery power and resources. Instead a different way to send an indication should be investigated or discussed 
Observation 3: MT small data indication should not be included in broadcast to make sure UE’s don’t waste their power and resources. 
Proposal 1: Paging message should not be used for Transmission of small MT data. 
It can be discussed during online session whether to use Msg2 or Msg4 for MT small data. Pros and Cons can be discussed and decision can be made. 

Proposal 2: Discuss online the possible options left for MT small data i.e. Msg2 or Msg4.

1. Conclusion
Observations and Proposals captured are following: 
Observation 1: Paging message can be generated by Fake enB’s 
Observation 2: Paging message is Unencrypted and anyone can send it to UE pretending it to be legitimate base station. 
Observation 3: MT small data indication should not be included in broadcast to make sure UE’s don’t waste their power and resources. 

Proposal 1: Paging message should not be used for Transmission of small MT data. 
Proposal 2: Discuss online the possible options left for MT small data i.e. Msg2 or Msg4.
1. References
[1] R2 – 1814061 Intel Corporation
[2] R2 – 15372 MediaTek
[3] End of meeting Chairman’s Notes for MTC

