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<Start of modification 1>
5.3.6
Counter check

5.3.6.1
General

[image: image1.emf] 

Co unter C heckResponse  

Co unterCheck  

UE   EUTRAN  


Figure 5.3.6.1-1: Counter check procedure

The counter check procedure is used by the network to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by the network.

NOTE:
The procedure enables the network to detect packet insertion by an intruder (a 'man in the middle').

5.3.6.2
Initiation
The network initiates the procedure by sending a CounterCheck message.
NOTE:
The network may initiate the procedure when any of the COUNT values reaches a specific value.

5.3.6.3
Reception of the CounterCheck message by the UE

Upon receiving the CounterCheck message, the UE shall:

1>
for each DRB that is established:

2>
if no COUNT exists for a given direction (uplink or downlink) because it is a uni-directional bearer configured only for the other direction:

3>
assume the COUNT value to be 0 for the unused direction;

2>
if the drb-Identity is not included in the drb-CountMSB-InfoList:

3>
include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of the corresponding COUNT;

2>
else if, for at least one direction, the most significant bits of the COUNT are different from the value indicated in the drb-CountMSB-InfoList:

3>
include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of the corresponding COUNT;

1>
for each DRB that is included in the drb-CountMSB-InfoList in the CounterCheck message that is not established:

2>
include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink with the most significant bits set identical to the corresponding values in the drb-CountMSB-InfoList and the least significant bits set to zero;

1>
submit the CounterCheckResponse message to lower layers for transmission upon which the procedure ends;

<End of modification 1>
<Start of modification 2>
6.2.2
Message definitions

–
CounterCheck
The CounterCheck message is used by the network to indicate the current COUNT MSB values associated to each DRB and to request the UE to compare these to its COUNT MSB values and to report the comparison results to the network.
Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: Network to UE

CounterCheck message
-- ASN1START
-- TAG-COUNTERCHECK-START

CounterCheck ::=


SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




counterCheck





CounterCheck-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

CounterCheck-IEs ::=
SEQUENCE {


drb-CountMSB-InfoList



DRB-CountMSB-InfoList,


lateNonCriticalExtension


OCTET STRING





OPTIONAL,


nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

DRB-CountMSB-InfoList ::=

SEQUENCE (SIZE (1..maxDRB)) OF DRB-CountMSB-Info

DRB-CountMSB-Info ::=
SEQUENCE {


drb-Identity




DRB-Identity,


countMSB-Uplink




INTEGER(0..33554431),


countMSB-Downlink



INTEGER(0..33554431)

}

-- TAG-COUNTERCHECK-STOP
-- ASN1STOP

	CounterCheck field descriptions

	count-MSB-Downlink
Indicates the value of 25 MSBs from downlink COUNT associated to this DRB.

	count-MSB-Uplink
Indicates the value of 25 MSBs from uplink COUNT associated to this DRB.

	drb-CountMSB-InfoList

Indicates the MSBs of the COUNT values of the DRBs.


–
CounterCheckResponse
The CounterCheckResponse message is used by the UE to respond to a CounterCheck message.
Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network
CounterCheckResponse message
-- ASN1START
-- TAG-COUNTERCHECKRESPONSE-START

CounterCheckResponse ::=


SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



counterCheckResponse



CounterCheckResponse-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

CounterCheckResponse-IEs ::=
SEQUENCE {


drb-CountInfoList




DRB-CountInfoList,


lateNonCriticalExtension


OCTET STRING





OPTIONAL,


nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

DRB-CountInfoList ::=


SEQUENCE (SIZE (0..maxDRB)) OF DRB-CountInfo

DRB-CountInfo ::=
SEQUENCE {


drb-Identity




DRB-Identity,


count-Uplink




INTEGER(0..4294967295),

count-Downlink




INTEGER(0..4294967295)

}

-- TAG-COUNTERCHECKRESPONSE-STOP
-- ASN1STOP
	CounterCheckResponse field descriptions

	count-Downlink
Indicates the value of downlink COUNT associated to this DRB.

	count-Uplink
Indicates the value of uplink COUNT associated to this DRB.

	drb-CountInfoList

Indicates the COUNT values of the DRBs.


<End of modification 2>
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