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1 Introduction

At the RAN2#Adhoc in Montreal the ciphering of the connection reestablishment message was discussed [1] and LS was sent to SA3 providing the details on the alternative reestablishment procedure [2]. The alternative reestablishment procedure was in principle agreed at RAN2#102 subject to SA3 confirmation [3]. In [1] a simple solution was provided to enable encryption of reestablishment message with horizontally derived key. However, at RAN2#Adhoc companies requested more time to address the encryption of reestablishment message. Also, SA3 confirmation on the security framework for reestablishment procedure involving encryption of reestablishment message is awaited. In this contribution we propose to adopt the simple solution proposed in [1] subject to SA3 confirmation.
2 Re-cap of the alternative Re-establishment Procedure
The alternative reestablishment procedure is summarized below as described in [2]:

1. The UE in Connected state with security established, upon experiencing reestablishment trigger condition (e.g. RLF, HO failure, reconfiguration failure etc.) performs cell selection and sends the reestablishment request message (i.e. msg3 with appropriate reestablishment cause) on SRB0, which also includes a shortMAC-I and UE ID i.e. PCI + C-RNTI.

2. Like in LTE, the shortMAC-I is determined by using the last serving cell PCI, C-RNTI allocated by last serving cell and the CellIdentifier of the cell on which the reestablishment request is sent and calculated using the old security key (i.e. current active key KRRCint) 

3. If the current gNB (i.e. receiving the reestablishment request) is prepared for handover then based on the reestablishmentInfo received in HO preparation and the information received in reestablishment request, the UE is verified. 

4. If the current gNB (i.e. receiving the reestablishment request) is unprepared, the UE information in msg3 (UE ID and shortMAC-I) is sent to the last serving gNB for verification using the context retrieve procedure.

5. If UE verification is successful, the reestablishment message is sent by the current gNB on SRB1 integrity protected and ciphered using a new horizontally derived key (i.e. new key KRRCint derived from KgNB*). The UE is always expected to decode the reestablishment message with the new key which is horizontally derived.

6. If UE context is not retrieved, the fallback to connection establishment is achieved by sending setup message on SRB0 without any security protection. Further Security Mode Command procedure will be used to establish security and full operation in RRC_CONNECTED is achieved after a further reconfiguration procedure.

The current version of RRC specs captures the reestablishment procedure where the reestablishment message is only integrity protected. The reestablishment procedure captured in TS 38.331 is depicted below.
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Figure 5.3.7.1-1: RRC connection re-establishment, successful [TS 38.331]
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful [TS 38.331]


3 Discussion on the solution

In the current specification the fallback to RRC establishment is considered successful case for RRC re-establishment from RRC point of view (i.e. UE is not required to initiate another random access procedure). Further, in what scenarios the network will fallback to RRC establishment is up to network implementation.   
It is common understanding in RAN2 that according to TS 33.501, the current gNB is provided with a KgNB* which is vertically derived from unused NH (if any) or horizontally derived from current active KgNB. The current gNB is not aware whether the KgNB* provided in reestablishmentInfo (prepared case) or context retrieve procedure (unprepared case) is horizontally or vertically derived. If the reestablishment message is encrypted with vertically derived KgNB* then the UE will not be able to decrypt the message leading to reestablishment failure. 
If the current gNB is made aware that the KgNB* is horizontally derived then the reestablishment message is encrypted and integrity protected with provided KgNB* and reestablishment procedure is successful. If the KgNB* is vertically derived then current gNB can send the setup message on SRB0 to continue reestablishment procedure with fallback to connection establishment. Based on above discussion we observe: 

Observation#1: The current gNB is not aware whether the KgNB* provided in reestablishmentInfo (prepared case) or context retrieve procedure (unprepared case) is horizontally or vertically derived.

Observation#2: Reestablishment failure occurs if UE receives reestablishment message encrypted with vertically derived key.

RAN2 is currently discussing how the reestablishment failure can be avoided in case of vertical key derivation. One simple solution as proposed in [1] is to include a 1-bit indicator in the. reestablishmentInfo during HO preparation and in Retrieve UE context response message during the Context retrieval procedure. There are other options like the current gNB is always provided KgNB* which is horizontally derived by the old gNB for the reestablishment case. This seems possible for the unprepared case where the old gNB provides a horizontally derived key in the Retrieve UE context response message. However, this would require some changes (for eg. exception handling) in TS 33.501 for the key derivation. Furthermore, for the prepared case this seems not so straightforward because the current gNB would require the old key from the old gNB to drive the new key. For the prepared case, this would then mean unnecessarily executing the context retrieval procedure to fetch the horizontally derived key.
Observation#3: The option of always providing KgNB* which is horizontally derived by the old gNB has impacts to SA3 specification and introduces additional complexity to handle the prepared case.

Based on the above discussion RAN2 is requested to adopt the simple solution proposed in [1] subject to SA3 confirmation.

Proposal#1: Introduce a 1-bit indicator in the reestablishmentInfo (sent during HO preparation) and in the UE context response message (during context retrieval procedure), wherein the 1-bit indicator indicates the current gNB whether KgNB* is vertically derived or horizontally derived.

Proposal#2: Send LS to RAN3 to introduce the 1-bit indicator in the reestablishmentInfo and in the Retrieve UE context response message.
4 Conclusion

Based on the above, RAN2 is requested to discuss the observations and agree on the following proposals:
Observation#1: The current gNB is not aware whether the KgNB* provided in reestablishmentInfo (prepared case) or context retrieve procedure (unprepared case) is horizontally or vertically derived.

Observation#2: Reestablishment failure occurs if UE receives reestablishment message encrypted with vertically derived key.

Observation#3: The option of always providing KgNB* which is horizontally derived by the old gNB has impacts to SA3 specification and introduces additional complexity to handle the prepared case.

Proposal#1: Introduce a 1-bit indicator in the reestablishmentInfo (sent during HO preparation) and in the UE context response message (during context retrieval procedure), wherein the 1-bit indicator indicates the current gNB whether KgNB* is vertically derived or horizontally derived.

Proposal#2: Send LS to RAN3 to introduce the 1-bit indicator in the reestablishmentInfo and in the Retrieve UE context response message.
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