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1 Introduction
SA3 has specified 5GS security mechanism including AS UP confidentiality mechanisms in TS 33.501 [1].
For TS 38.331, a new IE cipheringDisabled in PDCP-Config is introduced, and it is to inform UE that ciphering is disabled for the DRB and the UE applies the NULL ciphering algorithm (nea0) regardless of which ciphering algorithm is configured for the SRB/DRBs.
For LTE-5GC, we think the 5GS security mechanism should be applied. However, whether AS UP confidentiality is supported should be discussed. So this paper is to provide our analysis.
2 Discussion
In SA3 TS 33.501 [1], 5G-RAN UP confidentiality mechanisms are specified as below, i.e. UP confidentiality is performed by NR PDCP.

	6.6.3
UP confidentiality mechanisms

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data confidentiality protection.

The use and mode of operation of the 128-bit N EA algorithms are specified in Annex D.

The input parameters to the 128-bit NEA algorithms as described in Annex D are the message packet, an 128-bit cipher key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.


Observation 1: According to SA3 TS, NG-RAN should support UP confidentiality mechanisms, including LTE-5GC.
In RAN3 TS 38.413 [2], the negotiation mechanism of AS UP confidentiality has been defined, i.e. the NG-RAN should perform user plane ciphering based on the Confidentiality Protection Indication IE of the PDU session indicated by 5GC.
	For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the NG-RAN node shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.

If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required".
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU SESSION RESOURCE SETUP RESPONSE message.

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "not needed", then the NG-RAN node shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.


In NR TS 38.331, the UP ciphering is performed by NR PDCP and RAN can configure UE to activate/deactivate UP ciphering via PDCP-config as specified in NR RRC specification. 

	–
PDCP-Config 

The IE PDCP-Config is used to set the configurable PDCP parameters for signalling and data radio bearers.

PDCP-Config information element
-- ASN1START

-- TAG-PDCP-CONFIG-START

PDCP-Config ::=


SEQUENCE {


drb





SEQUENCE {


<ommited>

...,


[[ 



cipheringDisabled

ENUMERATED {true} 













OPTIONAL 
-- Cond ConnectedTo5GC

]]


}

<ommited>
-- TAG-PDCP-CONFIG-STOP

-- ASN1STOP




For LTE-5GC, RAN2 agreed to use NR PDCP for DRBs, and the NR PDCP configuration are referenced from TS 38.331 (via container manner).

Based on above analysis, we think it is reasonable for LTE-5GC to also support UP confidentiality and it may have minor stage-2 impacts.

Proposal 1: It is proposed RAN2 to agree on support UP confidentiality for LTE-5GC.
3 Conclusion

In this paper, we discuss AS UP ciphering support in LTE-5GC. We have the following observation and proposal:
Observation 1: According to SA3 TS, NG-RAN should support UP confidentiality mechanisms, including LTE-5GC.
Proposal 1: It is proposed RAN2 to agree on support UP confidentiality for LTE-5GC.
For proposal 1, a corrresponding CR is also prepared [3].
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