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1   Introduction
In RAN2#101bis meeting, there was working assumption for the protection of reestablishment MSG4.
Working assumption:

1
MSG4 for re-establishment is not encypted

2
Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration) 

The solution 1 in the WA is that the network can send reestablishment kind message + reconfiguration.
In RAN2#102 meeting, there was agreement to discuss whether to encrypt the Reestablishment MSG4. And  LS was sent to SA3 for the purpose of security confirm.
c.
Current re-establishment solution (i.e. current WA) will be included in the RRC spec

d.
Send LS to SA3 to ask whether Horizontal key derivation is feasible to be used for encryption of Reestablishment message. If SA3 respond that it is feasible then this will be introduced in the spec.

In RAN3#100 meeting, there was an agreement to support RRC Reestablishment with UE context fetch procedure:

Agreement:

use the RETRIEVE UE CONTEXT procedure also for RRC Reestablishment.

In this document, we would like to discuss possible RAN2 impacts.

2   Discussion

Reestablishment procedure is introduced to faster the recovery procedure for failed connected UE. The reestablishment is initiated by the UE in case of connection failure in the source cell. The aforesaid connection failure includes RLF, HOF and other conditions.

Currently, based on the latest progress in RAN3, there are two cases for reestablishment procedure. One is that the source gNB delivers the UE context with derived key in the handover preparation procedure. The other one is that the new gNB triggers to retrieve UE context upon reception of reestablishment request from the UE. Then, the source gNB responds UE context with derived key to the new gNB.
For the source gNB, if the UE is firstly connected the network, there is only one used NCC in the source gNB. Therefore, the new KgNB key will be always horizontally derived. Otherwise, it the UE is handover from the old source gNB to the source gNB, the source gNB performed PATH SWTICH procedure and obtained a new unused pair {NH, NCC}. Generally speaking, the new KgNB key will be derived vertically based on the unused NCC. This also helps a lot to meet the 2-hop forward security requirement.

Observation 1: Both vertically and horizitally derived KgNB for reestablishment will be delivered to the new gNB.

Based on current LS to SA3, RAN2 assumes that the reestablishment MSG4 is encrypted horizontally. From UE side, it is not desirable to receive the new NCC from source gNB before connection failure. Therefore, if the reestablishment MSG4 is required to be encrypted, only horizontal KgNB key can be used. 
Observation 2: UE can only support horizontal KgNB key in case that reestablishment MSG4 is encrypted.
However, based on the above mentioned analysis, in most cases, the new KgNB key will be derived vertically when the source gNB is not the first one with which the UE is connected. If reestablishment MSG4 is encrypted, the reestablishment with vertically derived KgNB key has to fallback to setup procedure. This is not aligned with the purpose to introduce the reestablishment procedure. It will greatly downgrade the network performance and UE experience.
Observation 3: Reestablishment MSG4 encrypted with horizontally derived KgNB will exclude all the cases in which the KgNB is derived vertically.
According to the above discussion, we propose that:

Proposal: Confirm the working assumption in RAN2#101 to be agreement.
3   Conclusion
In this paper, we analysed possible issues for the reestablishment. Therefore we made the following proposal:
Observation 1: Both vertically and horizitally derived KgNB for reestablishment will be delivered to the new gNB.

Observation 2: UE can only support horizontal KgNB key in case that reestablishment MSG4 is encrypted.
Observation 3: Reestablishment MSG4 encrypted with horizontally derived KgNB will exclude all the cases in which the KgNB is derived vertically.
Proposal: Confirm the working assumption in RAN2#101 to be agreement.
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