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Discussion and decision
1 Introduction

In the RAN2 # 102 meeting, following agreements were made regarding security issues in EDT.

	Agreements
- RAN2 understands that target eNB checking the shortResumeMAC-I may be an implementation possibility, but there is no specification impact in RAN2.

- UL EDT data is deciphered by the target eNB.

- The UE may use EDT in the next resume procedure if it receives RRCConnectionReject message with suspend indication in response to RRCConnectionResumeRequest message for EDT.

- No additional parameters are included in the calculation of shortResumeMAC-I for Msg3 in EDT considering that the issue, i.e. replay attack and MiM attack, exists today in legacy resume procedure.

- 16-bit version of shortResumeMAC-I, i.e. same in legacy, is used in Msg3 for EDT.

- UL data in Msg3 is ciphered using newly derived key.

- RRCConnectionRelease message in Msg4 is integrity protected and ciphered.

- RRCConnectionReject message is sent in CCCH (SRB0), i.e. unprotected, after the security has been activated for a UE that has initiated EDT.

- The user DL data, if any, in Msg4, i.e. RRC Release message for EDT, is de-ciphered using the same keys used for ciphering the UL data in Msg3 for the same EDT session.

- RRCConnectionResume in Msg4 is integrity protected and ciphered.

- NCC in RRCConnectionResume message is ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT.

- RRCConnectionSetup message is sent unprotected in CCCH (SRB0).

- The UE shall continue using the activated AS security and ignore NCC in Msg4 in case of fall back before receiving Msg4, i.e. due to legacy grant received in Msg2, legacy RRC connection resume procedure.

- PDCP checks integrity protection of RRCConnectionResume message and RRCConnectionRelease message in Msg4 for EDT.

- Old integrity key (used in the last RRC connection as in legacy) is used to generate shortResumeMAC-I.

- If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT same key, used for the calculation of shortResumeMAC-I for the connection attempt that was rejected, is used for the calculation of shortResumeMAC-I in the next resume procedure.

- If the UE decides to fall back after EDT procedure has been initiated, but no RAR message has been received yet, i.e. UE uses non-EDT preamble for the next attempt, the UE reverts to legacy resume procedure.

- If the UE uses non-EDT preamble, legacy resume procedure is used.




In this contribution, we discuss the details on some FFSs and identified issues related to security and fallback in EDT.
2 Discussion
2.1 Old and new AS security
In EDT for UP solution, if UE has received a NCC in the RRCConnectionRelease message in the preceding connection, it can initiate the EDT. In the last meeting, it was agreed that old KRRCint key is used to calculate the shortResumeMAC-I. This would mean when UE is released to IDLE mode with suspend indication and provided a new NCC for the next resume procedure for EDT, the UE uses the currently stored old KRRCint to calculate the shortResumeMAC-I before deriving new keys using the NCC. After calculating shortResumeMAC-I, UE derives new keys and stores two sets of AS security one corresponding to the old KRRCint and the other new KRRCint until the resume procedure fails or succeeds. 
Observation 1. After building RRCConnectionResumeRequest message for EDT, UE stores two sets of AS security keys one corresponding to the old KRRCint and the other new KRRCint until the resume procedure fails or succeeds.

In case UE receives RRCConnectionReject message in Msg4, it was already agreed in the last meeting that UE has to discard the new AS security corresponding to the new KRRCint so that UE uses the same KRRCint to calculate the shortResumeMAC-I in the next resume procedure. Similarly, when UE receives RRCConnectionRelease message with suspend indication in Msg4, EDT procedure is complete. In this case, UE also requires to delete the old AS security keys.

Similarly when UE fallbacks to RRC-CONNECTED upon reception of legacy RRCConnectionResume message in response to RRCConnectionResumeRequest for EDT, UE needs to discard the old security context corresponding to the KRRCint that was used to calculate the shortResumeMAC-I. 

Proposal 1. The old security context corresponding to the KRRCint that was used to calculate the shortResumeMAC-I is discarded when UE receives RRCConnectionResume message or RRCConnectionRelease message in response to RRCConnectionResumeRequest for EDT in Msg4. Text Proposal is provided in the Annex.
This clearly indicates that before the calculation of shortResumeMAC-I, UE should have only one set of AS security keys.

Observation 2. In EDT, before calculation of the shortResumeMAC-I, UE has only one set of AS security keys.
Based on the Observation 2, the editor notes related to  FFS on how to clarify that the old key is used for deriving the shortResumeMAC-I in subclause 5.3.3.3a of the [1] can be removed as shown below.
	1>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

Editor’s Note: FFS how to clarify KRRCint key here is “old” key for EDT.

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;


Proposal 2. Remove the FFS on how to clarify old KRRCint key for EDT from the subclause 5.3.3.3a. since there is no ambiguity of which KRRCint is used here.
In the agreed CR [1], it is specified that UE deletes the new keys when it receives RRCConnectionReject message in response to RRCConnectionResumeRequest message for EDT or it receives fallback indication except for the case the UL grant provided in RAR is not for EDT. For EDT, UE first calculates the shortResumeMAC-I using old KRRCint key. Therefore, new security context shall correspond to the AS keys that are derived after the calculation of the shortResumeMAC-I.

Proposal 3. The new security context is captured as the context corresponding to the AS keys that are derived after the calculation of the shortResumeMAC-I.

	5.3.3.3c
 UE actions upon receiving EDT fallback indication from lower layers 

Upon indication from lower layers that EDT is cancelled, the UE shall:

1>
start or restart timer T300;

1>
if the fallback is indicated by lower layers in response to the RRCEarlyDataRequest:
2>
initiate transmission of RRCConnectionRequest message in accordance with 5.3.3.3;

1>
else if the fallback is indicated by lower layers in response to the RRCConnectionResumeRequest for EDT and the fallback is not due to the UL grant provided in Random Access Response not being for EDT:

2> delete the keys in “new” security context derived as specified in 5.3.3.3a discard the security context corresponding to the keys ( including KeNB, KRRCint, KUPenc) that were derived after the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a;

Editor’s note: FFS how to refer to “new” security context and better rewording. 

5.3.3.8
Reception of the RRCConnectionReject by the UE

The UE shall:

3>
if the RRCConnectionReject is received in response to an RRCConnectionResumeRequest for EDT:

4> delete the keys in “new” security context derived as specified in 5.3.3.3adiscard the security context corresponding to the keys ( including KeNB, KRRCint, KUPenc) that were derived after the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a.

Editor’s note: FFS how to refer to “new” security context and better rewording. 

4>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC suspension', upon which the procedure ends;




2.2 Cell Reselection during EDT

It is possible that after deriving new keys for EDT procedure, the resume procedure may fail due to cell reselection and MAC is reset. When UE reselects a cell during Random Access Procedure for EDT or timer T300 expires after initiating EDT, it needs to discard the new security context as UE moves back to suspend state and may retry resume procedure later. However, if UE resumes in different eNB than the eNB which moved the UE to suspend but fails to resume due to cell reselection, there is keys mismatch between UE and eNB in case Msg4 is lost as same key cannot be used in two different eNBs [2]. 
Observation 3. If UE resumes in different eNB than the eNB which moved the UE to suspend but fails to resume due to cell reselection, there is risk of keys mismatch between UE and eNB as same key cannot be used in two different eNBs.
It is possible that UE transmits the RRCConnectionResumeRequest message for EDT and re-selects a cell before receiving Msg4. In this case, following scenarios are possible.

Scenario 1: eNB didn’t receive the Msg3. In this case, eNB has not derived the new keys so old KRRCint is still used for shortResumeMAC-I verification.

Scenario 2: eNB received Msg3 and sent Msg4 (RRCConnectionRelease with new NCC) but UE may or may not receive it. In this case, shortResumeMAC-I is verified by the old KRRCint and eNB now has new set of Keys (corresponding to new KRRCint).

In case of scenario 1, no issue is identified. In case of scenario 2, following options could be considered.

Option 1: If UE resumes in the same cell where UE was previously suspended, it is handled by source eNB. If eNB can not verify that Msg4 for EDT is successfully received by UE, it tries with both new and old KRRCint (assuming new NCC provided in Msg4 for EDT is either received or not) to verify shortResumeMAC-I in the next resume procedure.

Option 2: if UE resumes in different cell than the cell where the UE was previously suspended, UE goes to RRC IDLE without suspend indication with release cause “other”. In this case, UE may either use CP solution for EDT or initiate the legacy RRC connection establishment procedure.
Proposal 4. If UE initiates UP EDT in the same cell where UE was moved to IDLE with suspend indication in the preceding connection and fails to resume before receiving Msg4, UE discards the new security context and moves to IDLE with suspend indication. 

Proposal 5. If UE initiates UP EDT in different cell where UE was not moved to IDLE with suspend indication in the preceding connection and fails to resume before receiving Msg4, UE moves to IDLE without suspend indication with release cause “other”. 

2.3 EDT fallback

Following agreements were made in RAN2#102 meeting.

- It is left up to UE implementation how the RRC message (re)building is handled.

- The UE behaviour in the RRC layer due to receiving the indication from the MAC layer that EDT cannot be used is captured in 36.331, i.e. that the UE continues with the legacy RRC message.

- T300 is restarted with the legacy value.

- UE continues with the same random access procedure.

Therefore, for UP solution, it is captured that when UE fallbacks to legacy after receiving legacy UL grant in RAR in response to EDT preamble in Msg1. However this is not captured for CP solutions as the agreement also applies to the CP solution. In CP solution also, it is possible that UE may have submitted two RRC messages (RRCEarlyDataRequest and RRCConnectionRequest message) to lower layers.
Proposal 6. In case of fallback in CP solution which is not due to UL grant provided in RAR not being for EDT, UE is not required to construct new RRCConnectionRequest message. Text proposal is provided in the Annex.
3 Conclusion

The observations captured are the following:
Observation 1.
After building RRCConnectionResumeRequest message for EDT, UE stores two sets of AS security keys one corresponding to the old KRRCint and the other new KRRCint until the resume procedure fails or succeeds.
Observation 2.
In EDT, before calculation of the shortResumeMAC-I, UE has only one set of AS security keys.
Observation 3.
If UE resumes in different eNB than the eNB which moved the UE to suspend but fails to resume due to cell reselection, there is risk of keys mismatch between UE and eNB as same key cannot be used in two different eNBs.

The proposal captured are the following:
Proposal 1.
The old security context corresponding to the KRRCint that was used to calculate the shortResumeMAC-I is discarded when UE receives RRCConnectionResume message or RRCConnectionRelease message in response to RRCConnectionResumeRequest for EDT in Msg4. Text Proposal is provided in the Annex.
Proposal 2.
Remove the FFS on how to clarify old KRRCint key for EDT from the subclause 5.3.3.3a. since there is no ambiguity of which KRRCint is used here.
Proposal 3.
The new security context is captured as the context corresponding to the AS keys that are derived after the calculation of the shortResumeMAC-I.
Proposal 4.
If UE initiates UP EDT in the same cell where UE was moved to IDLE with suspend indication in the preceding connection and fails to resume before receiving Msg4, UE discards the new security context and moves to IDLE with suspend indication.
Proposal 5.
If UE initiates UP EDT in different cell where UE was not moved to IDLE with suspend indication in the preceding connection and fails to resume before receiving Msg4, UE moves to IDLE without suspend indication with release cause “other”.
Proposal 6.
In case of fallback in CP solution which is not due to UL grant provided in RAR not being for EDT, UE is not required to construct new RRCConnectionRequest message. Text proposal is provided in the Annex.
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5 Annex
5.1 Text Proposal for TS 36.331

First change

5.3.3.3a
Actions related to transmission of RRCConnectionResumeRequest message

If the UE is resuming the RRC connection from a suspended RRC connection, the UE shall set the contents of RRCConnectionResumeRequest message as follows:

1>
if the UE is a NB-IoT UE; or

1>
if the UE is initiating UP-EDT in accordance with conditions in 5.3.3.1b; or

1>
if field useFullResumeID is signalled in SystemInformationBlockType2:

2>
set the resumeID to the stored resumeIdentity;

1>
else:

2>
set the truncatedResumeID to include bits in bit position 9 to 20 and 29 to 40 from the left in the stored resumeIdentity.

1>
if the UE supports mo-VoiceCall establishment cause and UE is resuming the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes voiceServiceCauseIndication and the establishment cause received from upper layers is not set to highPriorityAccess:

2>
set the resumeCause to mo-VoiceCall;

1>
else if the UE supports mo-VoiceCall establishment cause for mobile originating MMTEL video and UE is resuming the RRC connection for mobile originating MMTEL video and SystemInformationBlockType2 includes videoServiceCauseIndication and the establishment cause received from upper layers is not set to highPriorityAccess:

2>
set the resumeCause to mo-VoiceCall;
1>
else:

2>
set the resumeCause in accordance with the information received from upper layers;

1>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);

2>
with the KRRCint key and the previously configured integrity protection algorithm; and


2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
Second change

5.3.3.3c
UE actions upon receiving EDT fallback indication from lower layers 

Upon indication from lower layers that EDT is cancelled, the UE shall:

1>
start or restart timer T300;

1>
if the fallback is indicated by lower layers in response to the RRCEarlyDataRequest and the fallback is not due to the UL grant provided in Random Access Response not being for EDT:
2>
initiate transmission of RRCConnectionRequest message in accordance with 5.3.3.3;

1>
else if the fallback is indicated by lower layers in response to the RRCConnectionResumeRequest for EDT and the fallback is not due to the UL grant provided in Random Access Response not being for EDT:

2> discard the security context corresponding to the keys ( including KeNB, KRRCint, KUPenc) that were derived after the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a;


2>
re-establish RLC entities for all SRBs and DRBs;

2> suspend all SRB(s) and DRB(s) except SRB0;

2>
configure lower layers to suspend integrity protection and ciphering;

2>
initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
Third change

5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:

1>
stop timer T300;

1>
except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest that was built for EDT:

2>
 if resuming an RRC connection from a suspended RRC connection:

3>
restore the PDCP state and re-establish PDCP entities for SRB2, if configured with E-UTRA PDCP, and for all DRBs that are configured with E-UTRA PDCP;

2>
 if resuming an RRC connection from RRC_INACTIVE:

3>
restore the PDCP state and re-establish PDCP entities for SRB2 and all DRBs;

2>
if drb-ContinueROHC is included:

3>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

3>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

2>
else:

3>
indicate to lower layers that stored UE AS context is used;

3>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

1>
if resuming an RRC connection from a suspended RRC connection:

2>
discard the stored UE AS context and resumeIdentity;

1>
 if resuming an RRC connection from RRC_INACTIVE:

2>
discard the stored UE AS context and I-RNTI;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

NOTE:
When performing the radio resource configuration procedure, for the physical layer configuration and the MAC Main configuration, the restored RRC configuration from the stored UE AS context is used as basis for the reconfiguration.

1>
if the received RRCConnectionResume message includes the sk-Counter:

2>
perform key update procedure as specified in TS 38.331 [82, 5.3.5.8];

1>
if the received RRCConnectionResume message includes the nr-RadioBearerConfig1:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
if the received RRCConnectionResume message includes the nr-RadioBearerConfig2:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT:

2>
resume SRB2 and all DRBs, if any, including RBs configured with NR PDCP;

1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

1>
if stored, discard the dedicated offset provided by the redirectedCarrierOffsetDedicated;

1>
if the RRCConnectionResume message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
stop timer T302, if running;

1>
stop timer T303, if running;

1>
stop timer T305, if running;

1>
stop timer T306, if running;

1>
stop timer T308, if running;

1>
perform the actions as specified in 5.3.3.7;

1>
stop timer T320, if running;

1>
stop timer T350, if running;

1>
perform the actions as specified in 5.6.12.4;

1>
stop timer T360, if running;

1>
stop timer T322, if running;
1>
if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest  that was built for EDT:

2>
ignore the nextHopChainingCount value;
2> discard the security context corresponding to the KRRCint key that was used in the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a
1>
else if resuming an RRC connection from a suspended RRC connection:

2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];

2>
store the nextHopChainingCount value;

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;

2>
if the integrity protection check of the RRCConnectionResume message fails:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

1>
except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest that was built for EDT; and

1>
 if resuming an RRC connection from a suspended RRC connection:

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
enter RRC_CONNECTED;

1>
indicate to upper layers that the suspended RRC connection has been resumed;

1>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCConnectionResumeComplete message as follows:

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>
set the dedicatedInfoNAS to include the information received from upper layers;

2>
except for NB-IoT and if resuming an RRC connection from a suspended RRC connection:

3>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

4>
include rlf-InfoAvailable;

3>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailableMBSFN;

3>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailable;

3>
if the UE has Bluetooth logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailableBT;

3>
if the UE has WLAN logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailableWLAN;

3>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

4>
include connEstFailInfoAvailable;

3>
include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;

2>
except for NB-IoT:

3>
if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:

4>
include mobilityHistoryAvail;

3>
if the UE supports IDLE mode measurements, and SIB2 contains idleModeMeasurements, and the UE has IDLE mode measurement information available in VarIdleMeasReport:

4>
include the idleMeasurementsAvailable;

4>
stop T331 (if running);

2>
for NB-IoT:

3>
if the UE supports serving cell idle mode measurements reporting and servingCellMeasInfo is present in SystemInformationBlockType2-NB:

4>
set the measResultServCell to include the measurements of the serving cell;

 NOTE:
The UE includes the latest results of the serving cell measurements as used for cell selection/ reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 36.133 [16].

1>
submit the RRCConnectionResumeComplete message to lower layers for transmission;

1>
the procedure ends.
Fourth change

5.3.3.5
Cell re-selection while T300, T302, T303, T305, T306, or T308 is running

The UE shall:

1>
if cell reselection occurs while T300, T302, T303, T305, T306, or T308 is running:

2>
if timer T302, T303, T305, T306, and/or T308 is running:
3>
stop timer T302, T303, T305, T306, and T308, whichever ones were running;

3>
perform the actions as specified in 5.3.3.7;

2>
if timer T300 is running:

3>
stop timer T300;

3>
reset MAC, release the MAC configuration and re-establish RLC for all RBs that are established;
3> if EDT is started and not cancelled


4> discard the security context corresponding to the keys ( including KeNB, KRRCint, KUPenc) that were derived after the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a
3>
if in RRC_INACTIVE:

4>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

3>
else inform upper layers about the failure to establish the RRC connection or failure to resume the RRC connection with suspend indication;

Editor’s Note: FFS how to handle cell reselection upon T300 running. 
Fifth change
5.3.3.6
T300 expiry

The UE shall:

1>
if timer T300 expires:

2>
reset MAC, release the MAC configuration and re-establish RLC for all RBs that are established;

2>
if the UE is a NB-IoT UE:

3>
if connEstFailOffset is included in SystemInformationBlockType2-NB:

4>
use connEstFailOffset for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 36.304 [4];

3>
else:

4>
use value of infinity for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 36.304 [4];

NOTE 0:
For NB-IoT, the number of times that the UE detects T300 expiry on the same cell before applying connEstFailOffset and the amount of time that the UE applies connEstFailOffset before removing the offset from evaluation of the cell is up to UE implementation.

2>
else if the UE supports RRC Connection Establishment failure temporary Qoffset and T300 has expired a consecutive connEstFailCount times on the same cell for which txFailParams is included in SystemInformationBlockType2:

3>
for a period as indicated by connEstFailOffsetValidity:

4>
use connEstFailOffset for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 36.304 [4] and TS 25.304 [40];

NOTE 1:
When performing cell selection, if no suitable or acceptable cell can be found, it is up to UE implementation whether to stop using connEstFailOffset for the parameter Qoffsettemp during connEstFailOffsetValidity for the concerned cell.

2>
except for NB-IoT, store the following connection establishment failure information in the VarConnEstFailReport by setting its fields as follows:

3>
clear the information included in VarConnEstFailReport, if any;

3>
set the plmn-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

3>
set the failedCellId to the global cell identity of the cell where connection establishment failure is detected;
3>
set the measResultFailedCell to include the RSRP and RSRQ, if available, of the cell where connection establishment failure is detected and based on measurements collected up to the moment the UE detected the failure;

3>
if available, set the measResultNeighCells, in order of decreasing ranking-criterion as used for cell re-selection, to include neighbouring cell measurements for at most the following number of neighbouring cells: 6 intra-frequency and 3 inter-frequency neighbours per frequency as well as 3 inter-RAT neighbours, per frequency/ set of frequencies (GERAN) per RAT and according to the following:

4>
for each neighbour cell included, include the optional fields that are available;

NOTE 2:
The UE includes the latest results of the available measurements as used for cell reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 36.133 [16].

3>
if available, set the logMeasResultListWLAN to include the WLAN measurement results, in order of decreasing RSSI for WLAN APs;

3>
if available, set the logMeasResultListBT to include the Bluetooth measurement results, in order of decreasing RSSI for Bluetooth beacons;

3>
if detailed location information is available, set the content of the locationInfo as follows:

4>
include the locationCoordinates;

4>
include the horizontalVelocity, if available;

3>
set the numberOfPreamblesSent to indicate the number of preambles sent by MAC for the failed random access procedure;
3>
set contentionDetected to indicate whether contention resolution was not successful as specified in TS 36.321 [6] for at least one of the transmitted preambles for the failed random access procedure;

3>
set maxTxPowerReached to indicate whether or not the maximum power level was used for the last transmitted preamble, see TS 36.321 [6];
2>
if in RRC_INACTIVE:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

2>
else:

3> if EDT is started and not cancelled


4> discard the security context corresponding to the keys ( including KeNB, KRRCint, KUPenc) that were derived after the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a.
3>
inform upper layers about the failure to establish the RRC connection or failure to resume the RRC connection with suspend indication, upon which the procedure ends;

The UE may discard the connection establishment failure information, i.e. release the UE variable VarConnEstFailReport, 48 hours after the failure is detected, upon power off or upon detach.
Sixth change

5.3.3.8
Reception of the RRCConnectionReject by the UE

The UE shall:

1>
stop timer T300;

1>
reset MAC and release the MAC configuration;

1>
except for NB-IoT, start timer T302, with the timer value set to the waitTime;

1>
if the UE is a NB-IoT UE; or

1>
if the extendedWaitTime is present and the UE supports delay tolerant access:

2>
forward the extendedWaitTime to upper layers;

1>
if deprioritisationReq is included and the UE supports RRC Connection Reject with deprioritisation:

2>
start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;

2>
store the deprioritisationReq until T325 expiry;

NOTE:
The UE stores the deprioritisation request irrespective of any cell reselection absolute priority assignments (by dedicated or common signalling) and regardless of RRC connections in E-UTRAN or other RATs unless specified otherwise.

1>
if the RRCConnectionReject is received in response to an RRCConnectionResumeRequest for a suspended RRC connection:
2>
if the rrc-SuspendIndication is not present:

3>
discard the stored UE AS context and resumeIdentity;

3>
inform upper layers about the failure to resume the RRC connection without suspend indication and that access barring for mobile originating calls, mobile originating signalling, mobile terminating access and except for NB-IoT for mobile originating CS fallback is applicable, upon which the procedure ends;

2>
else:

3>
if the RRCConnectionReject is received in response to an RRCConnectionResumeRequest for EDT:

4> discard the security context corresponding to the keys ( including KeNB, KRRCint, KUPenc) that were derived after the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a.


4>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC suspension', upon which the procedure ends;

3>
else:

4>
suspend SRB1;

3>
inform upper layers about the failure to resume the RRC connection with suspend indication and that access barring for mobile originating calls, mobile originating signalling, mobile terminating access and except for NB-IoT for mobile originating CS fallback is applicable, upon which the procedure ends;

1>
else if the RRCConnectionReject is received in response to an RRCConnectionResumeRequest for RRC_INACTIVE:

2>
the procedure ends;

Editor’s Note: FFS on the handling related to rejection, e.g. how to handle security key for rejection and cell is not changed, how to handle the case if T302 expires, whether the UE should inform upper layer or trigger retry by AS layer. 

1>
else:

2>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating calls, mobile originating signalling, mobile terminating access and except for NB-IoT, for mobile originating CS fallback is applicable, upon which the procedure ends;

Seventh change
5.3.8.3
Reception of the RRCConnectionRelease by the UE

The UE shall:

1>
except for NB-IoT, BL UEs or UEs in CE, delay the following actions defined in this sub-clause 60 ms from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;

1>
for BL UEs or UEs in CE, delay the following actions defined in this sub-clause 1.25 seconds from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;

1>
for NB-IoT, delay the following actions defined in this sub-clause 10 seconds from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier.

NOTE:
For BL UEs, UEs in CE and NB-IoT, when STATUS reporting, as defined in TS 36.322 [7], has not been triggered and the UE has sent positive HARQ feedback (ACK), as defined in TS 36.321 [6], the lower layers can be considered to have indicated that the receipt of the RRCConnectionRelease message has been successfully acknowledged.

1>
if the RRCConnectionRelease message includes redirectedCarrierInfo indicating redirection to geran; or

1>
if the RRCConnectionRelease message includes idleModeMobilityControlInfo including freqPriorityListGERAN:

2>
if AS security has not been activated; and

2>
if upper layers indicate that redirect to GERAN without AS security is not allowed or if the UE is connected to 5GC:

3>
ignore the content of the RRCConnectionRelease;

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

1>
if AS security has not been activated:
2>
ignore the content of redirectedCarrierInfo, if included and indicating redirection to nr;

2>
ignore the content of idleModeMobilityControlInfo, if included and including freqPriorityListNR;

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

1>
if the RRCConnectionRelease message includes the idleModeMobilityControlInfo:

2>
store the cell reselection priority information provided by the idleModeMobilityControlInfo;

2>
if the t320 is included:

3>
start timer T320, with the timer value set according to the value of t320;

1>
else:

2>
apply the cell reselection priority information broadcast in the system information;

1>
if the RRCConnectionRelease message includes the idleModeMeasurementConfig:

2> clear VarIdleMeasConfig and VarIdleMeasReport;

2>
start T331 with the value of idleMeasurementDuration;

2>
if the idleModeMeasurementConfig contains idleMeasuredCarriersEUTRA:
3>
store the received idleMeasuredCarriersEUTRA in VarIdleMeasConfig;
2>
else:
3>
store the idleMeasuredCarriersEUTRA received in SIB5 in VarIdleMeasConfig;

2> start performing measurements on supported carriers according to VarIdleMeasConfig as specified in 5.6.21;
1>
for NB-IoT, if the RRCConnectionRelease message includes the redirectedCarrierInfo:

2>
if the redirectedCarrierOffsetDedicated is included in the redirectedCarrierInfo:

3>
store the dedicated offset for the frequency in redirectedCarrierInfo;

3>
start timer T322, with the timer value set according to the value of T322 in redirectedCarrierInfo;

1>
if the releaseCause received in the RRCConnectionRelease message indicates loadBalancingTAURequired:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'load balancing TAU required';

1>
else if the releaseCause received in the RRCConnectionRelease message indicates cs-FallbackHighPriority:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'CS Fallback High Priority';

1>
else:

2>
if the extendedWaitTime is present; and

2>
if the UE supports delay tolerant access or the UE is a NB-IoT UE:

3>
forward the extendedWaitTime to upper layers;

2>
if the extendedWaitTime-CPdata is present and the NB-IoT UE only supports the Control Plane CIoT EPS optimisation:

3>
forward the extendedWaitTime-CPdata to upper layers;

2>
if the releaseCause received in the RRCConnectionRelease message indicates rrc-Suspend:

3>
if rrc-InactiveConfig is included:

4>
perform the actions upon entering into RRC_INACTIVE as specified in 5.3.8.7;

3> else:

4> if EDT was started and not cancelled


5> discard the security context corresponding to the KRRCint key that was used in the calculation of the shortResumeMAC-I as specified in the subclause 5.3.3.3a
4>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC suspension';

2>
else:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

