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Introduction
Similar to LTE DC and EN-DC, NE-DC and NN-DC will require a separate key for the SN. This contribution discusses how to configure the UE and the procedures required to derive the KSN
[bookmark: _Ref178064866]Discussion
In LTE, when a new S-KeNB is derived, the MeNB computes it based on the current KeNB and SCG-Counter. The MeNB then sends the SCG Counter to the UE in order for the UE to also derive the S-KeNB. The MeNB also sends the derived S-KeNB to the SeNB in order for the SeNB to derive its RRC and UP keys. For EN-DC, the same procedure applies, only that the counter is carried in the sk-counter, which is included in the RRCConnectionReconfiguration message.
RRCConnectionReconfiguration-v1510-IEs ::= SEQUENCE {
	nr-Config-r15					CHOICE {
		release							NULL,
		setup							SEQUENCE {
			endc-ReleaseAndAdd-r15	BOOLEAN,
			nr-SecondaryCellGroupConfig-r15	OCTET STRING				OPTIONAL,	-- Need ON
			p-MaxEUTRA-r15					P-Max						OPTIONAL	-- Need ON
		}
	}																	OPTIONAL,	-- Need ON
	sk-Counter-r15					INTEGER (0.. 65535)					OPTIONAL,	-- Need ON
	nr-RadioBearerConfig1-r15		OCTET STRING						OPTIONAL,	-- Need ON
	nr-RadioBearerConfig2-r15		OCTET STRING						OPTIONAL,	-- Need ON
	tdm-PatternConfig-r15			CHOICE {
		release							NULL,
		setup							SEQUENCE {
			subframeAssignment-r15			SubframeAssignment-r15,
			harq-Offset-r15					INTEGER (0.. 9)
		}
	}																	OPTIONAL,	-- Need ON
	nonCriticalExtension			SEQUENCE {}							OPTIONAL
}
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For NR, it has been agreed that the security parameters will be included inside the keyRefresh IE in RRCReconfiguration message. However, there has yet to be included any parameters for a secondary node. SA3 have decided that the key derivation for the SN in MR-DC will be based on the same procedures as for LTE DC, i.e. derived from the KgNB and an SN Counter. Since all other NR security parameters are included in the keyRefresh IE, the SN Counter should also be included there.
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For NGEN-DC, as discussed in [1], the SN Counter parameter from EN-DC can be re-used, which is carried in the LTE RRCConnectionReconfiguration message in the sk-counter parameter. To align the procedures for all MR-DC cases, the parameter for the SN Counter in NE-DC and NN-DC, should be called the same as for NGEN-DC and EN-DC, i.e. sk-Counter

>>>>> Omitted unchanged parts <<<<<

RRCReconfiguration-vxx-IEs ::= 			SEQUENCE {
	masterCellGroup							OCTET STRING (CONTAINING CellGroupConfig)						OPTIONAL, -- Need M
	fullConfig								ENUMERATED {true} 												OPTIONAL, -- Need N  
	dedicatedNAS-MessageList				SEQUENCE (SIZE(1..maxDRB)) OF DedicatedInfoNAS					OPTIONAL, -- Cond nonHO
	keyRefresh								KeyRefresh														OPTIONAL, -- Cond MasterKeyChange
	dedicatedSIB1-Delivery					OCTET STRING (CONTAINING SIB1)									OPTIONAL,
	dedicatedSystemInformationDelivery		OCTET STRING (CONTAINING SystemInformation)						OPTIONAL,
	nonCriticalExtension 					SEQUENCE {}														OPTIONAL 
}

KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator					BOOLEAN															OPTIONAL,	-- Cond MasterKeyChange
	nextHopChainingCount					NextHopChainingCount											OPTIONAL,	-- Cond MasterKeyChangeNCC
	n2ModeNAS-Container						OCTET STRING													OPTIONAL,	-- Cond InterSystemHO
	sk-Counter						INTEGER (0.. 65535)														OPTIONAL,	-- Cond SN-AddMod
	...
}

	Conditional presence
	Explanation

	nonHO
	The field is not present in case of reconfiguration with sync within NR or to NR; otherwise it is optionally present, need N.

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absent.

	MasterKeyChange
	If ReconfigurationWithSync is included in the masterCellGroupConfig, this field is optionally present, need N, otherwise the field is absent. The field is not included during inter-system handover.

	MasterKeyChangeNCC
	If ReconfigurationWithSync is included in the masterCellGroupConfig, this field is optionally present, need M, otherwise the field is absent. The field is not included during inter-system handover.

	SN-AddMod
	If ReconfigurationWithSync is included in the secondaryCellGroupConfig, this field is optionally present, Need N, otherwise the field is absent.



The current condition for the KeyRefresh is MasterKeyChange. To account for the MR-DC cases, this condition should be changed, e.g. to keyChange.
[bookmark: _Toc521395428][bookmark: _Toc521428313][bookmark: _Toc521428414]The condition for the KeyRefresh IE should be changed to also account for key derivation of KSN

RRCReconfiguration-vxx-IEs ::= 			SEQUENCE {

	keyRefresh								KeyRefresh														OPTIONAL, -- Cond KeyChange

	Conditional presence
	Explanation

	KeyChange
	This field is optionally present, Need N at intra-gNB-CU handover The field is mandatory present at inter-node handover; otherwise it is absent.




Since the derivation of the KSN is the same for NE-DC and NN-DC, i.e. based on the current KgNB and a SN-Counter, the MN must ensure that the same value of the SN-Counter is not reused for NE-DC and NN-DC to avoid key stream reuse. To avoid this, the simplest solution would be to have a single SN-Counter which is incremented whenever the KSN is updated, regardless of whether the SN is a gNB or a ng-eNB.
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In LTE and EN-DC, the SCG/SK- counter is only used to derive the S-KeNB/S-KgNB as soon as the UE receives the counter, after which it is deleted. The same behaviour should apply for NE-DC and NN-DC so that the UE doesn’t need to maintain the value of the SN Counter and whenever the KgNB is updated, the KSN will have to be refreshed.
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Since the KSN is derived from the current KgNB (in case of NE-DC and NN-DC), the SN cannot update the KSN by itself. Whenever the SN wants to refresh its security keys, it needs to request a new KSN from the MN. The MN would then compute a new SN Counter and derive a new KSN which it forwards to the SN. The MN also provides the SN Counter to the UE so that it can also derive the new KSN. 
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Conclusion
In section 2 we made the following observations:
Observation 1	In LTE and EN-DC, the key for the SeNB and SgNB is derived by the MN based on the current KeNB and a SCG Counter or SK Counter

Based on the discussion in section 2 we propose the following:
Proposal 1	For NE-DC and NN-DC, the SN Counter should be included in the keyRefresh IE
Proposal 2	The condition for the KeyRefresh IE should be changed to also account for key derivation of KSN
Proposal 3	A single SN Counter is maintained in the MN for both NE-DC and NN-DC
Proposal 4	The SN Counter is not maintained by the UE as it receives a new value every time it needs to derive a new KSN
Proposal 5	The SN Counter is maintained by the MN and can only be provided to the UE by the MN
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