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Introduction
RAN2 has discussed RRC aspects for LTE connected to 5GC, and agreed the following in RAN2#102 [1]:
15: below two FFSs should be discussed in NR WID, and should be removed from LTE/5GC running CR.
Editor’s Note 12: FFS how to NG-EN-DC.
Editor’s Note 17: FFS on how to handle sk-counter for NG-EN-DC.

As stated in the agreements above, the aforementioned FFSs should be discussed in NR WID. This contribution addresses sk-Counter handling in NG-EN-DC, while the resume for NG-EN-DC (FFS how to NG-EN-DC) is discussed in the contribution R2-181577 [2].
[bookmark: _Ref178064866]Discussion
To further detail sk-Counter in NG-EN-DC, it should be discussed how to configure it in RRCConnectionReconfiguration message and which RRC actions to be performed with it. For both cases, however, it should be noted that in TS 33.401 [3], from a security perspective, the same derivation, maintenance and handling is used for the SCG Counter used for SeNB and the SK Counter used for SgNB, which is likely to be applicable also for NG-EN-DC. For MR-DC, it has been decided that the counter used for the SN will have the same size as the LTE SCG Counter and EN-DC SK Counter, but will be named ‘SN Counter’. From an RRC perspective, there is no strong motivation to have different handling of the SN Counter in NG-EN-DC compared to the SK Counter in EN-DC.
[bookmark: _Toc517270799][bookmark: _Toc517270847][bookmark: _Toc517272700]From an RRC perspective, there is no strong motivation to have different handling of the SN Counter for NG-EN-DC, compared to the SK Counter in EN-DC.
Configuration in RRCConnectionReconfiguration message
For EN-DC, in TS 36.331 [3], the SK Counter is provided to the UE in the sk-counter parameter inside the RRCConnectionReconfiguration message:
RRCConnectionReconfiguration-v1510-IEs ::= SEQUENCE {
	nr-Config-r15					CHOICE {
		release							NULL,
		setup							SEQUENCE {
			endc-ReleaseAndAdd-r15	BOOLEAN,
			nr-SecondaryCellGroupConfig-r15	OCTET STRING				OPTIONAL,	-- Need ON
			p-MaxEUTRA-r15					P-Max						OPTIONAL	-- Need ON
		}
	}																	OPTIONAL,	-- Need ON
	sk-Counter-r15					INTEGER (0.. 65535)					OPTIONAL,	-- Need ON
	nr-RadioBearerConfig1-r15		OCTET STRING						OPTIONAL,	-- Need ON
	nr-RadioBearerConfig2-r15		OCTET STRING						OPTIONAL,	-- Need ON
	tdm-PatternConfig-r15			CHOICE {
		release							NULL,
		setup							SEQUENCE {
			subframeAssignment-r15			SubframeAssignment-r15,
			harq-Offset-r15					INTEGER (0.. 9)
		}
	}																	OPTIONAL,	-- Need ON
	nonCriticalExtension			SEQUENCE {}							OPTIONAL
}
Instead of introducing an extension to the RRCConnectionReconfiguration message, the same sk-Counter parameter can be used to provide the SN Counter to the UE.
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RRC procedures for sk-Counter in NG-EN-DC
For EN-DC, in TS 36.331, RRC procedures for the sk-Counter point to section 5.3.5.7 from TS 38.331 [5], which details the RRC procedures for sk-Counter. This section is reproduced below, according to the proper corrections for TS 38.331 in [6]:
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The UE shall:
1>	if the UE is operating in EN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3>	derive KRRCenc and KUPenc key as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key as specified in TS 33.501 [11].
1>	else:
Omitted parts not related to sk-Counter.

As exposed in section 5.3.5.7 from [6], the details of security procedures are described in TS 33.501. Therefore, regardless of possible changes for security handling in NG-EN-DC, from an RRC point of view, there is no need to further differentiate between EN-DC and NG-EN-DC for sk-Counter procedures.
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Conclusion
In section 2 we made the following observations:
Observation 1	From an RRC perspective, there is no strong motivation to have different handling of the SN Counter for NG-EN-DC, compared to the SK Counter in EN-DC.

[bookmark: _In-sequence_SDU_delivery]Based on the discussion in section 2 we propose the following:
Proposal 1	For NG-EN-DC, sk-Counter as defined in RRCConnectionReconfiguration message for EN-DC can be re-used to provide the SN Counter to the UE.
Proposal 2	RRC procedures in TS 36.331 and TS 38.331, related to sk-Counter for EN-DC, are also applicable for NG-EN-DC.
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