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1. Introduction & Background

RAN2 used to ask SA3 if there was any difference in behavior for DRB IP in case of dual connectivity, including option 3 and scenarios with 5GC as below [1]:

Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 

SA3 answer: 

SA3 assumes that EN-DC5 (Option 3) does not provide integrity protection of the user plane. Integrity protection of user plane is only related to scenarios with 5GC, such as option 7 (LTE assisted DC to 5GC). 

With option 7, SA3 has not made any decision, however, situation where eNB does not support user plane integrity but gNB does, should be acceptable. However, if RAN2 makes a decision that would make the user plane integrity protection easily available in option 7 MeNB (e.g. that MeNB would support 5G RRC and 5G PDCP protocols), SA3 would be happy to assume that the user plane integrity could be available for all DRBs in option 7. 
This contribution further discusses DRP IP for MR-DC.
2. Discussion
2.1. DRB IP for MR-DC
For security issues, user data should be protected and network and/or UE should be able to verify user data integrity. To achieve such aim, data counter-check or DRB IP and IP check failure mechanism should be implemented.
Using counter-check, network can just ensure that the number packets sent by the UE/network is being received by the network/UE and in some case may allow to detect SFN desync. DRB IP and DRB IP check failure can do more than just packets counting. Further counter-check has been adopted to EN-DC to avoid introducing new MME specification impact. In case MR-DC, 5GC which already supports IP for SA, is being used. So there is new impact on 5GC if IP is introduced for MR-DC. Additionally, NR PDCP is used in all MR-DC cases. 
Observation 1: all MR-DC cases support 5GC and NR PDCP which allow DRB IP.
RAN2 has already agreed on the support of DRB IP check failure in NR SA. In case of NE-DC and NR-NR-DC, as gNB is in standalone connection to 5GC, DRB integrity protection and DRB should naturally apply to all DRBs from gNB in NE-DC and NR-NR-DC. 

For NGEN-DC, SA3 does not see any obstacle to support user plane integrity for all DRBs in option 7.

Therefore,

Proposal 1: DRB integrity protection is supported for MR-DC, including NR-NR-DC. 
As described above, counter-check can be used to detect SFN desync, and also counter-check can be consider for single packet injection. Further as counter-check is already supported for EN-DC, EN-DC counter-check specification can be implement for NGEN-DC for free. Similarly, for NE-DC and NR-NR-DC, introduction of counter-check that introduce too much specification impact, therefore,

Proposal 2: In addition to DRB integrity protection, counter-check is also supported for MR-DC, including NR-NR-DC. 

2.2. Impact of DRB IP on low layer
If DRB IP is supported on MR-DC, there was some concerns [2] if there be some impact on RLC. If DRB IP is activate on DRB, the main difference on the DRB data is that MAC-I will be added to the data PDU. RLC (NR or LTE RLC) does not process MAC-I, RLC with process all PDU the way, regardless of PDU has MAC-I or not.
And other hand, if the value of IP for a DRB must be changed, the change is done by reconfiguration with sync. The reconfiguration with sync is independent of the DRB support IP or not.

Observation 2: DRP IP does not have any particular impact on low layer RLC.

Proposal 3: RAN2 understand that NR PDCP and 5GC are sufficient to DRB IP for MR-DC.
Proposal 4: RAN2 to send Ls to SA3 to confirm RAN2 understanding.

3. Conclusion

This contribution discusses DRB IP in case of MR-DC and concludes with the following observation and proposals:

Observation 1: all MR-DC cases support 5GC and NR PDCP which allow DRB IP.

Observation 2: DRP IP does not have any particular impact on low layer RLC.

Proposal 1: DRB integrity protection is supported for MR-DC, including NR-NR-DC. 

Proposal 2: In addition to DRB integrity protection, counter-check is also supported for MR-DC, including NR-NR-DC. 

Proposal 3: RAN2 understand that NR PDCP and 5GC are sufficient to DRB IP for MR-DC.

Proposal 4: RAN2 to send Ls to SA3 to confirm RAN2 understanding.
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