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[bookmark: _Toc510018495]5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [11];
3>	derive KRRCenc and KUPenc key as specified in TS 33.401 [11];
3>	derive the KRRCint and KUPint key as specified in TS 33.401 [11].
1>	else:
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
2 > if the keySetChangeIndicator is included in the received keyRefresh:
32>	if the keySetChangeIndicator is set to TRUE:
43>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
32>	else:
43>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
2> store the nextHopChainingCount value;
2> derive the keys associated with KgNB as follows:
2> if the securityAlgorithmConfig is included in the received SecurityConfig:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
2> else: 
3>	derive KRRCenc and KUPenc key associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11];
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.

3GPP
[bookmark: _Toc510018570]–	RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including and security configuration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= 				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfiguration					RRCReconfiguration-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfiguration-IEs ::= 			SEQUENCE {
	radioBearerConfig						RadioBearerConfig 														OPTIONAL, -- Need M
	secondaryCellGroup						OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M
	measConfig								MeasConfig																OPTIONAL, -- Need M
	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					RRCReconfiguration-vxx-IEs												OPTIONAL 
}

RRCReconfiguration-vxx-IEs ::= 			SEQUENCE {
	masterCellGroup							OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M
	fullConfig								ENUMERATED {true} 														OPTIONAL, -- Need N
	dedicatedNAS-MessageList                SEQUENCE (SIZE(1..maxDRB)) OF DedicatedInfoNAS						OPTIONAL, -- Cond nonHO
	keyRefresh								KeyRefresh															OPTIONAL, -- Cond MasterKeyChange
	dedicatedSIB1-Delivery				OCTET STRING (CONTAINING SIB1)										OPTIONAL,
	dedicatedSystemInformationDelivery	OCTET STRING (CONTAINING SystemInformation)							OPTIONAL,
	nonCriticalExtension					SEQUENCE {}																OPTIONAL 
}
KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN															OPTIONAL,	-- Cond MasterKeyChange
	nextHopChainingCount			NextHopChainingCount											OPTIONAL,	-- Cond MasterKeyChangeNCC
	n2ModeNAS-Container				OCTET STRING													OPTIONAL,	-- Cond InterSystemHO
	...
}


-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP

	RRCReconfiguration-IEs field descriptions

	dedicatedNAS-MessageList
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.          

	fullConfig
Indicates that the full configuration option is applicable for the RRCReconfiguration message.

	keySetChangeIndicator
True is used in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, or N2 handover procedure with KAMF change, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-NR handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	masterCellGroup
Configuration of master cell group.

	nas-securityParamToNGRAN
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NR. The content is defined in TS 24.501.

	nextHopChainingCount
Parameter NCC: See TS 33.501 [11]

	radioBearerConfig
Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. In EN-DC this field may only be present if the RRCReconfiguration is transmitted over SRB3.

	secondaryCellGroup
Configuration of secondary cell group (EN-DC).



	Conditional presence
	Explanation

	nonHO
	The field is not present in case of reconfiguration with sync within NR or to NR; otherwise it is optionally present, need N.

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absentoptionally present, need N.

	MasterKeyChange
	If ReconfigurationWithSync is included, this field is optionally present, need N, otherwise the field is absent. The field is not included during inter-system handover.

	MasterKeyChangeNCC
	If ReconfigurationWithSync is included, this field is optionally present, need M, otherwise the field is absent, . The field is not included during inter-system handover.



Editor’s Note: FFS: the details of the conditional presence of fullConfig. 
