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1. Introduction & Background
In the last RAN2 meeting, the security issues for re-establishment message (i.e. msg4) ciphered and integrity protected by horizontal key derivation have been discussed but no solution agreed so far. As a result, a LS has been sent to SA3 to further illustrate detailed steps on whether and how the RRC re-establishment procedure based on horizontal key derivation would work [1]. 
In this contribution, we want to discuss potential minimum impact to achieve UE’s successful decoding RRC re-establishment message and give our proposals.
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2.1 Unprepared Case with UE Context Retrieval
If the UE sends RRC re-establishment request message to a new gNB and the new gNB is not prepared (i.e. without UE context), then the new gNB would initiate Retrieve UE Context procedure to the old serving gNB for the UE. According to RAN3 specification TS 38.423 [2], the Retrieve UE Context request message (shown in below table) includes the UE Context ID. The old serving gNB would know the context retrieval is due to RRC re-establishment case where the UE Context ID is consisted of the PCI + C-RNTI combination. In such case, since the UE is always expected to decode the RRC re-establishment message with the new key which is horizontally derived, thus the Successful Operation of Retrieve UE Context procedure not only involves the successful UE verification, but also requires that the old serving would response with a new horizontally derived KgNB* to the new cell in Retrieve UE Context response message. Because if the vertical key derivation is performed instead of the horizontal key derivation in the old serving cell, the RRC re-establishment message encrypted with vertically derived KgNB* would result in UE’s inability to decrypt the message and the following RRC re-establishment procedure would fail. To avoid the failure case, the old serving gNB can rely on the Unsuccessful Operation of Retrieve UE Context procedure in case it can’t provide a new horizontally derived KgNB* to the new gNB for RRC re-establishment case. As a consequence, the new gNB would use fallback of RRC connection setup in response to RRC re-establishment request message. 
[bookmark: _Toc517651715]9.2.3.40	UE Context ID
This IE is used to address a UE Context within an NG-RAN node. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE UE Context ID
	M
	
	
	

	>RRC Resume
	
	
	
	

	>>I-RNTI
	M
	
	9.2.3.46
	How the new NG-RAN node is able to resolve the old NG-RAN ID from the I-RNTI is a matter of proper configuration in the old and new NG-RAN node.

	>RRC Reestablishment 
	
	
	
	

	>>C-RNTI
	M
	
	BIT STRING (SIZE (16))
	C-RNTI contained in the RRC Re-establishment Request message (TS 38.331 [10])

	>> Failure Cell PCI
	M
	
	NG-RAN Cell PCI
9.2.2.10
	



[bookmark: _Ref521405156]Observation 1	The Successful Operation of Retrieve UE Context procedure should involve the old serving gNB’s response with a new horizontally derived KgNB* to the new gNB to guarantee successful RRC re-establishment case.
[bookmark: _Ref521405158]Observation 2	If the old serving gNB fails to respond with a new horizontally derived KgNB* to the new gNB, the Unsuccessful Operation of Retrieve UE Context procedure can be utilized for the RRC re-establishment case.
[bookmark: _Ref521508120]Proposal  1	If the old serving gNB is able to verify the UE and derive a new horizontal KgNB*, the KgNB* will be included in the Retrieve UE Context Response message to the new gNB for successful RRC re-establishment. Otherwise, Retrieve UE Context Failure message should be sent instead.

2.2 Prepared Case with Handover Preparation
If the UE sends RRC re-establishment request message to a new gNB and the new gNB is prepared (i.e. with UE context ). This is done by the old serving gNB at handover preparation to the new gNB before the RRC re-establishment procedure (signaled as below). The new gNB can use the prepared KgNB* directly if the prepared shortMAC-I is equal to the one carried in the RRC re-establishment request message.

ReestabNCellInfo::=	SEQUENCE{
	cellIdentity							CellIdentity,
	key-gNodeB-Star							BITSTRING (SIZE (256)),
	shortMAC-I								ShortMAC-I
}

The prepared KgNB* is assumed to be a new key which is horizontally derived by the old serving gNB so that UE can successfully decrypt the RRC re-establishment message. However, the prepared KgNB* is derived based on handover procedure, and according to handover requirement in SA3 specification TS 23.501(as in below box), if the old serving cell has an unused {NH, NCC} pair, then the forwarded KgNB* must be vertically derived. In other words, the new cell would get a vertical KgNB* to be used with the UE which would result in the RRC re-establishment procedure failure.

	[bookmark: _Toc517096382]6.9.2.3.2	Xn-handover
Editor's Note: LS will be sent to RAN3 (To) and RAN2 (Cc) asking to check the content in this clause 6.9.2.3.2 from RAN3's perspective. The content may change if needed, depending upon reply LS.
As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11.
Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 



[bookmark: _Ref521405159][bookmark: _Ref521409972]Observation 3	The old serving gNB would forward either horizontally or vertically derived KgNB* to the new gNB at handover preparation based on whether there is an unused {NH, NCC} pair in the old serving gNB.
If we want to avoid the RRC re-establishment procedure failure for the unused {NH, NCC} case, meanwhile accomplish the vertical key derivation in the corresponding RRC re-establishment procedure, a simple way is that we separate the either horizontally or vertically derived KgNB* definition into two keys KgNB*1 and KgNB*2:
· KgNB*1 is horizontally derived based on the current active KgNB in the old serving gNB
· KgNB*2 is vertically derived based on NH from the unused {NH, NCC} pair in the old serving gNB

Based on the new definition, the old serving gNB can make sure that the horizontal KgNB*1 is always forwarded to the new gNB for integrity protecting and ciphering RRC re-establishment message. In such case, the UE is able to successfully decode RRC re-establishment message based on horizontal key derivation from the current active KgNB. 

Additionally, if there is an unused {NH, NCC} case, the vertical KgNB*2 and unused NCC are also forwarded to the new gNB. Then the new gNB should send the unused NCC used for the KgNB*2 derivation to UE in RRC re-establishment message. After successful decoding RRC re-establishment message, the UE can get the unused NCC and perform a subsequent vertical key derivation. As a result, the current active key at the UE side is synchronized to NW side by the vertical KgNB*2 in the new gNB. The KgNB*2 should be used for integrity protecting and cyphering RRC re-establishment complete message so that the key synchronization to KgNB*2 between the UE and the NW can be confirmed.

The above solution is illustrated in the below Figure 1 (the old serving gNB without unused {NH, NCC} pair) and Figure 2 (old serving gNB with unused {NH, NCC} pair) respectively.



Figure 1 RRC re-establishment for prepared case 1: the old serving gNB without unused {NH, NCC} pair


[bookmark: _Ref521513336]Figure 2 RRC re-establishment for prepared case 2: old serving gNB with unused {NH, NCC} pair 

Above all, we have the following proposals to make the RRC re-establishment procedure work for the prepared case.
[bookmark: _Ref521516093]Proposal  2	Define two keys instead of one key KgNB* which is either horizontally or vertically derived at handover preparation as follows:
· KgNB*1 is horizontally derived based on the current active KgNB in the old serving gNB.
· KgNB*2 is vertically derived based on NH from an unused {NH, NCC} pair in the old serving gNB.
· At handover preparation, the KgNB*1 is always forwarded to the new gNB, and the KgNB*2, the unused NCC are only forwarded when there is an unused {NH, NCC} pair.
[bookmark: _Ref521513414]Proposal  3	For the case that the KgNB*1 is prepared, the new gNB should use the KgNB*1 for RRC re-establishment message and RRC re-establishment complete message to meet both integrity protection and ciphering requirement (as illustrated in Figure 1).  
[bookmark: _Ref521513422][bookmark: _Ref521405166]Proposal  4	For the case that the KgNB*1, the KgNB*2 and the unused NCC are prepared, the new gNB should use the KgNB*1 for RRC re-establishment message (carrying the unused NCC), while use the KgNB*2 for RRC re-establishment complete message to meet both integrity protection and ciphering requirement (as illustrated in Figure 2). 
3. Conclusion
In this contribution, we discussed the security aspects in RRC re-establishment procedure and give our proposals.
For unprepared case with UE Context Retrieval:
Observation 1	The Successful Operation of Retrieve UE Context procedure should involve the old serving gNB’s response with a new horizontally derived KgNB* to the new gNB to guarantee successful RRC re-establishment case.
Observation 2	If the old serving gNB fails to respond with a new horizontally derived KgNB* to the new gNB, the Unsuccessful Operation of Retrieve UE Context procedure can be utilized for the RRC re-establishment case.
Proposal  1	If the old serving gNB is able to verify the UE and derive a new horizontal KgNB*, the KgNB* will be included in the Retrieve UE Context Response message to the new gNB for successful RRC re-establishment. Otherwise, Retrieve UE Context Failure message should be sent instead.
For prepared case with Handover Preparation:
Observation 3	The old serving gNB would forward either horizontally or vertically derived KgNB* to the new gNB at handover preparation based on whether there is an unused {NH, NCC} pair in the old serving gNB.
Proposal  2	Define two keys instead of one key KgNB* which is either horizontally or vertically derived at handover preparation as follows:
· KgNB*1 is horizontally derived based on the current active KgNB in the old serving gNB.
· KgNB*2 is vertically derived based on NH from an unused {NH, NCC} pair in the old serving gNB.
· At handover preparation, the KgNB*1 is always forwarded to the new gNB, and the KgNB*2, the unused NCC is only forwarded when there is an unused {NH, NCC} pair.
Proposal  3	For the case that the KgNB*1 is prepared, the new gNB should use the KgNB*1 for RRC re-establishment message and RRC re-establishment complete message to meet both integrity protection and ciphering requirement (as illustrated in Figure 1).
Proposal  4	For the case that the KgNB*1, the KgNB*2 and the unused NCC are prepared, the new gNB should use the KgNB*1 for RRC re-establishment message (carrying the unused NCC), while use the KgNB*2 for RRC re-establishment complete message to meet both integrity protection and ciphering requirement (as illustrated in Figure 2).
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