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5.3.7
RRC connection re-establishment

Editor’s Note: Targeted for completion in Sept 2018.

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful 

The purpose of this procedure is to re-establish the RRC connection including resuming SRB(s) and DRB(s). A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds if the network is able to find and verify a valid UE context or, if the UE context cannot be retrieved, and the network responds with an RRCSetup according to section 5.3.3.4. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.

The network applies the procedure as follows:

-
When AS security has been activated and the network retrieves or verifies the UE context:

-
to re-activate AS security without changing algorithms;
-
to re-establish and resume the SRB1;

-
When UE is re-establishing an RRC connection, and the network is not able to retrieve or verify the UE context:

-
to discard the stored AS Context and release all RB; 
-
fallback to establish a new RRC connection.
5.3.7.2
Initiation

The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure of the MCG, in accordance with 5.3.10; or

1>
upon re-configuration with sync failure of the MCG, in accordance with sub-clause  5.3.5.8.3; or

1>
upon mobility from NR failure, in accordance with sub-clause 5.4.3.5; or

1>
upon integrity check failure indication from lower layers concerning SRB1 or SRB2; or

1>
upon an RRC connection reconfiguration failure, in accordance with sub-clause 5.3.5.8.2; 

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1> stop timer T304, if running;
1>
start timer T311;

1>
suspend all RBs, except SRB0;

1>
reset MAC;

1>
release the MCG SCell(s), if configured, in accordance with sub-clause 5.3.5.5.8;

1>
apply the default physical channel configuration as specified in sub-clause x.x.x;

1>
apply the default semi-persistent scheduling configuration as specified in sub-clause  x.x.x;

1>
apply the default MAC main configuration as specified in x.x.x;

1>
perform cell selection in accordance with the cell selection process as specified in TS 38.304 [21];

Editor’s Note: FFS How to handle L1/L2 default configurations for RRC re-establishment. 

5.3.7.3
Actions following cell selection while T311 is running

Upon selecting a suitable NR cell, the UE shall:

1>
stop timer T311;

1>
start timer T301;

1>
initiate transmission of the RRCReestablishmentRequest message in accordance with 5.3.7.4
NOTE:
This procedure applies also if the UE returns to the source PCell.

Upon selecting an inter-RAT cell, the UE shall:

1>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';

Editor’s Note: FFS Whether NR supports a timeAlignmentTimerCommon, whether is transmitted in SIB2 and UE behavior associated).

5.3.7.4
Actions related to transmission of RRCReestablishmentRequest message

The UE shall set the contents of RRCReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source PCell (reconfiguration with sync or mobility from NR failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the shortMAC-I to the X least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input;

3>
with the KRRCint key and integrity protection algorithm that was used in the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

1>
set the reestablishmentCause as follows:

2>
 if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.8.2:

3>
set the reestablishmentCause to the value reconfigurationFailure;

2>
else if the re-establishment procedure was initiated due to reconfiguration with sync failure as specified in 5.3.5.8.3 (intra-NR handover failure) or 5.4.3.5 (inter-RAT mobility from NR failure):

3>
set the reestablishmentCause to the value handoverFailure;

2>
else:

3>
set the reestablishmentCause to the value otherFailure;

1> restore the RRC configuration and security context from the stored UE AS context;
1>
update the KgNB key based on the current KgNB, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;

1>
configure lower layers to resume integrity protection for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

NOTE 1:
Only DRBs with previously configured UP integrity protection shall resume integrity protection.

1>
configure lower layers to resume ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
1>
restore the PDCP state and re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;

1>
resume SRB1;

1>
The UE shall submit the RRCReestablishmentRequest message to lower layers for transmission.
If lower layers indicate an integrity check failure while T301 is running, perform actions specified in 5.3.7.7.
5.3.7.5
Reception of the RRCReestablishment by the UE

The UE shall:

1>
stop timer T301;
1>
if the RRCReestablishment includes the fullConfig:

2>
perform the full configuration procedure as specified in 5.3.5.11;

1>
else:

2>
restore the PDCP state, reset COUNT value and re-establish PDCP entities for SRB2 and all DRBs;

2>
restore the cellGroupConfig from the stored UE AS context;

2>
if drb-ContinueROHC is included:

3>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

3>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

2>
else:

3>
indicate to lower layers that stored UE AS context is used;
3>
reset the header compression protocol context for the DRBs configured with the header compression protocol;
1>
if the masterCellGroup is included: 
2>
perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;

Editor’s Note: FFS Whether it is supported to configure secondaryCellGroup at Resume.

1>
if the radioBearerConfig is included:

2>
perform the radio bearer configuration according to 5.3.5.6;

Editor’s Note: FFS Whether there needs to be a second radioBearerConfig.

1>
resume SRB2 and all DRBs;

1>
if the measConfig is included:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
resume measurements if suspended;

Editor’s Note: FFS Whether there is a need to define UE actions related to access control timers (equivalent to T302, T303, T305, T306, T308 in LTE). For example, informing upper layers if a given timer is not running.
1>
consider the current cell to be the PCell;













1>
submit the RRCReestablishmentComplete message to lower layers for transmission;

1>
the procedure ends;

5.3.7.6
T311 expiry

Upon T311 expiry, the UE shall:

1>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';

5.3.7.7
T301 expiry, integrity check failure from lower layers while T301is running or selected cell no longer suitable

The UE shall:

1>
if timer T301 expires or upon receiving Integrity check failure indication from lower layers while T301 is running; or

1>
if the selected cell becomes no longer suitable according to the cell selection criteria as specified in TS 38.304 [21]:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';

5.3.7.8
Reception of the RRCSetup by the UE

The UE shall:

1>
perform the RRC connection establishment procedure as specified in 5.3.3.4.
	2nd Text Proposal Change 


6.2.2
Message definitions

/*** Skip unrelated part***/
–
RRCReestablishment
The RRCReestablishment message is used to re-establish SRB1.

Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH

Direction: Network to UE

RRCReestablishment message
-- ASN1START

-- TAG-RRCREESTABLISHMENT-START

RRCReestablishment ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcReestablishment

RRCReestablishment-IEs,




spare3 NULL, spare2 NULL, spare1
NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCReestablishment-IEs ::= SEQUENCE {

-- Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. 


radioBearerConfig





RadioBearerConfig 













OPTIONAL, -- Need M


-- Configuration of master cell group (NR Standalone):


masterCellGroup






OCTET STRING (CONTAINING CellGroupConfig)







OPTIONAL, -- Need M

-- Configuration of master cell group:


measConfig







MeasConfig















OPTIONAL, -- Need M

fullConfig







ENUMERATED {true} 













OPTIONAL, -- Need N

drb-ContinueROHC





ENUMERATED {true}















OPTIONAL, -- Need M


lateNonCriticalExtension


OCTET STRING





OPTIONAL,

nonCriticalExtension



SEQUENCE {}






OPTIONAL
}

-- TAG-RRCREESTABLISHMENT-STOP

-- ASN1STOP
	End Text Proposal Change


�This could also be applicable for reestablishment although we did not discuss this.
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