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1. Introduction
In the recent RAN2 meetings there were some discussions on the AS security enhancement over RRC Re-establishment. In this contribution, we clarify the meaning of “n hop forward security” and provide our proposal accordingly.
2. Discussion
2.1. Clarification of the term “2-hop forward security”
The term “n hop forward security” is firstly introduced by SA3 in about 2009 for LTE system. No major revision is implemented since then. The current definition of it in TS 33.401 is as following:
	Forward security: In the context of KeNB key derivation, forward security refers to the property that, for an eNB with knowledge of a KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB, that will be used between the same UE and another eNB. More specifically, n hop forward security refers to the property that an eNB is unable to compute keys that will be used between a UE and another eNB to which the UE is connected after n or more handovers (n=1 or 2). 


We should understand that the term “handover” here means only inter-eNB handovers at the point of 2009. Therefore, the term “2-hop forward security” simply means that, if a UE is handovered from eNB1 to eNB2 and then to eNB3, eNB1 should not know the KeNB used between the UE and eNB3—More specifically, any KeNB used between the UE and eNB3 should not be derived directly or indirectly either from a KeNB known by eNB1, or from an NH known by eNB1.
This type of key separation can be achieved with the intervention of NH:
Step 1: The UE is handovered from eNB1 to eNB2. eNB2 shall always receive a fresh [NH, NCC] from the core network. Assume that this fresh [NH, NCC] is [NH2, NCC2]. NH2 is unpredictable for the perspective of eNB1.
Step 2: Optionally, when the UE is connected to eNB2, eNB2 may perform KeNB update with the UE. If KeNB refresh is performed, eNB2 will start to use a KeNB derived from NH2 or even Kasme, both unpredictable for eNB1.
Step 3: The UE is handovered from eNB2 to eNB3. If S1 handover is used, the new KeNB is derived either from a new NCC or the Kasme, both unpredictable for eNB1. If X2 handover is used, the new KeNB is derived from either NH2 (if step 2 is not performed) or from a KeNB unpredictable for eNB1 (if step 2 is performed).
As the result, eNB1 cannot predict the KeNB used between the UE and eNB3 no matter what type of handover and key derivation has been performed, and thus “2-hop forward security” is achieved.
Following is an example:


This figure also points out why we should interpret the term “handover” in the definition of “n hop forward security” as “inter-eNB handover”. See the case of KeNB2. KeNB2 is used between the UE and eNB2. However, it is very clear that eNB2 knows KeNB4, which is used between the UE and eNB3 (“another eNB”) after literally 2 handovers (one intra-eNB handover and one inter-eNB handover). If we interpret the term “handover” here as any handover, we would find that the signalling flow provided above violated the “2-hop forward security” principle. This is not the original intention as SA3 recommends to perform an intra-gNB HO when receives a fresh NCC after X2 handover, which will result in the signalling flow provided above. In fact, SA3 do not care about how many times of “horizontal derivation” take place within a single gNB. They only care about the term “key isolation” between different eNB physical entities.
For 5G systems, the issue is slightly complicated. RAN3 has introduced some split structure e.g. gNB-CU-CP/UP split, which may cause that the PDCP layer in the network side is relocated even for inter-gNB handovers. SA3 has not specified what granularity of key isolation should be required. Nevertheless, SA3 has acknowledged that for some intra-gNB handovers there is no need to update the KgNB. For sure this type of handovers should not be counted in “n hop”.
Observation 1: The term “2-hop forward security” in NR system should be understood as “gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after 2 or more handovers” (the term “handover” here does not include some type of intra-gNB handovers).
2.2. Applicability of horizontal key derivation during RRC re-establishment
In the last RAN2 meeting, an optimisation is raised on the AS security of RRC re-establishment procedure [1]. In this contribution, it is suggested that:
	Proposal#2:  Reestablishment message can be security protected (integrity protected and encrypted) by new security key to re-establish DRBs, if it is derived based on horizontal key derivation.


We appreciate this suggestion as it provides the feasibility to encrypt the re-establishment MSG4. If re-establishment MSG4 is encrypted, the network can resume not only the SRB1 but also other SRB and DRBs. This can considerably mitigate the user plane delay of Re-establishment procedure, and further improve the user experience.
Observation 2: It is beneficial to encrypt the response message in RRC re-establishment procedure.
However, we do not agree with some analysis mentioned in [1]. Here we want to emphasise that: if horizontal key derivation is always used in sending re-establishment MSG4, the “2-hop forward security” requirement will be inevitably violated, regardless of whether horizontal key derivation or vertical key derivation is used in the Xn handover. Following is the analysis:


At first the UE is connected to gNB1. At one point of time, gNB1 decides to handover it towards gNB2, and generates the KgNB2 for it. The handover succeeds. However, RRC connection failure happens when KgNB2 is still in use (it is a considerably common case that RLF happens soon after a successful handover). The UE selects to a cell belonging to gNB3 and performs RRC re-establishment with it.
The problem happens when sending and receiving the RRC re-establishment response message: if horizontal key derivation is always used in RRC re-establishment, the gNB2 should have to generate KgNB3 from KgNB2 although it has got an unused [NH NCC] pair. As the result, gNB1 will be able to compute the key used in gNB3 (i.e. KgNB3), since it is aware of KgNB2 and KgNB3 is derived from it. “2-hop forward security” is no longer met.
Observation 3: Due to the “2-hop forward security” requirement, horizontal key derivation is not applicable to encrypt the response message in RRC re-establishment procedure when the current using KgNB is predictable for any former serving gNB.
Proposal 1: If RRC re-establishment procedure happens when the current using KgNB is predictable for any former serving gNB, the response message should not be encrypted. Otherwise the response message should be encrypted.
Hence there are two types of RRC re-establishment MSG4: one type is encrypted, and one type is not. In order to keep the clean structure RRCReestablishment, we prefer to reuse another RRC message for the type of encrypted MSG4. A proper choice is reusing the RRCReconfiguration message (i.e. to skip the legacy Reestablishment and ReestablishmentComplete message, and to send the “first RRCReconfiguration message after re-establishment” directly as MSG4).
Proposal 2: For simplification, RRCReconfiguration can be used as the (encrypted) response message of RRCReestablishmentRequest.
2.3. Realisation of conditional encryption
The next question is whether the UE can distinguish the above-mentioned case, i.e. whether the current using KgNB is predictable for any former serving gNB.
The answer is no. The length of gNB ID is varying and thus the UE cannot distinguish different gNBs by broadcast. The IEs for intra-gNB handover (especially intra-gNB-CU inter-gNB-DU) and Xn handover are the same and thus UE cannot distinguish different gNBs by its history.
Observation 4: The UE cannot distinguish the cases whether the current using KgNB is predictable for any former serving gNB
Proposal 3: An indicator, namely e.g. “encryptedRRCReestResponse”, should be introduced when performing KgNB update, indicating that the KgNB to be used is unpredictable for any former serving gNB.
With the help of this indicator, re-establishment MSG4 encryption is supported. Following are two examples:




3. Conclusion
Observation 1: The term “2-hop forward security” in NR system should be understood as “gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after 2 or more handovers” (the term “handover” here does not include some type of intra-gNB handovers).
Observation 2: It is beneficial to encrypt the response message in RRC re-establishment procedure.
Observation 3: Due to the “2-hop forward security” requirement, horizontal key derivation is not applicable to encrypt the response message in RRC re-establishment procedure when the current using KgNB is predictable for any former serving gNB.
Proposal 1: If RRC re-establishment procedure happens when the current using KgNB is predictable for any former serving gNB, the response message should not be encrypted. Otherwise the response message should be encrypted.
Proposal 2: For simplification, RRCReconfiguration can be used as the (encrypted) response message of RRCReestablishmentRequest.
Observation 4: The UE cannot distinguish the cases whether the current using KgNB is predictable for any former serving gNB.
Proposal 3: An indicator, namely e.g. “encryptedRRCReestResponse”, should be introduced when performing KgNB update, indicating that the KgNB to be used is unpredictable for any former serving gNB.
4. Reference
[1] R2-1810154, Remaining issue for connection re-establishment, Samsung
5. TP for SA BL CR of TS 38.331
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5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [11];
3>	derive KRRCenc and KUPenc key as specified in TS 33.401 [11];
3>	derive the KRRCint and KUPint key as specified in TS 33.401 [11].
1>	else:
2 > if the keySetChangeIndicator is included in the received keyRefresh:
3>	if the keySetChangeIndicator is set to TRUE:
4>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
3>	else:
4>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
2>	if the encryptedRRCReestResponse is included in the received keyRefresh:
3>	store the encryptedRRCReestResponse value;
2> store the nextHopChainingCount value;
2> derive the keys associated with KgNB as follows:
2> if the securityAlgorithmConfig is included in the received SecurityConfig:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
2> else: 
3>	derive KRRCenc and KUPenc key associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11];
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
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5.3.7	RRC connection re-establishment
Editor’s Note: Targeted for completion in Sept 2018.
[bookmark: _Toc510531141]5.3.7.1	General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
	


Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful 

[bookmark: _MON_1595414480]
Figure 5.3.7.1-3: RRC re-establishment, direct reconfiguration, successful 
The purpose of this procedure is to re-establish the RRC connection. A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds if the network is able to find and verify a valid UE context, and either responds with an unencrypted RRCReestablishment message or an encrypted RRCReconfiguration message. or, if If the UE context cannot be retrieved, and the network responds with an RRCSetup according to section 5.3.3.4. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.
The network applies the procedure as follows:
-	When AS security has been activated and the network retrieves or verifies the UE context:
-	to re-activate AS security without changing algorithms;
-	to re-establish and resume the SRB1;
-	When UE is re-establishing an RRC connection, and the network is not able to retrieve or verify the UE context:
-	to discard the stored AS Context and release all RB; 
-	fallback to establish a new RRC connection.
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5.3.7.4	Actions related to transmission of RRCReestablishmentRequest message
The UE shall set the contents of RRCReestablishmentRequest message as follows:
1>	set the ue-Identity as follows:
2>	set the c-RNTI to the C-RNTI used in the source PCell (reconfiguration with sync or mobility from NR failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);
2>	set the physCellId to the physical cell identity of the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);
2>	set the shortMAC-I to the X least significant bits of the MAC-I calculated:
3>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input;
3>	with the KRRCint key and integrity protection algorithm that was used in the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and
3>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>	set the reestablishmentCause as follows:
2>	 if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.8.2:
3>	set the reestablishmentCause to the value reconfigurationFailure;
2>	else if the re-establishment procedure was initiated due to reconfiguration with sync failure as specified in 5.3.5.8.3 (intra-NR handover failure) or 5.4.3.5 (inter-RAT mobility from NR failure):
3>	set the reestablishmentCause to the value handoverFailure;
2>	else:
3>	set the reestablishmentCause to the value otherFailure;
1> restore the RRC configuration and security context from the stored UE AS context;
1> if the encryptedRRCReestResponse value in the current security context is set to TRUE:
2>	update the KgNB key based on the current KgNB, as specified in TS 33.501 [11];
2>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;
2>	configure lower layers to resume integrity protection for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
NOTE 1:	Only DRBs with previously configured UP integrity protection shall resume integrity protection.
2>	configure lower layers to resume ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
2>	discard the encryptedRRCReestResponse value;
NOTE 2:	Only DRBs with previously configured UP ciphering shall resume ciphering.
1>	restore the PDCP state and re-establish PDCP for SRB1;
1>	re-establish RLC for SRB1;
1>	resume SRB1;
1>	The UE shall submit the RRCReestablishmentRequest message to lower layers for transmission.
[bookmark: _Toc510018504]/////////////////////////////////////////////skip irrelevant texts//////////////////////////////////////////////
5.3.7.9	Reception of the RRCReconfiguration by the UE
The UE shall:
1>	perform the RRC connection reconfiguration procedure as specified in 5.3.5.3.
/////////////////////////////////////////////skip irrelevant texts//////////////////////////////////////////////
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–	RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including and security configuration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= 				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfiguration					RRCReconfiguration-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfiguration-IEs ::= 			SEQUENCE {
	radioBearerConfig						RadioBearerConfig 														OPTIONAL, -- Need M
	secondaryCellGroup						OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M
	measConfig								MeasConfig																OPTIONAL, -- Need M
	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					RRCReconfiguration-vxx-IEs												OPTIONAL 
}

RRCReconfiguration-vxx-IEs ::= 			SEQUENCE {
	masterCellGroup							OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M
	fullConfig								ENUMERATED {true} 														OPTIONAL, -- Need N
	dedicatedNAS-MessageList                SEQUENCE (SIZE(1..maxDRB)) OF DedicatedInfoNAS							OPTIONAL, -- Cond nonHO
	keyRefresh								KeyRefresh																OPTIONAL, -- Cond MasterKeyChange
	dedicatedSIB1-Delivery					OCTET STRING (CONTAINING SIB1)											OPTIONAL,
	dedicatedSystemInformationDelivery		OCTET STRING (CONTAINING SystemInformation)								OPTIONAL,
	nonCriticalExtension					SEQUENCE {}																OPTIONAL 
}
KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN															OPTIONAL,	-- Cond MasterKeyChange
	nextHopChainingCount			NextHopChainingCount											OPTIONAL,	-- Cond MasterKeyChangeNCC
	n2ModeNAS-Container				OCTET STRING													OPTIONAL,	-- Cond InterSystemHO2
	encryptedRRCReestResponse		ENUMERATED {true}												OPTIONAL,	-- Need R
	...
}


-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP

	RRCReconfiguration-IEs field descriptions

	dedicatedNAS-MessageList
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.          

	fullConfig
Indicates that the full configuration option is applicable for the RRCReconfiguration message.

	keySetChangeIndicator
True is used in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, or N2 handover procedure with KAMF change, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-NR handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	masterCellGroup
Configuration of master cell group.

	nas-securityParamToNGRAN
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NR. The content is defined in TS 24.501.

	nextHopChainingCount
Parameter NCC: See TS 33.501 [11]

	radioBearerConfig
Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. In EN-DC this field may only be present if the RRCReconfiguration is transmitted over SRB3.

	secondaryCellGroup
Configuration of secondary cell group (EN-DC).



	Conditional presence
	Explanation

	nonHO
	The field is not present in case of reconfiguration with sync within NR or to NR; otherwise it is optionally present, need N.

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absent.

	MasterKeyChange
	If ReconfigurationWithSync is included, this field is optionally present, need N, otherwise the field is absent. The field is not included during inter-system handover.

	MasterKeyChangeNCC
	If ReconfigurationWithSync is included, this field is optionally present, need M, otherwise the field is absent, . The field is not included during inter-system handover.



Editor’s Note: FFS: the details of the conditional presence of fullConfig. 
/////////////////////////////////////////////text proposal end//////////////////////////////////////////////
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