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Introduction
[bookmark: _Ref178064866]RAN2 made the following agreements for security as shown below:
	Agreements for EN-DC
1: Integrity protection of DRB is not supported for EN-DC. 
Agreements for SA 
2: Any data packet failing integrity check is discarded by PDCP.
3: It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
4: In NR UE capability signalling add a code point for support of the full data rate of the UE.
5: Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.
6: Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.
FFS: After detecting [N] IP failures the UE reports the failure to the network.
FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.



In this contribution, we show our views on the need for distinguishing the cause of the integrity verification failure for DRBs. Additionally, we propose the method of distinguishing the cause of the integrity verification failure.
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Need for distinguishing the cause of the integrity verification failure for DRBs
In NR, the integrity protection and integrity verification can be applied to the DRBs. If the integrity verification failure happens, the UE discards the IP verification failed PDU, and performs the RRC connection re-establishment procedure. This step of procedure is applied regardless of bearer type and the cause of IP failure.
Performing the RRC connection re-establishment is important in that it refreshes the RRC connection with a new security key. Though the UE doesn’t know the reason of IP failure, once it happens, the UE should refresh the RRC connection to protect the RRC connection from the potential intruders.
However, it should be noted that performing the RRC connection re-establishment interrupts all ongoing services, and it has huge impacts on user experience. Therefore, performing RRC connection re-establishment should be avoided as much as possible.
As well known, the IP failure mainly happens with two reasons; security attack (i.e. intruder changes the contents of the PDU) and HFN de-sync (due to e.g. bunch of packet discard or residual protocol error). If the IP failure is caused by the security attack, the RRC connection re-establishment procedure should be performed. 
However, if the IP failure is caused by the HFN de-sync, the problem only resides in that DRB, and performing the RRC connection re-establishment is too much for the problem. In this case, we think refreshing only that DRB would be sufficient. Refreshing the DRB may be achieved by the PDCP/RLC re-establishment or DRB release/addition.
Therefore, if the IP failure happens due to HFN de-sync, it is proposed to refresh only the DRB that has IP failure without performing RRC connection re-establishment.
Proposal 1. If the IP failure happens due to HFN de-sync, refresh only the DRB in which the IP failure happens without performing RRC connection re-establishment. 

How to distinguish the cause of the integrity verification failure
If the IP failure is caused by the security attack, the contents would be changed but the PDCP SN would not be changed. Thus, the COUNT value of the PDU associated with IP failure would be equal to the COUNT value of the PDU which was transmitted by the gNB. 
On the other hand, if the IP failure is caused by the HFN de-sync, the COUNT value of the PDU associated with IP failure would be most likely different from the COUNT value of the PDU which was transmitted by the gNB. 
With the above understanding, if the UE reports the COUNT value of the PDU associated with the IP failure, the gNB can decide whether the IP failure is caused by the security attack or the HFN de-sync. The gNB can request to the UE to perform either RRC connection re-establishment or DRB release/addition based on the IP failure cause.
Proposal 2. The UE reports the COUNT value and the DRB ID associated with the IP failure to the gNB for the gNB to decide the cause of IP failure.
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this document, we discussed the issues on the DRB IP failure, and propose followings:
Proposal 1. If the IP failure happens due to HFN de-sync, refresh only the DRB in which the IP failure happens without performing RRC connection re-establishment. 
Proposal 2. The UE reports the COUNT value and the DRB ID associated with the IP failure to the gNB for the gNB to decide the cause of IP failure.


