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1 Introduction
For running 36.300 CR, in the latest endorsed version R2-1714285 [1], the security description is captured as below:
- 5G security framework (see subclause x.6);
In latest TS 38.300 v15.1.0 [2], the security section is shown in section 5 Annex. If following 38.300, there may be some issues:
- for LTE/5GC, it was agreed at RAN2#101 that data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15
- TS 38.300 mentions some NR specific wordings, e.g. gNB

In order to solve these issues, we propose to introduce a separate section in TS 36.300, and this section can describe security for LTE/5GC. This TP shows possible changes in TS 36.300.
2 Discussion
***************************start of text proposal***************************
x
Support for 5GC
x.1
General
The E-UTRA connected to 5GC is supported as part of NG-RAN. The E-UTRA can be connected to both EPC and 5GC, and in this case it also supports the same functions as in case of E-UTRA connected to EPC.

The overall architecture of E-UTRA connected to 5GC as part of NG-RAN is described in TS 38.300 [x1], where the term "ng-eNB" is used for E-UTRA connected to 5GC. However, in this specification the term "eNB" is used for both cases unless there is a specific need to disambiguate between eNB and ng-eNB.
E-UTRA connected to 5GC supports the following functions:

- 5G NAS message transport (see subclause 7.3);
- 5G security framework (see subclause x.6);
- Access Control (see TS 38.300 [x1]);
- Flow-based QoS (see TS 38.300 [x1]);
- Network slicing (see TS 38.300 [x1]);
- SDAP (see TS 37.324 [x2]);

- NR PDCP (see TS 38.323 [x3]).
Editor’s Note: The duplication of the description for E-UTRA connected to EPC also applicable to E-UTRA connected to 5GC should be avoided if possible.

<Next modification>
x.6
Security
x.6.1
Overview and Principles

The following principles apply to E-UTRA connected to 5GC security, see 3GPP TS 33.501 [x7]:

-
For user data (DRBs), ciphering;

-
For RRC signalling (SRBs), ciphering and integrity protection;

<Next modification>
14
Security

14.1
Overview and Principles

The following principles apply to E-UTRAN (connected to EPC) security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key). 

-
For SCG bearers in DC, the SeNB keys are cryptographically separated from the eNB keys.

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).
***************************end of text proposal***************************
3 Conclusion

It is proposed to endorse the attached text proposal in the running CR for TS 36.300.
4 References
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5 Annex
13
Security

13.1
Overview and Principles

The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:

-
For user data (DRBs), ciphering and integrity protection;

-
For RRC signalling (SRBs), ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB.

-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;

-
After connection establishment, enabling or disabling integrity protection on a DRB requires a handover.

13.2
Security Termination Points

The table below describes the security termination points.

Table 13.2-1 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	AMF
	AMF

	RRC Signalling
	gNB
	gNB

	User Plane Data
	gNB
	gNB


13.3
State Transitions and Mobility

Security key refresh is not performed at every mobility procedure (i.e. handover), at least for the case of mobility where the PDCP anchor point is not changed.
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