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Introduction
In RAN2#99bis, in Prague, RRC Connection Control procedures were discussed, in particular the handling of the Reject message/procedure (with wait timer). The following has been agreed, as a result of an email discussion triggered in RAN2#99 in Berlin:
Agreements
1	A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).
2	INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).
3	A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)
. . .

Then, because of these agreements, RAN2 has sent an LS to SA3 [1] to check the security concerns with proposals 1 and 2 e.g. due to DoS attach (i.e. rejection to INACTIVE by a fake gNB multiple successive times, and/or with long wait time) and replay attack (i.e. UE transmitting the same MAC-I multiple times).

This contribution briefly analyses the responses from SA3 for this LS (in S3- 180349 [2]) and proposes a way forward for the security on Reject message/procedure.
[bookmark: _Ref178064866]Discussion
RAN2 has requested input from SA3 regarding potential security concerns regarding RAN2 agreement to send an unprotected reject message (with a Wait Timer) to a request message, and also replay attacks from re-using the same I-RNTI and same key to derive the short MAC-I for the subsequent resume request message after a rejection as capture below.
That has been formulated as follows:
“Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values”

In [2], SA3 acknowledges the risk of DoS attack by a fake gNB if Reject message is sent unprotected over SRB0. When such DoS attack occurs, UE (including delay tolerant and normal UEs) can be prevented from transitioning from inactive to connected mode.

[bookmark: _Toc506481792]SA3 acknowledges the risk of DoS attack by a fake gNB if Reject message is sent unprotected over SRB0.
SA3 also comments the relation between wait time values and the severity of a DoS attack. From a security perspective, the timer values should be short enough so that the impact of a possible DoS attack is minimized (although SA3 has no recommendation for exact values of wait timers).

[bookmark: _Toc506481793]SA3 acknowledges that shorter wait times minimizes the severity of DoS attacks when Reject is sent over SRB0, although no recommendation has been provided.

Based on SA3 input, the first open issue that should be discussed in RAN2 is what wait time values are supported when REJECT message sent over SRB0. In our view, we should adopt in NR the same maximum values as in LTE, i.e., 16 seconds, so that the severity of potential DoS attacks remains at least the same as in LTE (not worse). Going more into stage 3 details, one option is to also adopt the LTE solution where 1 second granularity is possible (1, 2, 3, …, 16). Another option is to allow fewer values e.g. 1, 5, 8, 16. As the second option saves only a single bit, and the first option allows to distribute many incoming UEs with different wait times, so they do not come back at the same time, one could assume the LTE solution also for the exact values. Notice that in the running CR for connection control, associated to the following email discussion [101#37][NR] RRC procedures/messages (Ericsson), that issue is currently listed as an open issue.

[bookmark: _Toc506481804][bookmark: _Toc506481831]As in LTE, the maximum waitTime value in REJECT kind of message over SRB0 is 16 seconds.

Another open issue, also reflected in the Connection Control running CR is the following:

Editor’s Note: FFS Whether RRCReject message (or equivalent message) should be defined on SRB1.
 
In our view that relates to the question on whether wait times longer than 16 seconds are to be supported, for a more robust congestion control mechanism upon resume. In our view, if that is to be supported, we must define a solution where RRC Reject message is possibly transmitted in SRB1, so that there is no risk of a fake gNB launching a DoS attack with longer wait times, which would be more severe. However, for Rel-15 we could support only the Reject on SRB0 solution and discuss in further releases enhancements to REJECT functionality, e.g., REJECT over SRB1 with long wait times.

[bookmark: _Toc506481805][bookmark: _Toc506481832]For Rel-15, we do not support REJECT over SRB1 unless RAN2 sees the need to define wait times longer than 16 seconds.

In case both proposals are accepted, we would achieve the following progress in the running CR:

[bookmark: _Toc503260323]–	RRCReject
The RRCReject message is used to reject an RRC connection establishment or an RRC connection resumption.
Signalling radio bearer: SRB0
Editor’s Note: FFS Whether RRCReject may also be sent on SRB1 (and how that affects maximum value for the waitTime).
RLC-SAP: TM
Logical channel: CCCH
Direction: Network to UE
RRCReject message
-- ASN1START
-- TAG-RRCREJECT-START

RRCReject ::=				SEQUENCE {
	criticalExtensions					CHOICE {
		c1									CHOICE {
			rrcReject				RRCConnectionReject-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCConnectionReject-IEs ::=		SEQUENCE {
	-- FFS Confirm value range as defined in LTE (16 seconds, at least for the agreed SRB0 case).
	waitTime							RejectWaitTime,

	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					SEQUENCE{}																OPTIONAL
}

RejectWaitTime ::=						INTEGER (1..ffsValue16)

-- TAG-RRCREJECT-STOP
-- ASN1STOP
Editor’s Note: FFS Whether RRCReject message (or equivalent message) should be defined on SRB1.

Another question from RAN2 to SA3 was the following:
Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”

According to SA3, transmitting REJECT over SRB0 also leads to the risk of replay attack if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection. The impact of the attack would cause the target gNB to fetch the UE context from the source gNB creating an out of synch state between the UE and the network. When the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the network will not recognize the I-RNTI (as it was already used) and the UE will be requested to do NAS level recovery.

[bookmark: _Toc506481794]SA3 acknowledges the risk of replay attacks if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection.

Some companies have proposed in the past to solve this issue by allowing REJECT message over SRB1. However, as we also commented previously, NR must anyway support the transmission of REJECT over SRB0 for IDLE UEs. Hence, allowing in NR the transmission of REJECT over SRB1 would not fully solve the risk of replay attack. 

In our view, the only way to solve the risk of replay attacks is to design a proper security solution of RRC Resume Request message where the security token is refreshed based on dynamic parameters (e.g. radio related parameters such as radio frame, etc.) so that token will be different in both Resume requests even though security parameters are not really transmitted over REJECT message on SRB0. In the connection control running CR that token has been called VarResumeMAC-Input and, the need for discussion on the input to avoid replay attacks is currently reflected as follows:

Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).

 A detailed discussion of the security of RRC Resume Request is provided in [3].

[bookmark: _Toc506481806][bookmark: _Toc506481833]Discuss the avoidance of replay attacks by refreshing security tokens using dynamic parameters (e.g. radio parameters).

In the case RAN2 agrees on that solution/principle, it seems relevant to contact SA3. Also, RAN2 should inform SA3 of possible decisions in this area.

[bookmark: _Toc506481807][bookmark: _Toc506481834]Inform SA3 of RAN2 decisions on security of REJECT message over SRB0.

A DRAFT LS has been provided in [4].

Conclusion
In section 2 and 3 we made the following observations:
Observation 1	SA3 acknowledges the risk of DoS attack by a fake gNB if Reject message is sent unprotected over SRB0.
Observation 2	SA3 acknowledges that shorter wait times minimizes the severity of DoS attacks when Reject is sent over SRB0, although no recommendation has been provided.
Observation 3	SA3 acknowledges the risk of replay attacks if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection.

Based on the discussion in section 2 and 3 we propose the following:
Proposal 1	As in LTE, the maximum waitTime value in REJECT kind of message over SRB0 is 16 seconds.
Proposal 2	For Rel-15, we do not support REJECT over SRB1 unless RAN2 sees the need to define wait times longer than 16 seconds.
Proposal 3	Discuss the avoidance of replay attacks by refreshing security tokens using dynamic parameters (e.g. radio parameters).
Proposal 4	Inform SA3 of RAN2 decisions on security of REJECT message over SRB0.
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