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[bookmark: _Ref504493148]Introduction
In recent RAN2 meetings, significant progress has been made for early data transmission (EDT). Most recent agreements related to the security aspects in UP EDT solution are listed below:
	Agreements (RAN2#99bis and RAN2#100):
· For UP, AS security is resumed before transmitting Msg3, and data transmitted in Msg3 is protected by AS security. 
· The UE shall have NCC prior to indicating EDT.
· UE shall restore the UE context, reactivate security, and re-establish/resume all SRBs/DRBs. The UE shall derive new keys based on the NCC provided in the previous connection. It is FFS in which message NCC is provided in the previous connection. The FFS is pending SA3 feedback.
· Legacy RRCConnectionRelease message with suspend is extended to include NCC in Msg4 when the network wants the UE to move to RRC_IDLE.



In addition, in a LS to RAN2 [1] during SA3#89, SA3 provided reply to RAN2 questions regarding security aspects in UP solution as follows:
Reply LS on Early Data Transmission (S3-173472):
2) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for UL data transmission in Msg3 for user plane CIoT EPS optimisation?

SA3’ answer: No security issues are identified. It is SA WG3's understanding that the said NCC would be sent in the last RRC Connection Suspend/Release message used for suspension of the previous connection.  
3) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for DL data transmission in Msg4 for user plane CIoT EPS optimisation?

SA3’ answer: No security issues are identified.

4) RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption.

SA3’ answer: If UL data from the UE to the eNB is further sent to S-GW before Msg5 is received, the UE is essentially authenticated with only 16-bit shortResumeMAC-I. There is a slight risk that an attacker is able to guess the 16-bit shortResumeMAC-I, construct fake Msg3, and be able to inject data even before the real UE would send Msg3. It is not clear how big risk this would be in practice, but in general, SA3 recommends using 32-bit shortResumeMAC-I, if that is possible. This recommendation is based on SA3's understanding that the current space restrictions in Msg3 would allow using a 32-bit shortResumeMAC-I. If PDCP security could be used already for Msg3 that would be fine as well from SA3's perspective.

After RAN2#101 meeting, different security aspects are discussed in an email discussion [3]. This paper, however, details our view on some of major security topics including calculation of shortResumeMAC-I, UE behaviour upon reception of RRCConnectionReject, enhanced security of Msg3, and handling of NCC.
[bookmark: _Ref178064866]Discussion
Calculation of shortResumeMAC-I
We believe that it is only logical to use the new integrity key for calculation of shortResumeMAC-I (sRMAC-I). Recall SA3's reply-LS above saying that there is no security issue in doing so and further understanding of SA3 that NCC would be sent in the preceding RRC Connection Suspend procedure, i.e., in RRCConnectionRelease [1]. In addition, this is also aligned with recent RAN2 agreement that “The UE shall derive new keys based on the NCC provided in the previous connection” as well as the ongoing NR work on the similar security topic [2].
[bookmark: _Toc505093037][bookmark: _Toc505093097][bookmark: _Toc505245902][bookmark: _Toc505255385][bookmark: _Toc505255804][bookmark: _Toc506521191][bookmark: _Toc510749252]Use new integrity key for calculation of shortResumeMAC-I. 
This also implies that the UE derives AS keys including both integrity and ciphering keys before the calculation of sRMAC-I. It could be left to implementation, whether the UE derives these keys already when the UE receives the RRCConnectionRelease with releaseCause of suspend or later at the transmission of the RRCConnectionResumeRequest.
In case the UE resumes to a target eNB (different from the source eNB), updated AS keys are only available in the source eNB from which the UE suspended the connection. Thus, the target eNB needs to transfer information to source eNB for sRMAC-I verification, similar to what was specified in Rel-13 Suspend/Resume solution. For deciphering UL data, since the target eNB does not have ciphering key when receiving Msg3, it needs to wait for the source eNB to send the NCC, then derives new keys, and deciphers UL data itself. 
It is beneficial if sRMAC-I verification can also be performed by the target eNB rather than by the source eNB. This is possible when the target eNB has UE context before receiving Msg3. In our view, similar to the case of connected mode mobility, the source eNB can pre-populate UE context to potential and trusted eNBs. Pre-population of UE contexts, i.e., including AS security context also helps speed up the resume procedure since the target eNBs with the prepopulated UE contexts will not have to retrieve again from the source eNB whenever receiving Msg3. The candidate nodes can be decided based on, for example mobility history. When the target eNB receives a Msg3, it should perform context fetching only if it does not have the UE context pre-populated by the source eNB.
[bookmark: _Toc505093039][bookmark: _Toc505093099][bookmark: _Toc505245904][bookmark: _Toc505255387][bookmark: _Toc505255806][bookmark: _Toc506521193][bookmark: _Toc510749253]Pre-population of UE context to candidate target eNBs should be possible.
Regarding the length of sRMAC-I, according to the reply LS from SA3 [1], RAN2 should agree to use 32-bit ResumeMAC-I.
[bookmark: _Toc505093040][bookmark: _Toc505093100][bookmark: _Toc505245905][bookmark: _Toc505255388][bookmark: _Toc505255807][bookmark: _Toc506521194][bookmark: _Toc510749254]32-bit ResumeMAC-I is used in RRCConnectionResumeRequest message for EDT.
We note that such extension of the authentication code in the RRCConnectionResumeRequest does not require to define a new message nor critical extension of the message. In our view, it is possible to have a non-critical extension of the RRCConnectionResumeRequest message using the spare bit of the message. 
[bookmark: _Toc510749233]Non-critical extension of the RRCConnectionResumeRequest to facilitate 32-bit ResumeMAC-I is possible.
An example of such extension from Rel-13 version of the RRCConnectionResumeRequest can be as follows:
RRCConnectionResumeRequest-r13-IEs ::=		SEQUENCE {
	resumeIdentity-r13								CHOICE {
		resumeID-r13									ResumeIdentity-r13,
		truncatedResumeID-r13							BIT STRING (SIZE (24))
	},
	shortResumeMAC-I-r13								BIT STRING (SIZE (16)),
	resumeCause-r13									ResumeCause,
	spare											BIT STRING (SIZE (1))
}


RRCConnectionResumeRequest-r15-IEs ::=		SEQUENCE {
	resumeIdentity-r15								CHOICE {
		resumeID-r15									ResumeIdentity-r15,
		truncatedResumeID-r15							BIT STRING (SIZE (24))
	},
	shortResumeMAC-I-r15								BIT STRING (SIZE (16)),
	resumeCause-r15									ResumeCause,
	resumeExtension-r15 ::=					SEQUENCE {
		resumeMAC-I-MSBs-r15							BIT STRING (SIZE (16)),
		resumeExtensionsFuture							SEQUENCE {}	
	} OPTIONAL
}

There is an interesting security aspect in transmission of Msg3 with UL data in case the UE is indicated to return to idle after Msg4. Currently, the sRMAC-I is calculated based on a set of input parameters including cell identity of the target eNB, physical cell ID of the source eNB, and the C-RNTI when the UE was with the source eNB (TS 36.331) as below.
VarShortResumeMAC-Input UE variable
-- ASN1START

VarShortResumeMAC-Input-r13 ::=		SEQUENCE {
	cellIdentity-r13						CellIdentity,
	physCellId-r13							PhysCellId,
	c-RNTI-r13								C-RNTI,
	resumeDiscriminator-r13					BIT STRING(SIZE(1))
}

-- ASN1STOP
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[bookmark: _Ref504488826]Figure 1: Example of signaling flow with context pre-population
The current way the sRMAC-I is calculated does allow the eNB to know if it was produced by a legitimate UE but does not allow to know if it was sent by a legitimate UE. In other words, the eNB is unable to detect replayed Msg3 by verifying sRMAC-I. An example for replay attack is when the resume request is rejected, and the UE is put to idle (suspended). Since the eNB provides a new resumeID in the RRCConnectionRelease with suspend cause in Msg4 in response to the replayed Msg3, when the legitimate UE tries random access again, his context no longer exists since his resumeID is obsolete.
[bookmark: _Toc498360896][bookmark: _Toc498557259][bookmark: _Toc498650989][bookmark: _Toc498647634][bookmark: _Toc498648624][bookmark: _Toc498654174][bookmark: _Toc498654177][bookmark: _Toc498661847][bookmark: _Toc505093002][bookmark: _Toc505245887][bookmark: _Toc505255393][bookmark: _Toc510749234]With legacy shortResumeMAC-I, replayed Msg3 is possible.
To increase the chance for the eNB to detect such replay attacks, in addition to existing input parameters, the shortResumeMAC-I can be associated with a freshness parameter such as the Temporary C-RNTI assigned to the UE in Msgs and/or frame number. Since the Temporary C-RNTI is updated every access attempt, when a replay attack of the resume request is with an obsolete Temporary C-RNTI, it can be detected by the eNB.
[bookmark: _Toc498360640][bookmark: _Toc498557270][bookmark: _Toc498642259][bookmark: _Toc498642272][bookmark: _Toc498639172][bookmark: _Toc498650984][bookmark: _Toc498650999][bookmark: _Toc498648638][bookmark: _Toc498654169][bookmark: _Toc498654187][bookmark: _Toc498661842][bookmark: _Toc505093041][bookmark: _Toc505093101][bookmark: _Toc506521195][bookmark: _Ref510017484][bookmark: _Toc510749255][bookmark: _Toc505245906][bookmark: _Ref505254400][bookmark: _Toc505255389][bookmark: _Toc505255808]Include a freshness parameter in the calculation of shortResumeMAC-I to enhance authenticity of the resume request. 
RRCConnectionReject
In case the UE receives a RRCConnectionReject in response to the RRCConnectionResumeRequest with UL data, UE should perform actions as in legacy (Rel-13 UP solution). This means the UE shall not clear the stored NCC in case it is rejected with a suspend indication. We think that clearing NCC prevents the UE from making new resume attempts since the UE needs to start over the connection establishment. We also see the risk of replay attack if the NCC is not cleared, i.e., when UE tries to resume to the same cell, as discussed earlier. However, this can be mitigated using e.g., the solutions proposed in Proposal 4 and Proposal 6. Thus, the UE should perform actions as in legacy (Rel-13) upon reception of a RRCConnectionReject with suspend cause, i.e., not clearing the stored NCC.
[bookmark: _Toc510749256]The UE shall not clear the stored NCC if it receives a RRCConnectionReject with suspend cause in response to a RRCConnectionResumeRequest for EDT. 
Since the network suspended the connection, it is assumed that the network has UE context including security context. Note that AS keys are associated with the target cell information (TS33.401, Annex A) and thus even with the same value of NCC, AS keys would be different in case the UE resumes to a different cell. In our view, after a reject, the UE shall derive integrity key when resuming again. This derivation is based on the “derived key” KeNB* which is derived from a “base key” (current KeNB or adjusted NH associated with the stored NCC) indicated by the source cell. Therefore, depending on whether it resumes to the same cell or different cell after a reject, the UE shall use currently stored key or new key for calculation of the sRMAC-I.
[bookmark: _Toc510749257]After a reject, depending on whether the UE resumes to the same cell or different cell, it uses currently stored key or new key for calculation of shortResumeMAC-I.
[bookmark: _Ref498530821]Integrity protection of UL data in Msg3
Another security aspect is possible modifications of user data in Msg3, i.e., Man-in-the-middle (MiM) attack. Since UP is not integrity protected, an attacker may change user data in Msg3, for example, by flipping data bits. We note that the MiM attack on Msg3 is different from that on data transmissions in legacy LTE. In legacy LTE, data transmissions only take place after the eNB has verified that the UE is legitimate one by means of integrity protection. However, since Msg3 with UL data is not integrity protected, both replay and MiM attacks could be performed by the same attacker. Note also that the inclusion of freshness parameter in Proposal 4 only helps limit rather than prevent replay attacks. As a result, the eNB may forward the faked data to S-GW.
On top of freshness parameter to enhance user authenticity, protection of UL data can be enhanced by including UL data in the calculation of sRMAC-I. However, in case the context fetch is needed, transferring actual data between target and source eNBs is not preferable. Considering X2 signaling overhead, variable size of X2 message, and enhanced integrity of transmitted data, it would be more beneficial to include a hash value/code of UL data in the calculation of sRMAC-I.
[bookmark: _Toc506521196][bookmark: _Ref510017496][bookmark: _Toc510749258][bookmark: _Toc505093042][bookmark: _Toc505093102][bookmark: _Toc505245907][bookmark: _Toc505255390][bookmark: _Toc505255809]Include UL data or its hash code in the calculation of shortResumeMAC-I to integrity protect user data. 
NCC
[bookmark: _Hlk509582054]There is an ongoing discussion on which RRC message the NCC should be provided and whether it should be provided in different ways [3]. Based on relevant agreements from RAN2#100 and the input from SA3 in their LS during SA#89 (S3-173472), the NCC should be provided in the RRCConnectionRelease with suspend, if possible. However, in case the eNB and/or UE does not support the transmission/reception of such a release message, the legacy (Rel-13) behavior should be assumed. This release message can be sent in Msg4 during a EDT procedure or during the preceding suspend procedure (i.e., not Msg4). In case a EDT capable UE was suspended without being provided NCC in RRCConnectionRelease, e.g., when the UE is with a legacy eNB, the UE shall not initiate EDT and shall perform the pre-Rel-15 resume procedure.
[bookmark: _Ref510018089][bookmark: _Toc510749259]The eNB always provides the NCC in the RRCConnectionRelease with suspend, if possible.
[bookmark: _Toc510749260]If the UE was suspended without being provided NCC in RRCConnectionRelease, the UE shall not initiate EDT.
Another issue is when the UE receives a legacy RRCConnectionResume message in Msg4 in response to the RRCConnectionResumeRequest with UL data in Msg3. In this case, the UE receives an NCC as the mandatory IE in the RRCConnectionResume from target eNB. However, the UE has received another NCC value from the source eNB in the RRCConnectionRelease during preceding suspend procedure. If Proposal 7 is agreed, the two values of NCC are supposed to be the same (i.e., the NCC is transferred to target eNB from source eNB during context fetching after Msg3). Since UE has already re-activated AS security before Msg3 transmission, the UE should ignore the NCC received in the RRCConnectionResume.
[bookmark: _Toc510749261]The UE ignores the NCC in the RRCConnectionResume, which is received in response to the RRCConnectionResumeRequest with UL data.
Conclusion
In section 2 we made the following observations:
Observation 1	Non-critical extension of the RRCConnectionResumeRequest to facilitate 32-bit ResumeMAC-I is possible.
Observation 2	With legacy shortResumeMAC-I, replayed Msg3 is possible.

Based on the discussion in section 2 we propose the following:
Proposal 1	Use new integrity key for calculation of shortResumeMAC-I.
Proposal 2	Pre-population of UE context to candidate target eNBs should be possible.
Proposal 3	32-bit ResumeMAC-I is used in RRCConnectionResumeRequest message for EDT.
Proposal 4	Include a freshness parameter in the calculation of shortResumeMAC-I to enhance authenticity of the resume request.
Proposal 5	The UE shall not clear the stored NCC if it receives a RRCConnectionReject with suspend cause in response to a RRCConnectionResumeRequest for EDT.
Proposal 6	After a reject, depending on whether the UE resumes to the same cell or different cell, it uses currently stored key or new key for calculation of shortResumeMAC-I.
Proposal 7	Include UL data or its hash code in the calculation of shortResumeMAC-I to integrity protect user data.
Proposal 8	The eNB always provides the NCC in the RRCConnectionRelease with suspend, if possible.
Proposal 9	If the UE was suspended without being provided NCC in RRCConnectionRelease, the UE shall not initiate EDT.
Proposal 10	The UE ignores the NCC in the RRCConnectionResume, which is received in response to the RRCConnectionResumeRequest with UL data.
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