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1. Introduction

At RAN2#101 RAN2 made the following agreement and working assumption for resume [1]:

Agreements

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

=>
Include in previous offline whether Msg 3 is protected with old key or new.

2
Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

Working assumption:

1
NCC provided when the connection is suspended

2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.

Further, there was offline for harmonization of resume and re-establishment of procedure which resulted in the following update [1]:

	Update from offline: Some agreement that it would be possible to resume DRBs with the re-establishment, I-RNTI question to be addressed after making more progress on the message content.

=>
Content of the messages will be progressed based on the assumption of separate messages and procedures

=>
Resuming the DRBs in re-establishment can be considered further


In this contribution, we review the security activation in LTE re-establishment and propose our view for security in NR for re-establishment. 
2. Discussion

2.1 Re-cap of LTE re-establishment

In LTE re-establishment procedure was introduced in Rel-8 with the intention to re-establish the RRC connection, which involves the resumption of SRB1 operation, the re-activation of security and the configuration of only the PCell. The re-establishment procedure is triggered in following conditions: a) upon detecting RLF, b) upon HO failure, c) mobility from E-UTRA failure, d) IP check failure on SRB and e) RRC connection re-configuration failure [2]. The trigger conditions for the re-establishment procedure in NR would remain same as in LTE except condition c) where it may be mobility from NR failure. The purpose of such procedure (i.e. mobility from NR) would be to move a UE in RRC_CONNECTED on a NR cell to a LTE cell. It can be observed that re-establishment procedure can be triggered by UE having active security. For NR it needs to be discussed further apart from resumption of SRB1 operation, whether SRB2 and DRBs can be resumed with the re-establishment procedure. 
Observation#1: For NR it needs to be discussed further apart from resumption of SRB1 operation, whether SRB2 and DRBs can be resumed with the re-establishment procedure.
2.2 Re-cap of NR INACTIVE 
Even though good progress has been achieved for NR INACTIVE in RAN2 and RAN3, the exact RRC messages for the resume procedure are still under discussion. Harmonization of the re-establishment and resume messages and procedure is discussed separately in companion contribution [3]. Also, Xn procedure for UE context retrieval can be harmonized for re-establishment and resume. Details are provided in RAN3 contribution [4]. The purpose of the resume procedure is to resume an RRC connection which involves resuming SRB(s) and DRB(s) or perform an RNA update. The resume procedure is triggered in following conditions when the UE is in INACTIVE state a) arrival of UL data, b) responding to RAN paging and c) RNA update triggered. Even though the trigger conditions for re-establishment and resume are different the final outcome is same i.e. resumption of RRC connection.

Observation#2:  Even though the trigger conditions for re-establishment and resume are different the final outcome is same i.e. resumption of RRC connection.

2.3 Transmission of Re-establishment Request message in LTE
The UE actions related to transmission of re-establishment request message from TS 36.331 is pasted below [2]. 

	5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

Except for NB-IoT, if the procedure was initiated due to radio link failure or handover failure, the UE shall:

1>
set the reestablishmentCellId in the VarRLF-Report to the global cell identity of the selected cell;

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source PCell (handover and mobility from E-UTRA failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);
2>
set the physCellId to the physical cell identity of the source PCell (handover and mobility from E-UTRA failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:
3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input (or VarShortMAC-Input-NB in NB-IoT);

3>
with the KRRCint key and integrity protection algorithm that was used in the source PCell (handover and mobility from E-UTRA failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and
3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

…….

……..


Based on the yellow highlighted text it can be observed for the calculation of MAC-I, when the re-establishment is triggered due to b) upon HO failure or c) mobility from E-UTRA failure the security key in the source PCell is used and for UE ID the C-RNTI, PCI is of the source PCell. For other conditions i.e. a) upon detecting RLF, d) IP check failure on SRB and e) RRC connection re-configuration failure as highlighted in green the security key in the current PCell is used for MAC-I calculation and the UE ID is set to C-RNTI, PCI of the current PCell.
Observation#3: Security key in the source PCell is used for MAC-I calculation and UE ID set C-RNTI, PCI from the source PCell when re-establishment is triggered upon HO failure or mobility from E-UTRA failure conditions.

Observation#4: Security key in the current PCell is used for MAC-I calculation and UE ID set C-RNTI, PCI from the current PCell when re-establishment is triggered upon RLF failure, IP check failure or Re-configuration failure conditions.

In NR for the HO cases, the re-establishment procedure should handle HO failure case regardless of the target is unprepared or prepared [4]. This can be handled based on the UE ID i.e. C-RNTI, PCI combination. However, the security key can be refreshed for all conditions with the transmission of re-establishment request message (i.e. MSG 3) without waiting for receiving the NCC in the re-establishment message (i.e. MSG 4) like in LTE. This can be accomplished based on horizontal key derivation where the UE updates the security key using the active security key depending on the trigger condition as follows: 

New key (KgNB*) = KDF[KgNB_source_PCell, (PCI, 5G-ARFCN-DL) of re-establish_attempt_cell] for HO failure or mobility from NR failure
New key (KgNB*) = KDF[KgNB_current_PCell, (PCI, 5G-ARFCN-DL) of re-establish_attempt_cell] for RLF failure,  IP Check failure or Re-configuration failure
The MAC-I can then be calculated based on the new key. This is aligned with the working assumption for resume where the new key is used to calculate the MAC-I. After the UE is verified the new key is used by the re-establish attempt cell to protect MSG4. There is no need to include NCC in MSG4 since the UE has already updated the security key. It should then also be possible to resume SRB2 and DRB(s) similar to resume. Therefore we propose the following:
Proposal#1a: The MAC-I calculation for re-establishment conditions is based on new key similar to resume case.

Proposal#1b: The new key for all re-establishment conditions is based on horizontal key derivation.

Proposal#1c: After UE verification, the new key is used to protect MSG4 and there is no need to include NCC in MSG4.

Proposal#1d: SRB(s) and DRB(s) can be resumed for all re-establishment trigger conditions. 

3. Conclusion
Based on above discussion RAN2 is requested to discuss the following observations and agree the proposals:

Observation#1: For NR it needs to be discussed further apart from resumption of SRB1 operation, whether SRB2 and DRBs can be resumed with the re-establishment procedure.
Observation#2:  Even though the trigger conditions for re-establishment and resume are different the final outcome is same i.e. resumption of RRC connection.

Observation#3: Security key in the source PCell is used for MAC-I calculation and UE ID set C-RNTI, PCI from the source PCell when re-establishment is triggered upon HO failure or mobility from E-UTRA failure conditions.

Observation#4: Security key in the current PCell is used for MAC-I calculation and UE ID set C-RNTI, PCI from the current PCell when re-establishment is triggered upon RLF failure, IP check failure or Re-configuration failure conditions
Proposal#1a: The MAC-I calculation for re-establishment conditions is based on new key similar to resume case.

Proposal#1b: The new key for all re-establishment conditions is based on horizontal key derivation.

Proposal#1c: After UE verification, the new key is used to protect MSG4 and there is no need to include NCC in MSG4.

Proposal#1d: SRB(s) and DRB(s) can be resumed for all re-establishment trigger conditions. 

5.  References

[1] R2-180xxxx, RAN2 Chairman Notes, RAN2#101, Athens, Greece.

[2] 3GPP TS 36.331; TSG RAN; E-UTRA; RRC Protocol specification.

[3] R2-180xxxx, Connection control messages, harmonised initial baseline, Samsung.
[4] R3-181760, UE Context Fetch Procedure, Samsung.
