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Introduction
During RAN2#101, handling of Integrity protection failure for at the UE was discussed.  The offline meeting report was captured in R2-1804010.  The following agreements and open issue were captured on this topic:
2:	Any data packet failing integrity check is discarded by PDCP.
FFS: After detecting [N] IP failures the UE reports the failure to the network.
FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.

This document discusses the topic further.
Discussion
Integrity protection (IP) failure can happen due to a number of reason such as error undetected by CRC check, HFN desync, man in the middle attack manipulating or injecting data packets or a fraud basestation without access to UP security keys transmitting data to the UE.  As discussed previously, it is not possible for the UE to detect the cause of the IP failure (though it could sometimes be inferred).
In all cases, as already agreed, UE will discard the packet subject to IP failure.  PDCP SN is not updated.  Hence the packets that fail the IP check are not causing any harm from the upper layer perspective.  The most the attack can achieve is a denial of service attack.  With any denial of service attack over the radio, if the impact is limited to the period of attack, no solution is considered necessary as a simple jamming can achieve the same result.  Only denial of service that has lasting effect beyond the period of attack could benefit from some action. More detailed analysis on other aspects for each of the possible failure cases is analysed below.
	Type of failure
	Nature of failure
	Best recovery action
	Comments

	Failure of L1 CRC check to detect errors
	Occasional
	Discard.  No further action needed.
	A failure in a transport block can result in a number of packets in one or more DRBs subject to IP check failure

	IP check failure of a few packets either due to packet injection or manipulation
	Only the attacked packets
	Discard the packets
	From the security point of view, no further action is needed beyond discarding the packets.  

	HFN mismatch due to normal error
	All packets after HFN desync on a DRB
	Release/add RRC connection or DRB 
	Since this impacts only one DRB, if UE indicate failure for a single DRB it is possible to report this to network over SRB, allowing network to take corrective action to can release/add the DRB.
However, this failure is not due to security issue and HFN desync should be quite rare and need for any solution should be discussed separately.

	HFN mismatch due to intruder manipulating packets on a DRB but UE is still connected to normal gNB for SRB.  The intruder has to manipulate 2^SN size number of packets to cause a desync.
	All manipulated packets in the DRB and all subsequent packets after HFN desync. It is a denial of service attack that has more lasting impact.
	Release/add DRB or cell selection
	Since this impacts only one DRB, it is possible to report this to network over SRB, possibly allowing network to take corrective action.  If UE indicate failure for a single DRB, network can release/add the DRB.  However,
1) If an intruder can manipulate packets in a DRB, it also quite possible that to prevent IP failure reporting from being sent to network or the corrective action from being delivered to the UE. In general, it is an unrealistic scenario that the UE is connected to (and in coverage of) the genuine gNB for SRB while it is connected to a fraud base station only from DRB perspective. 
2) It is quite a difficult kind of attack to manipulate 2^SN size number of packets.
3) Releasing and adding new DRB may not help if the attacker continues to inject packets on the new DRB. 

	Fraud Basestation
	All packets during the attack
	Cell selection with call re-establishment
	The impact is denial of service during the period of attack.  Since packets do not cause damage, and reporting failure does not reach the real basestation, no action is possible or useful other than to do cell selection.  In any case, when the attack stops, UE will connect back to the real basestation. However, one risk with the above action is that the attacker could also setup a fraud base station (e.g. belonging to a less secure RAT such as the old GSM base stations) which if the UE selects may compromise the security even further if cell selection is specified as the defined UE behaviour. 



From the above analysis, the following observations can be made:
Observation #1: Discarding IP check failed packets achieves the purpose of using integrity protection (i.e. this ensures that data from non-authentic sources do not reach upper layers).
Observation #2:  The only possible denial of service attack that has long term impact is the man-in-the-middle manipulation of 2^SN size packets to cause an HFN desync (which is quite difficult).   
In terms of reporting to network for security recovery, the following observations can be made:
Observation #3: Simple DRB IP failure reporting does not help recovery. 
Observation #4: Specifying a UE behaviour of cell selection to another cell (e.g., by barring the cell in which the error happened)may lead to other security vulnerabilities if it is towards a less secure RAT.  
Another motivation for reporting mentioned offline was not for recovery but just to inform network about the attack.  However, as discussed above, a single indication may not reach the network and hence does not help.  Repeated failure indications until acknowledged by the network is necessary.  Further, the failure could also be due to CRC undetected error which could be misreported as security attack.
Observation#5: Reporting an IP failure on its own does not help either for recovery or for network information.  
Observation #6: Detecting and defining mechanisms to differentiate between CRC check failure and security attack, and defining repetition mechanisms to ensure network receives the indication adds fair amount of complexity for little gain.
Proposal #1: No failure indication is defined when IP check failure is detected at the UE, either for recovery or network information.

[bookmark: _GoBack]Summary and proposals
The document looked at failure of integrity check for DRBs with possible cause and recovery mechanism.   The following observations and proposals are made:
Observation #1: Discarding IP check failed packets achieves the purpose of using integrity protection (i.e. this ensures that data from non-authentic sources do not reach upper layers).
Observation #2:  The only possible denial of service attack that has long term impact is the man-in-the-middle manipulation of 2^SN size packets to cause an HFN desync (which is quite difficult).   
Observation #3: Simple DRB IP failure reporting does not help recovery. 
Observation #4: Specifying a UE behaviour of cell selection to another cell (e.g., by barring the cell in which the error happened)may lead to other security vulnerabilities if it is towards a less secure RAT.  
Observation#5: Reporting an IP failure on its own does not help either for recovery or for network information.  
Observation #6: Detecting and defining mechanisms to differentiate between CRC check failure and security attack, and defining repetition mechanisms to ensure network receives the indication adds fair amount of complexity for little gain.
Proposal #1: No failure indication is defined when IP check failure is detected at the UE, either for recovery or network information.
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