
3GPP TSG-RAN WG2 Meeting #101bis 
R2-1804931
Sanya, 16th February – 20th March 2018 
        
Agenda item:
10.4.1.7.2
Source:
Nokia, Alcatel-Lucent Shanghai Bell
Title:
Security details in RRC_INACTIVE
WID/SID:
NR_newRAT-Core - Release 15
Document for:
Discussion and Decision

1
Introduction
In the RAN2#101 we agreed following related to security of RRC_INACTIVE:
Working assumption:

1
NCC provided when the connection is suspended

2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.

Agreements

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

=>
Include in previous offline whether Msg 3 is protected with old key or new.

2
Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

In this paper we consider some aspects that have not been discussed so far – especially related to message harmonization and possible impacts to security framework.
2
Discussion
It is already agreed (pending SA3 confirmation) that NCC can be provided in the suspend message i.e. the message moving UE from RRC_CONNECTED to RRC_INACTIVE. If we agree to harmonize resume and re-establishment procedures then UE would need the same “new key” (i.e. NCC) information already prior the moving to INACTIVE as the re-establishment will only occur in RRC_CONNECTED state. Thus, the NCC should be provided to UE when the RRC connection is established the first time. 

In case of re-establishment, the UE context is used by or retrieved from the gNB where the UE was in RRC_CONNECTED state i.e. one needs to provide sufficient information to NW in the re-establishment procedure to identify the gNB (similar to anchor gNB in RRC_INACTIVE) and some sort of UE context identity to get the context from the gNB. This seems to resemble the resume procedure requirements very much, where the I-RNTI is used as the identifier for the UE context. 

The derivation of “UE context identity” can be left to NW implementation (i.e. up to NW to decide how the “identity” information in the resume/reestablishment message is derived) as long as UE is provided this information so that it is readily available at the UE during RRC_CONNECTED state. In order to enable this for connected mode UE needs to be provided context identity in RRC reconfiguration message i.e. NW can update information at handover if seen necessary, but is not required to do so.

Observation 1: UE context identity information for resume/re-establishment can be derived in a similar way.

Observation 2: In order to support re-establishment use case, the context identity information needs to be provided in the connection reconfiguration message

Additionally, UE needs to be provided information how to derive new keys in case of resume and/or re-establishment. For resume use case, we have already agreed to provide NCC in the resume message together with the “context identity”. If one provides this security information in the same message as the context identity then UE can derive new keys for re-established connection.

Proposal 1: Allow provision of context identity (I-RNTI) and NCC in the reconfiguration message – Contents of the IEs should be similar to resume message contents

3
Conclusion
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