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Introduction
SA3 have decided that [1]:
[bookmark: _Hlk510619431][bookmark: _GoBack]Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.
During RAN2#99 it was agreed:
Agreements for NG-EN-DC and NE-DC and NR SA 
1	 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.
Furthermore, during RAN2#101, it was agreed:
Agreements
1	If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.
2	If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.
Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.
This contribution discusses how to achieve this per DRB configuration of ciphering and integrity protection with minimal signaling overhead.
[bookmark: _Ref178064866]Discussion
In LTE, ciphering of DRBs and SRBs are mandatory, while integrity protection is only applied for SRBs. Therefore, there were no need to signal this configuration to the UE. For NR, it has been agreed that ciphering (confidentially protection) will be optional for both DRBs and SRBs, while integrity protection will be mandatory for applicable SRBs (SRB1, SRB2, and SRB3) but optional for DRBs.
Currently, in TS 38.331, configurations for integrity protection have been introduced to the pdcp-Config for DRBs [2].
PDCP-Config information element
[bookmark: _Hlk510618990]-- ASN1START
-- TAG-PDCP-CONFIG-START

PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 					OPTIONAL, -- Cond Setup
		pdcp-SN-SizeUL			ENUMERATED {len12bits, len18bits}		OPTIONAL, -- Cond Setup2
		pdcp-SN-SizeDL			ENUMERATED {len12bits, len18bits}		OPTIONAL, -- Cond Setup2
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			uplinkOnlyROHC			SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0006			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			...
		},
		integrityProtection		ENUMERATED { enabled }			OPTIONAL,	-- Cond ConnectedTo5GC
[bookmark: _Hlk510619754]		statusReportRequired	ENUMERATED { true }				OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN
	}															OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId					OPTIONAL,	-- Need R
			logicalChannel			LogicalChannelIdentity		OPTIONAL	-- Need R
		},
		ul-DataSplitThreshold	UL-DataSplitThreshold 			OPTIONAL, -- Cond SplitBearer						
		pdcp-Duplication			ENUMERATED { true }			OPTIONAL	-- Need R
	}															OPTIONAL, -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40, ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750, ms3000, spare28, spare27, spare26, spare25, spare24, spare23, spare22, spare21, spare20, spare19, spare18, spare17, spare16, spare15, spare14, spare13, spare12, spare11, spare10, spare09, spare08, spare07, spare06, spare05, spare04, spare03, spare02, spare01 }		OPTIONAL, -- Need S

	
	...
}

UL-DataSplitThreshold ::= ENUMERATED {b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800,b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400, b6553600, infinity, spare8, spare7, spare6, spare5, spare4, spare3, spare2, spare1}

-- TAG-PDCP-CONFIG-STOP
-- ASN1STOP

[bookmark: _Toc510541291][bookmark: _Toc510610192][bookmark: _Toc510626471][bookmark: _Toc510627469][bookmark: _Toc510687574][bookmark: _Toc510693110][bookmark: _Toc510693966]Integrity protection is already possible to configure per DRB in the pdcp-config IE.
To be able to configure the ciphering, both for the DRBs and the SRBs, a new parameter need to be added e.g. to the pdcp-config. 
[bookmark: _Toc510540643][bookmark: _Toc510541165][bookmark: _Toc510541205][bookmark: _Toc510610195][bookmark: _Toc510626467][bookmark: _Toc510627472][bookmark: _Toc510687566][bookmark: _Toc510687570][bookmark: _Toc510693106][bookmark: _Toc510693962]To enable ciphering configuration and reconfiguration for DRBs and SRBs, a new parameter should be added to pdcp-config.
Even though it is possible to modify the ciphering settings during each radio bearer modification the likely scenario is that a UE is initially configured with a security setting and only seldom need to change the settings. Therefore, the signaling overhead to maintain the current security configurations should be minimized.
[bookmark: _Toc509920714][bookmark: _Toc510007274][bookmark: _Toc510036527][bookmark: _Toc510097950][bookmark: _Toc510541170][bookmark: _Toc510541292][bookmark: _Toc510610193][bookmark: _Toc510626472][bookmark: _Toc510627470][bookmark: _Toc510687575][bookmark: _Toc510693111][bookmark: _Toc510693967]The signaling overhead to maintain the ciphering configurations should be minimized.
Even though the configuration of ciphering will be configurable per radio bearer, a clear majority of UEs will use the same configurations as in LTE i.e. ciphering activated.
[bookmark: _Toc510007275][bookmark: _Toc510036528][bookmark: _Toc510097951][bookmark: _Toc510541171][bookmark: _Toc510541293][bookmark: _Toc510610194][bookmark: _Toc510626473][bookmark: _Toc510627471][bookmark: _Toc510687576][bookmark: _Toc510693112][bookmark: _Toc510693968]A clear majority of UEs will use DRB and SRB ciphering.
As only a small fraction of the UEs will need to configure a UE to not use ciphering possibly only for a subset of the radio bearers, it would be beneficial to only signal this configuration if the radio bearers should use a non-default setting. One such scenario could be the case of Integrated Access Backhauling, where it may be desirable to disable the ciphering over the bearers of the backhaul links, as the data packets are already protected by the PDCP of the end nodes [3]. Otherwise, every radio bearer configuration would need to add the parameters as an extension to the IE, incurring at least an additional 16 bits per configured DRB. 
[bookmark: _Toc510007271][bookmark: _Toc510036530][bookmark: _Toc510036877][bookmark: _Toc510097948][bookmark: _Toc510540645][bookmark: _Toc510541167][bookmark: _Toc510541207][bookmark: _Toc510610197][bookmark: _Toc510626468][bookmark: _Toc510627473][bookmark: _Toc510687567][bookmark: _Toc510687571][bookmark: _Toc510693107][bookmark: _Toc510693963]A radio bearer using default ciphering settings should not need to signal this.
Thus, the ciphering settings should be included as optional extensions, with the configurations maintained if not included. During radio bearer setup or reconfiguration to NR PDCP, the UE should use default configuration (i.e. ciphering enabled). 
[bookmark: _Toc510541168][bookmark: _Toc510541208][bookmark: _Toc510610198][bookmark: _Toc510626469][bookmark: _Toc510627474][bookmark: _Toc510687568][bookmark: _Toc510687572][bookmark: _Toc510693108][bookmark: _Toc510693964]If the ciphering parameter is added as an extension to pdcp-config, this should only be included during setup if the UE should not use ciphering, and during reconfiguration if the UE should change the ciphering setting. 
If the new ciphering parameter can be included before the extension marker (non-backward compatible), it may be included as an optional Enumerated ( enabled ) with need code R, instead of an optional Boolean as this would not incur the overhead associated with the extension marker.
A text proposal to TS 38.331 is provided in section 3.
[bookmark: _Toc510626470][bookmark: _Toc510627475][bookmark: _Toc510687569][bookmark: _Toc510687573][bookmark: _Toc510693109][bookmark: _Toc510693965]Adopt the text proposal to TS 38.331

[bookmark: _Ref189046994]Text Proposal
START OF FIRST CHANGE
[bookmark: _Toc510018492][bookmark: _Hlk504049857][bookmark: _Hlk504055217]5.3.5.6.3	SRB addition/modification
The UE shall:
1>	for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration (SRB establishment or reconfiguration from E-UTRA PDCP to NR PDCP):
2>	establish a PDCP entity and configure it with the security integrity protection algorithms according to securityConfig and apply the keys (KRRCenc and KRRCint) associated with the KeNB/S-KgNB as indicated in keyToUse, if applicable;
2>	if the current UE configuration as configured by E-UTRA in TS 36.331 includes an SRB identified with the same srb-Identity value:
3>	associate the E-UTRA RLC entity and DCCH of this SRB with the NR PDCP entity;
3>	release the E-UTRA PDCP entity of this SRB;
2>	set the parameter ciphering to enabled;
2>	if the pdcp-Config is included:
3>	if the ciphering is included in the pdcp-config:
4>	set the parameter ciphering to the received value;
3>	configure the PDCP entity in accordance with the received pdcp-Config;
2>	else:
3>	configure the PDCP entity in accordance with the default configuration defined in 9.2.1 for the corresponding SRB;
2 > if the ciphering is enabled:
3> 	configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the keys (KRRCenc) associated with the KeNB/S-KgNB as indicated in keyToUse, if applicable;
2 > else:
3>	configure the PDCP entity to not apply any ciphering algorithms;
1>	for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:
2>	if the pdcp-Config is included:
3>	if the ciphering is included in the pdcp-config:
4>	set the parameter ciphering to the received value;
2>	if reestablishPDCP is set:
3>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the KeNB/S-KgNB as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3 > if the ciphering is enabled:
34>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3 > else:
4>	configure the PDCP entity to not apply any ciphering algorithms;
3>	re-establish the PDCP entity of this SRB as specified in 38.323 [5];
2>	else, if discardOnPDCP is set:
3>	trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.

END OF FIRST CHANGE

START OF SECOND CHANGE
5.3.5.6.5	DRB addition/modification
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>	if the ciphering is included in the pdcp-config:
3>	set the parameter ciphering to the received value;
2> else:
3>	set the parameter ciphering to enabled;
 2 > if the ciphering is enabled:
23>	configure the PDCP entity with the security ciphering algorithms according to securityConfig and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUse;
2 > else:
3>	configure the PDCP entity to not apply any ciphering algorithms;
2 > if the integrityProtection is enabled:
3>	configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the keys (KUPint) associated with the KeNB/S-KgNB as indicated in keyToUse;
2 > else:
3>	configure the PDCP entity to not apply any integrity protection algorithms;
2>	if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:
3> associate the established DRB with the corresponding eps-BearerIdentity
2> else:
3>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
[bookmark: _Hlk504049923]2>	if the pdcp-Config is included:
3>	if the ciphering is included in the pdcp-config:
4>	set the parameter ciphering to the received value;
3>	if the integrityProtection is included in the pdcp-config:
4>	set the parameter integrityProtection to the received value;
2>	if reestablishPDCP is set:
3 >	if the ciphering is enabled:
34>	configure the PDCP entity to apply the ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE; 
3 > else:
4>	configure the PDCP entity to not apply any ciphering configuration;
3 >	if the integrityProtection is enabled:
4>	configure the PDCP entity to apply the integrity protection algorithm and KUPint key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3 >	else:
4>	configure the PDCP entity to not apply any integrity protection configuration;
3>	re-establish the PDCP entity as specified in 38.323 [5], section 5.1.2;
2>	else, if recoverPDCP is set:
3>	trigger the PDCP entity to perform data recovery as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE 1:	Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB KgNB or vice versa) or modify the application of security configurations, the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4: 	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.

END OF SECOND CHANGE

START OF THIRD CHANGE
[bookmark: _Toc510018642]–	PDCP-Config 
The IE PDCP-Config is used to set the configurable PDCP parameters for signalling and data radio bearers.
PDCP-Config information element
-- ASN1START
-- TAG-PDCP-CONFIG-START

PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 													OPTIONAL, -- Cond Setup
		pdcp-SN-SizeUL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		pdcp-SN-SizeDL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			uplinkOnlyROHC			SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0006			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			...
		},
		integrityProtection		ENUMERATED { enabled }														OPTIONAL,	-- Cond ConnectedTo5GC
		statusReportRequired	ENUMERATED { true }															OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN
	}																											OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId											OPTIONAL,	-- Need R
			logicalChannel			LogicalChannelIdentity								OPTIONAL	-- Need R
		},
[bookmark: _Hlk505682973]		ul-DataSplitThreshold	UL-DataSplitThreshold 									OPTIONAL, -- Cond SplitBearer						
[bookmark: _Hlk508823599]		pdcp-Duplication			ENUMERATED { true }													OPTIONAL	-- Need R
	}																										OPTIONAL, -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40, ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
									ms3000, spare28, spare27, spare26, spare25, spare24, spare23, spare22, spare21, spare20,
									spare19, spare18, spare17, spare16, spare15, spare14, spare13, spare12, spare11, spare10, spare09,
									spare08, spare07, spare06, spare05, spare04, spare03, spare02, spare01 }		OPTIONAL, -- Need S

	
	...,
	[[
	ciphering				ENUMERATED {enabled, disabled}							OPTIONAL,	-- Need S
	]]
}

UL-DataSplitThreshold ::= ENUMERATED { 
											b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800, 
											b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400, 
											b6553600, infinity, spare8, spare7, spare6, spare5, spare4, spare3, spare2, spare1}

-- TAG-PDCP-CONFIG-STOP
-- ASN1STOP

	PDCP-Configfield descriptions

	ciphering
Indicates whether or not ciphering is enabled for this radio bearer. The value of ciphering for a radio bearer can only be changed using reconfiguration with sync. When the field is not included, the UE shall continue to use the currently configured ciphering configuration. If the field is not included during radio bearer setup or reconfiguration to NR PDCP, the UE shall apply the ciphering configuration. 


END OF THIRD CHANGE
Conclusion
In section 2 we made the following observations:
Observation 1	Integrity protection is already possible to configure per DRB in the pdcp-config IE.
Observation 2	The signaling overhead to maintain the ciphering configurations should be minimized.
Observation 3	A clear majority of UEs will use DRB and SRB ciphering.

Based on the discussion in section 2 we propose the following:
Proposal 1	To enable ciphering configuration and reconfiguration for DRBs and SRBs, a new parameter should be added to pdcp-config.
Proposal 2	A radio bearer using default ciphering settings should not need to signal this.
Proposal 3	If the ciphering parameter is added as an extension to pdcp-config, this should only be included during setup if the UE should not use ciphering, and during reconfiguration if the UE should change the ciphering setting.
Proposal 4	Adopt the text proposal to TS 38.331
[bookmark: _Hlk510622507]
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