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Introduction
At the last meeting the topic on handling of UP integrity protection failure was discussed. The following agreements and FFSs were identified:
Agreements for EN-DC
1:	Integrity protection of DRB is not supported for EN-DC. 
Agreements for SA 
2:	Any data packet failing integrity check is discarded by PDCP.
3:	It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
4:	In NR UE capability signalling add a code point for support of the full data rate of the UE.
5:	Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.
6	Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.
FFS: After detecting [N] IP failures the UE reports the failure to the network.
FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.

This paper proposes a way forward related to N.
Discussion
In LTE, integrity protection failure on SRBs leads to RRC re-establishment. The reason behind this was that if RRC IP fails, this is most likely due to a real RRC message which has been corrupted e.g. due to residual bit errors or HFN de-synch. In this case, it makes sense to re-establish RRC to ensure that the UE recovers the connection, as LTE RRC does not support other ways to handle lost or erroneous RRC PDUs. 
For DRBs, however, it is not so obvious that the RRC re-establishment should be used, especially for a single erroneous user plane packet which could happen randomly (e.g. due to residual bit error not detected by the CRC). There needs however to be a way to deal with IP errors especially in the case the error persists. 
[bookmark: _Toc509995895]Triggering RRC re-establishment due to a single erroneous DRB packet is not optimal. 
[bookmark: _Toc509995896]A mechanism is needed to handle DRB IP failure, especially persistent errors.
Possible solutions
At the previous meeting a solution was discussed that the UE should report IP failure to the network. The main question was if the UE should report every error or only every N error, where N is larger than 1.
An additional question is if the UE should continue to report errors as they come or if the UE should stop reporting errors for that DRB until the network reconfigures that DRB. 
[bookmark: _Toc509995897]At the previous meeting we proposed that the UE shall send an RRC message to the network indicating UP IP failure when detected (N=1). After sending the RRC message, the UE should not send any more indications for that DRB until the DRB is re-configured.
At the meeting concerns were raised with that this would lead to unnecessary reporting assuming that IP failure happens due to random error (e.g. residual bit error not detected by CRC). Increasing N to 2 would make this probability significantly less but would make impossible for the network to detect attempts if an attacker is trying to inject a single packet. Making N configurable would solve this problem but would add some complexity.
As a possible compromise we propose the following:
[bookmark: _Toc509996073]UE shall send an RRC message to the network indicating the Nth UP IP failure for a given bearer since it was last added/modified. After sending the RRC message, the UE should not send any more indications for that DRB until the DRB is re-configured.
[bookmark: _Toc509996074]The default value of N is 1
[bookmark: _Toc509996075]Reporting can be disabled by setting N to infinity. 
Additionally, we propose that the report includes COUNT information, enabling the network to detect if the IP check error was due to HFN desynch, an injected packet, or an erroneous packet. 
[bookmark: _Toc509996076]The report should include COUNT information enabling the network to detect if the IP check error was due to HFN desynch, an injected packet, or an erroneous packet. 

Conclusion
[bookmark: _Toc498639389][bookmark: _Hlk485301172]In this contribution, we have discussed the issue of UP IP failure check and have observed that:
Observation 1	Triggering RRC re-establishment due to a single erroneous DRB packet is not optimal.
Observation 2	A mechanism is needed to handle DRB IP failure, especially persistent errors.
Observation 3	At the previous meeting we proposed that the UE shall send an RRC message to the network indicating UP IP failure when detected (N=1). After sending the RRC message, the UE should not send any more indications for that DRB until the DRB is re-configured.
[bookmark: _Toc498639390]
And we propose:
Proposal 1	UE shall send an RRC message to the network indicating the Nth UP IP failure for a given bearer since it was last added/modified. After sending the RRC message, the UE should not send any more indications for that DRB until the DRB is re-configured.
Proposal 2	The default value of N is 1
Proposal 3	Reporting can be disabled by setting N to infinity.
Proposal 4	The report should include COUNT information enabling the network to detect if the IP check error was due to HFN desynch, an injected packet, or an erroneous packet.
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