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Introduction

In this paper we discuss the UP security activation/deactivation related issues based on the agreed CR of SA2 (S2-182990).

Discussion
UP security policy value 

Based on SA3 LS to RAN2/3:  S3-180943-LS on User Plane encryption support in UP security policy: 

	SA3 understands that when SMF communicates the UP security policy to the gNB during a UE PDU session establishment, in addition to the UP integrity protection policy indication, an indication for UP encryption shall be included in the UP security policy.

Similarly to the UP integrity protection, the UP encryption will be supported per PDU session, i.e., all DRBs for a UE PDU session will have the same UP encryption enablement option.


In current ASN.1 structure the UE encryption activation/deactivation is indicated per UE by the SMC, based on above SA3 LS, the indication of UE encryption activation/deactivation should be added in the PDCP-config IE in 38.331, and correspondingly be added in NG-AP and Xn-C.

Currently the PDCP-config IE doesn’t include encryption indication, it’s proposed to align with the SA3 LS, i.e.the encryption indication should be added in the PDCP-config with DRB granularity with value of [True, False] to support the per-DRB UP encryption enablement. The corresponding CR is provided[1] as well.

Proposal 1: To align with the SA3 LS, an encryption indication should be added in the PDCP-config with DRB granularity with value of [True, False] to support the per-DRB UP encryption enablement.

The granularity of UP security activation/deactivation

SA2 has agreed a CR(S2-182990) in the last meeting, in which the UP plane security policy value is updated: 

	5.10.X PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

- whether UP integrity protection is:

-Required: for all the traffic on the PDU Session UP integrity protection shall apply

- Preferred: for all the traffic on the PDU Session UP integrity protection should apply

- Not Needed: UP integrity protection shall not apply on the PDU Session

- whether UP confidentiality protection is:

-Required: for all the traffic on the PDU Session UP confidentiality protection shall apply

- Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply

- Not Needed: UP confidentiality shall not apply on the PDU Session

The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfill User Plane Security Enforcement information with a value of Required. In this case the SMF releases the PDU Session.

The NG-RAN notifies the SMF when it cannot fulfill a User Plane Security Enforcement with a value of Preferred.


The value of UP security policy (both integrity protection and confidentiality protection) are updated to 3 values, i.e. Required, Preferred and Not-Needed, to instead the old value (True, False). Wherein the ‘Required’ means the security is mandatory to be activated, ‘Preferred’ means the security is optional. As we see the updated UP security policy value updating only impacts NG-C and Xn-C interface, there’s no impact to the RRC signaling since the UE only can see 2 security policy decisions, i.e. activated or deactivated. 

Observation 1: the newly introduced UP security policy value, i.e. ‘Preferred’, will only impact NG-C and Xn-C interface, there’s no impact to the ASN.1 of RRC signaling.

The new UP security policy value ‘Preferred’ bring flexibility on the security configuring for the RAN, i.e. RAN can decide the security activation or deactivation, i.e. CN will do nothing on the PDU session, e.g. release the PDU session or part of the Qos flows, even if RAN doesn’t enable the UP security of the given PDU session. 

Observation 2:  CN actually doesn’t have mandatory requirement on the security enablement of the PDU session with security policy ‘Preferred’, RAN can decide to activate or deactivate the UP security of the given PDU session (e.g. with a per DRB granularity). 
RAN2 had agreement in the previous meeting on the granularity of UP security activation/deactivation as below:

Agreements

1 If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.

2 If ciphering applies applies to a PDU session then it is applied to all DRBs of the PDU session.

Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.

We understand that this agreement was made based on the mandatory UP security enforcement from CN, however based on the observation 2, we do not see any problem to allow the RAN to activate/deactivate UP security with Qos flow or DRB granularity in case ‘Preferred’ is configured to the corresponding PDU session.

We see the following pros of allowing per Qos flow or per DRB UP security activation/deactivation:

 In case a new to-be-setup PDU session with security policy of ‘Preferred’ will cause the UE capability of max integrity protection data rate exceeded, RAN can enable integrity protection for part of the Qos flow of the given PDU session, with this way RAN can find best balance between the UE capability and security performance.

 In case a new to-be-setup PDU session with security policy of ‘Required’ will cause the UE  capability of max integrity protection data rate exceeded, if the UE has an existing PDU session with security policy of ‘Preferred’ and already enable the integrity protection for this PDU session, RAN can deactivate integrity protection of part of the DRBs of this existing PDU session to lighten the UE’s integrity processing load, hence the new PDU session can be admitted. With this way RAN not only avoid the new PDU session being rejected but also avoid to deactivate integrity protection of all the DRBs of the existing PDU session. 
Observation 3:  For the PDU session with security policy of ‘”Preferred”, allowing the RAN to activate/deactivate UP security with DRB granularity can be beneficial.
Based above benefits, we have the following proposal:

Proposal 2: 

- In case the UP security policy of the to-be-setup PDU session is ‘Required’ or ‘Not-Needed’, RAN could keep the current agreement on the UP security enablement, i.e. applied to all DRBs of the PDU session; 

- In case the UP security policy of the to-be-setup PDU session is ‘Preferred’, it is allowed to support activating/deactivating UP security with a per DRB granularity, i.e. The DRBs of the PDU session could have different  UP security status. Note that this doesn’t result in any change to RRC signaling (since the signaling is per DRB in any case).
UP security activation/deactivation in RRC 

Since both confidentiality protection and integrity protection are included in the UP security policy and sent by the CN to the RAN during the PDU session setup procedure, and both activation will be made  it will lead to different action of the UP security activation of NR comparing with the legacy LTE. In RAN2#99bis RAN2 has made following agreements :

For each DRB, the enabling of integrity protection should be configured by RRC signaling semi-statically.  The enabling of integrity protection for one DRB can only be changed using a HO procedure. 
The above agreement doesn’t cover the deactivation case, and considering the confidentiality protection activation/deactivation is also introduced with DRB granularity, the agreement needs to be updated. 

Observation 4: The previous agreement “The enabling of integrity protection for one DRB can only be changed using a HO procedure” needs to be updated to cover the cases of integrity deactivation and confidentiality protection activation/deactivation.
In the following we provide clarification for the UP security activation/deactivation of SA and DC connected to 5GC.

For the UP security initial activation:

- In legacy LTE, the UP security (i.e. ciphering) is activated together with CP security by SMC procedure with per UE basis.

- For the Standalone scenario, the UP security is initially activated by the first RRC connection reconfiguration procedure by which at least one DRB is established.

- For the MR-DC with 5GC, the UP security of MN/SN terminated bearers are initially activated by the RRC connection reconfiguration procedure which successfully setup the MN/SN terminated DRBs. 

For the UP security change, i.e. from activation to deactivation or reverse, of the MN/SN terminated bearers, for simplicity we propose that it should be performed by RRC connection reconfiguration with sync, MAC should be reset, the corresponding RLC should be reset, the key is not needed to be changed.

Proposal 3: In SA the UP security initial activation for a DRB is activated by RRC connection reconfiguration which setup the first DRB. In MR-DC with 5GC, the UP security of MN/SN terminated bearer are initially activated by the RRC connection reconfiguration procedure which successfully setup the given MN/SN terminated DRB.

Proposal 4: the UP security (confidentiality and integrity protection) change, i.e. from activation to deactivation or reverse, should be performed by RRC connection reconfiguration with sync, MAC should be reset, the corresponding RLC should be reset, the key is not needed to be changed.

In case of MR-DC with 5GC, the UP security activation/deactivation change of SN terminated bearer should be allowed to be performed by RRC connection reconfiguration via SRB3 in case it doesn’t need MN involvement, e.g. in case the UP security policy is configured as ‘Preferred’ and MN assign a threshold of aggregate integrity data rate to the SN[2] SN could decide to change the UP security activation/deactivation of SN terminated DRB without negotiation with MN.

Proposal 5: SN is allowed to modify the UP security activation/deactivation of SN terminated bearer by sending RRC connection reconfiguration via SRB3 in case it doesn’t need MN involvement.
Conclusion
Proposal 1: To align with the SA3 LS, an encryption indication should be added in the PDCP-config with DRB granularity with value of [True, False] to support the per-DRB UP encryption enablement.

Observation 1: the new introduced UP security policy value, i.e. ‘Preferred’, will only impact NG-C and Xn-C interface, there’s no impact to the ASN.1 of RRC signaling.

Observation 2:  CN actually doesn’t have mandatory requirement on the security enablement of the PDU session with security policy ‘Preferred’, RAN can decide to activate or deactivate the UP security of the given PDU session in this case (e.g. with a per DRB granularity). 
Observation 3:  For the PDU session with security policy of ‘preferred’, allowing the RAN to activate/deactivate UP security with DRB granularity can be beneficial.
Proposal 2: 

- In case the UP security policy of the to-be-setup PDU session is ‘Required’ or ‘Not-Needed’, RAN could keep the current agreement on the UP security enablement, i.e. applied to all DRBs of the PDU session; 

- In case the UP security policy of the to-be-setup PDU session is ‘Preferred’, it is allowed to support activating/deactivating UP security with DRB granularity, i.e. The DRBs of the PDU session could have different UP security status.

Observation 4: The previous agreement “The enabling of integrity protection for one DRB can only be changed using a HO procedure” needs to be updated to cover the cases of integrity deactivation and confidentiality protection activation/deactivation.
Proposal 3: In SA the UP security initial activation for a DRB is activated by RRC connection reconfiguration which setup the first DRB. In MR-DC with 5GC, the UP security of MN/SN terminated bearer are initially activated by the RRC connection reconfiguration procedure which successfully setup the given MN/SN terminated DRB.

Proposal 4: the UP security (confidentiality and integrity protection) change, i.e. from activation to deactivation or reverse, should be performed by RRC connection reconfiguration with sync, MAC should be reset, the corresponding RLC should be reset, the key is not needed to be changed.

Proposal 5: SN is allowed to modify the UP security activation/deactivation of SN terminated bearer by sending RRC connection reconfiguration via SRB3 in case it doesn’t need MN involvement.
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