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1. Introduction
In the RAN2#99 meeting, it was agreed to support the UP integrity protection (IP) “per DRB” and captured in the Stage 2 TS38.300 [1]. SA3 TS captures the UP IP is activated per DRB, whereas it also says FFS if granularity of UP IP is per PDU session [2]. The FFS would mean it is to be clarified whether the configuration (i.e. enabling, disabling) can be done per DRB but the need of UP IP shall be applied for all DRBs of the same PDU session, or the need of UP IP can be also applied for all DRBs of the same PDU session. For this open issue, SA2 had already agreed the latter approach [3]. Then, RAN3 also agreed according to SA2 decision [4, 5]. In this contribution, we discuss the granularity of UP IP requirement and propose the per PDU session approach to align with SA2 and RAN3.
2. Discussion
RAN2 agreed in RAN2#99 that the UP integrity protection (IP) can be configured per DRB [6]:
	Agreements for NG-EN-DC and NE-DC and NR SA 

1
 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis


However, we could not find and remember any discussion about the granularity of UP IP applicability. The agreement could be understood such that some of DRBs for one UE shall be integrity protected, while other DRBs for the same UE are not required to be integrity protected according to the request from the CN. It was not discussed whether the requirement of UP IP shall be applied to all DRBs of the same PDU session.
Observation 1: RAN2 did not discussed the granularity of UP IP requirement when the granularity of UP IP configuration was agreed as “per DRB”.
SA3 status:
Firstly SA3 had agreed to UP IP is activated per DRB which is aligned with RAN2 agreement from RRC signalling point of view. Currently SA3 put it FFS whether per PDU session granularity is necessary for UP IP activation and is waiting for feedback from other WGs (e.g. SA2, RAN3).
	(#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

…

(#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to RAN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G RAN does not have the concept of PDU session.


SA2 status:

Regarding the granularity of UP IP requirement, SA2 agreed that it shall be “per PDU session”, i.e. all DRBs of the same PDU session shall be integrity protected if necessary. This was captured in the agreed pCR to TS23.501 [3] (Annex A.3):
	The User Plane Security Enforcement information indicates for a PDU session, whether UP integrity protection is required or not for all the traffic of this PDU session. User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it applies for the life time of the PDU Session


RAN3 status:

According to SA2 decision, RAN3 agreed the pCR to TS38.413 [4] (Annex A.4):
	For each PDU session for which the Security Indication IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and Integrity Protection Indication IE is set to “TRUE”, the NG-RAN node shall perform user plane integrity for the concerned PDU session. Otherwise, the NG-RAN node shall not perform user plane integrity for the concerned PDU session.


As shown above, SA2 and RAN3 consider that all the traffic (i.e. all DRBs) of one PDU session shall be treated equally with respect to UP security policy. When the 5GC decides the UP IP is necessary for a PDU session, the NG-RAN shall configure the UP IP for all DRBs of the PDU session. From RAN2 point of view, the current agreement and Stage 2 text does not preclude the per PDU session approach. If RAN2 also agrees with that, the current text is not clear enough but can be adapted easily.
Observation 2: As the previous RAN2 agreement does not preclude “per PDU session” granularity for UP IP requirement, it can be adopted to align with SA2 agreements.
Considering the other WGs status and RAN2 agreement so far, it seems reasonable for RAN2 to agree that all DRBs of the same PDU session shall be integrity protected if necessary, i.e. “per PDU session” granularity for UP IP requirement.
Proposal 1: RAN2 to agree that all DRBs of one PDU session shall be integrity protected if the NG-RAN receives the request of UP IP for the PDU session.
If the proposal 1 can be agreed, we also propose the following text proposal to the Stage 2 TS38.300:
	* * * * *  Start of Text Proposal  * * * * *


13.1
Overview and Principles

The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:

-
For user data (DRBs), ciphering and integrity protection;

-
For RRC signalling (SRBs), ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB. Enabling or disabling integrity protection on a DRB is performed per PDU session.
-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;

-
After connection establishment, enabling or disabling integrity protection on a DRB requires a handover.
	* * * * *  End of Text Proposal  * * * * *


3. Conclusion

In this contribution we discussed the granularity of UP IP requirement by taking into account SA2 and RAN3 status. Then we made the following observations and the proposal:
Observation 1: RAN2 did not discussed the granularity of UP IP requirement when the granularity of UP IP configuration was agreed as “per DRB”.
Observation 2: As the previous RAN2 agreement does not preclude “per PDU session” granularity for UP IP requirement, it can be adopted to align with SA2 agreements.
Proposal 1: RAN2 to agree that all DRBs of one PDU session shall be integrity protected if the NG-RAN receives the request of UP IP for the PDU session.
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Annex for reference
A.1:  RAN2 Stage 2 TS38.300 [1]
13
Security

13.1
Overview and Principles

The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:

-
For user data (DRBs), ciphering and integrity protection;

-
For RRC signalling (SRBs), ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB.
-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;

-
After connection establishment, enabling or disabling integrity protection on a DRB requires a handover.

A.2:  SA3 TS33.501 [2]
6     Security procedures between UE and 5G network functions    

Editor's Note: The content of this subclause should cover network options 2, 4, 5 and 7. The content in this subclause should cover both eNB and gNB.

Editor’s Note: It is FFS to add or update relevant clauses according to the following agreements on user plane security aspects (ref. SA3#89 S3-173511).

(#2) It is agreed that non-activation of integrity protection (i.e., no MAC-I in PDCP layer) is handled by using LTE mechanism, ie using RRC reconfiguration as used for Relay Nodes (which supported UP integrity)

(#4) It is agreed to have a single UP confidentiality algorithm.

(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 

(#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

 (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).
(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

(#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

(#11) It is FFS where UP security policy resides. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup which assumes dynamic (utilizing PCF) and static configuration mechanism, statically configured in gNB.

(#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to RAN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G RAN does not have the concept of PDU session. 

(#13) It is agreed that conflict between RAN and CN is handled by CN taking the final decision, i.e., the RAN shall not overrule the decision made by the CN on activating user plane AS security. 

A.3:  SA2 pCR to TS23.501 [3]
NEXT CHANGE

5.10
Security aspects

5.10.1
General

The security functions in the 5G System include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality and integrity protection.
-
User Plane security enforcement is described in clause 5.10.x
-
Control Plane signalling confidentiality and integrity protection.

-
User identity confidentiality.

-
Support of LI requirements as specified in TS 33.106 [35] subject to regional/national regulatory requirements, including protection of LI data (e.g., target list) that may be stored or transferred by an NF.

Detailed security related network functions for 5G are described in TS 33.501 [29]. 
5.10.X PDU Session User Plane Security 
The User Plane Security Enforcement information indicates for a PDU session, whether UP integrity protection is required or not for all the traffic of this PDU session. User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it applies for the life time of the PDU Session
The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on 
-
SM subscription information received from UDM (User Plane security subscription information) and 
-
either the User Plane Security Policy received from the PCF, or the applicable UP security policies locally configured per (DNN, S-NSSAI) in the SMF when PCC does not apply or the PCF does not provide User Plane Security Policy.
The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU session or at activation of the user plane of a PDU session. The NG-RAN may reject establishment of UP resources for the PDU Session when it cannot fulfill requirements in User Plane Security Enforcement information. In this case the SMF releases the PDU session.
User Plane Security Policy are communicated from source to target NG-RAN node at Hand-Over. If the target RAN node does not support requirements in User Plane Security Enforcement information, the target RAN rejects the request to setup resources for the PDU session and the PDU Session is not handed-Over to the target RAN node.
END OF CHANGES

A.4:  RAN3 pCR to TS38.413 [4]
Beginning of Text Proposal to TS 38.413

8.2
PDU Session Management Procedures

Editor’s Note:
It is FFS whether to name the PDU session/QoS flow as PDU session resource/QoS flow resource or other names in the descriptions and IE definitions.
Editor’s Note:
Definition of PDU Session Resource is FFS.
8.2.1
PDU Session Resource Setup

8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU Session Resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.

Editor’s Note:
Further details are FFS.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the NG-RAN node.

-
The PDU SESSION RESOURCE REQUEST message shall contain the information required by the NG-RAN node to setup PDU session related NG-RAN configuration consisting of at least one PDU Session Resource for each PDU Session Resource to setup included in PDU Session Resource To Be Setup Item IE.

Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message, and if resources are available for the requested configuration, the NG-RAN node shall execute the requested NG-RAN configuration and allocate associated resources over NG and over Uu for each PDU session listed in the PDU Session Resource To Be Setup Item IE. 
For each requested PDU session, if resources are available for the requested configuration, the NG-RAN node shall establish at least one or several Data Radio Bearers and associate each accepted QoS flow of the PDU session to a Data Radio Bearer established. 
<< omitted >>
For each PDU session for which the Security Indication IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and Integrity Protection Indication IE is set to “TRUE”, the NG-RAN node shall perform user plane integrity for the concerned PDU session. Otherwise, the NG-RAN node shall not perform user plane integrity for the concerned PDU session.
For each PDU session in the PDU SESSION RESOURCE SETUP REQUEST message the NG-RAN node shall enforce the traffic corresponding to the received PDU Session Resource Aggregated Maximum Bit Rate IE. The NG-RAN node shall use the received Aggregate Maximum Bit Rate for the concerned PDU session and concerned UE as specified in TS 23.501 [9].
<< omitted >>
End of Text Proposal to TS 38.413

