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1. Introduction

The following email discussion was agreed to capture the potential issues associated with RRC Inactive state procedures:

[NR-AH1801#14][NR] RRC inactive procedures (Qualcomm)


Scope: RAN area update procedure, Paging in inactive (not including 38.304 aspects), not including security framework


Email discussion to identify aspects where there is a large degree of consensus among the proposals submitted to this meeting and make proposal that should be quick to agree in the meeting. In addition identify the key questions that will need more discussion in the meeting to resolve. Aim is to facilitate a well-structured discussion at the next meeting.


Intended outcome: Report to next meeting


Deadline:  Monday 2018-02-12

As a background to the discussion, the related agreements from earlier RAN2 meetings are provided in the Annex.

This contribution will capture the company views on the above two topics, RNAU procedure and paging for Inactive mode, and formulate proposals on issues where this is a consensus.

2. Discussion

RAN Area Update Procedure

Here the focus is where the UE sends an RNAU message either due to change of RNA (event triggered RNAU) or periodic RNA timer expiration (periodic RNAU). The following agreements from previous RAN2 meetings form the baseline:

1. A UE in RRC_INACTIVE notifies the NR RAN of RAN-based location area update (RLAU) via a resume procedure when re-selecting to a cell not belonging to the configured RAN-based notification area (RNA) and periodically

2. Connection resume message will include information that can at least indicate RAN area update. Inclusion of information to enable access control is not precluded.

3. A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

4. The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information).

Upon receiving RNAU, in most cases, the gNB will move the UE to INACTIVE. However, gNB can also decide to move the UE to CONNECTED or IDLE mode and it would be useful to confirm this without discussing the security details.

Question 1.1: In response UE RNAU message, can the gNB move the UE also to either CONNECTED or IDLE mode? 

	Company
	Comments

	vivo
	No strong view.

We think it is feasible for the gNB move the UE also to either CONNECTED or IDLE mode. However, we don’t see motivation to support this if the UE resume cause is RAN area update.

	OPPO
	We think the UE will fist go to connected, and then go to idle or inactive mode due to network decision.

	ZTE
	Yes, and we also think that it is obvious that this is up to the gNB decision (once security is setup). We have already agreed that that any messages causing the UE to move from one state to another shall be at least integrity protected and once this is feasible, then it is up to he network decision to move the UE to IDLE or CONNECTED or keep it in INACTIVE using the normal procedures. 

	Ericsson
	As highlighted, there must be an option where UE is moved to INACTIVE. Hence, to avoid increasing even further the NR complexity, we think RAN2 should limit the number of options supported.

Hence, we agree with OPPO and VIVO i.e. we propose NOT to have a direct transition to IDLE. For Connected we should first discuss the Tracking Area Update procedure.

NO to IDLE.

We think that this direct transition is a useless optimization. What ZTE says is correct, it is a network choice, and that can be achieved without the need to optimize anything. It seems there is already a baseline solution for that agreed in RAN2#98 (May 2017): 

As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE.
To CONNECTED (to be discussed)

One could argue that this might be used by the network when there is DL data at the same time the UE tries to perform RNA update. In our view, that seems to be an unlikely case that can anyway be solved by paging the RNA update UE procedure is completed.

However, one scenario that needs to be discussed before we can agree/disagree on that is when the UE needs to perform TAU.

	Intel
	Based on agreements, 

For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

the UE can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE/connected or inactive.

It is network implementation which handling should be for resume request, i.e. the network may ask UE to go to IDLE/connected or stay in inactive.

	Interdigital
	We think RLAU procedure should have as much commonality as possible with procedure to transition from RRC_INACTIVE to RRC_CONNECTED, since likely the same messages will be used.  For transition from RRC_INACTIVE to RRC_CONNECTED both transition to RRC_CONNECTED and transition to RRC_IDLE were agreed for a UE trying to resume the connection (RAN2#99bis).  For that reason, transition to both modes could be possible based on network decision when the RLAU request message is sent.

	MTI
	No strong view. However, if the only purpose is RAN notification area update for RRC_INACTIVE UEs, keeping the UE in the RRC_INACTIVE state can utilize the benefit of RRC_INACTIVE state, e.g., power saving and less signalling overhead.

	Samsung
	In general, it is up to the network what it wants to do after reception of the RNAU message; we do not use to put requirements on the network side with regards to what it shall or shall not be doing as long as the overall technical framework allows for it.

As we already discussed in RAN2 several meetings ago, as long as the network can generate the response message for SRB1, it can be totally up to the network what to do next. The most anticipated scenario is that the network would move a UE back to INACTIVE. At the same time, if right at the same moment of time DL data arrives, then the network obviously should be able to move a UE to CONNECTED. Furthermore, if the network want to release the UE context (e.g. due to long period of user plane inactivity), then transition to IDLE should also be possible, as in fact we already agreed in RAN2.

	MediaTek
	To IDLE: As mentioned by ZTE and Ericsson, this is network decision and no optimization is needed. Also we already have agreements (RAN2#98) about this issue.

To CONNECTED: Yes, but discussion on details may be needed.

	ITRI
	Yes, the gNB can move the UE to either CONNECTED or IDLE mode in response UE RNAU message. 

When we consider a gNB which fails to fetch UE context after receiving RNAU request, the gNB may not able to keep the UE staying in INACTIVE. In this case, the gNB may need to move the UE to either CONNECTED or IDLE.

We also agree with Intel. According to agreements, network already could move UE to IDLE/connected or stay in inactive.

	CATT
	1) The anchor node should be possible to treat this procedure as a normal service call, i.e. to move the UE into CONNECTED or IDLE. However this is up to the network and it is business as usual.
2) If the serving gNB cannot fetch the UE context (even in periodic RNAU procedure), A fallback to establish a new RRC connection (i.e. move to CONNECTED) is slightly preferred, rather than keep INACTIVE or directly move into IDLE. Details need to be discussed.

	Lenovo&MotoM
	Which state the UE should stay at is up to the gNB. It can provide more flexibility for the gNB to move the UE to either CONNECTED or IDLE.

	Fujitsu 
	Yes, gNB can move the UE to IDLE, INACTIVE or CONNECTED state in response UE RNAU message.

In case of periodic RNAU, the UE can be kept in RRC_INACTIVE state without updated RAN area configuration. While for event triggered RNAU, the UE will go to RRC_CONNECTED state in order to receive RAN area information. Besides, it is possible that the gNB receiving RNAU cannot locate the UE context and thus the gNB can send the UE to IDLE mode.

	Apple
	Yes, the gNB move the UE also to either CONNECTED or IDLE mode in response UE RNAU message.
From the perspective of motivation, target gNB is possible to move UE to IDLE or CONNECTED according to the NW policy and UE context acquisition success or not. 
From the feasibility, according to current agreement, gNB can transmit SRB1 with at least integration protection as MSG4 to UE, then there is no problem to achieve the state transition. 

	Huawei, HiSilicon
	We agree with ZTE. Once security is established, we don't see the point of constraining network behaviour. Besides, the UE may be entering an area where there is no interface to handle inactive state, in which case the UE should be moved to idle.

	LG
	Although we don’t have strong opinion, RAN2 already agreed on state transition to IDLE and CONNECTED after controversial discussion, and we are not sure if it is beneficial to revisit the issue. We can leave the decision to the network based on the RAN2 agreements.

	Nokia
	No need to optimize signalling to move to IDLE or CONNECTED but if they come free then those are OK but RAN2 should not spend time optimizing these state transitions.


Summary: Most companies think that this is up to eNB implementation and should be allowed. There is some different interpretation of the RAN2#98 agreement on this since it mentions Resume request while we haven’t agreed yet whether this will be the message also for RNAU. But in either case, it would be good to confirm that this transition is allowed.
Proposal 1: RAN2 to confirm that moving the UE to RRC_CONNECTED or RRC_IDLE in response to RNAU is allowed and up to eNB decision.
----------------------
For RNAU, one basic issue is verification of the UE message for RNAU when relocation of UE context is needed. In other words, when the RNAU is received, is it allowed for the serving gNB to request UE context before it knows that the message is legitimate? This may need further SA3 input but it would be good to collect feedback for RAN2 understanding as it is also related to the subsequent questions. Note that a more general question is when the UE message should be verified for a response from the gNB but this will depend on the discussion on RRC messaging and state transition which should be done separately.

Question 1.2: Should UE message for RNAU be verified first before moving UE context to a new serving gNB? Please provide justification if possible.

	Company
	Comments

	vivo
	Yes. The anchor gNB should verify the UE message for RNAU before moving UE context to the new serving gNB.

In our understanding, if the serving gNB and anchor gNB are not the same gNB, the serving gNB can’t decide whether the UE message for RNAU is legitimate or not before it initiates the Retrieve UE Context procedure towards the anchor gNB. 

	OPPO
	NO, the RRC resume request message is sent on SRB0 currently in LTE. I think the serving gNB can verify the UE if the serving gNB can be trusted.

	ZTE
	Yes, the anchor gNB shall only move the context after verification. 

	Ericsson
	As in LTE we should allow at least the source gNB to verify the context before transferring it to the target gNB. However, we think that the standard should no forbid solution where context is pre-populated (for CP latency reduction) hence, solution should also allow the target to verify the UE. 

We have provided a paper about Security of MSG.3 for few meetings that address this issue (R2-1800431 – Security for MSG3 resume). That can be achieved by simply performing key refresh in resume procedure and sending short MAC-I based on new keys.

	Intel
	It depends on what security key should be used for MSG 3. If the security key used for MSG 3 is old key which used by anchor node, then it should be anchor node to verify the MSG 3. If the security key used for MSG3 is new key which to be used by serving node, then it should be verified by current serving cell. 

Before we decide security for MSG3, it is difficult to answer this question. 

	Interdigital
	Yes, we think verification of the UE identity is desirable prior to moving the UE context to avoid unnecessary transfer of the context in the network following transmission of MSG3 by a fake UE.  Verification can be done based on a MAC-I in MSG3, and can be done regardless of whether we decide to generate the MAC-I using the old or new key.

	MTI
	Yes. It would be efficient to verify UE message for RNAU first before moving UE context to a new serving gNB. Otherwise, it would be inefficient if the UE message appears to be unqualified after the UE context is moving to a new serving gNB. 

	Samsung
	We tend to agree with Intel’s comment that this question is part of the bigger question on the overall security framework. 

As a side comment, we already agreed several meetings ago that it is up to the network whether to send a response message over SRB0 or SRB1. Having said that, the most anticipated network behavior is that the UE context should be verified, but it is not clear whether we can or should mandate a particular network implementation. 

	MediaTek
	We suggest that UE message verification by anchor node (i.e., using old key) be considered as a baseline solution. Verification by new serving gNB (i.e., using new key) may also be allowed if there is a feasible key refresh solution.

	ITRI
	No. 

We think the anchor gNB could verify the UE as in LTE resume procedure.

	CATT
	Yes. UE message shall be verified in the old serving gNB (anchor gNB).

	Lenovo&MotoM
	We agree with intel. Currently, we don’t know if there is any security context between serving gNB and the UE. This could be really un-necessary.

	Fujitsu 
	No strong opinion.

	Apple
	Agree with Intel, we should discuss security first. 

	Huawei, HiSilicon
	We think that the message should be verified first by anchor gNB before moving the UE context to another gNB

	LG
	Yes. In our understanding, verification of the UE should be a part of the Retrieve UE context procedure initiated by the serving gNB as LTE does. Thus, only if the anchor gNB can identify and verify the UE, the anchor gNB should respond with UE CONTEXT RESPONSE message. Otherwise, two different procedure would be required, one for the UE verification and the other is for the UE context fetch.

	Nokia
	This needs to be handled as part of whole security handling – Impossible to just say based on this one particular message.


Summary: Most companies think that the anchor gNB should verify the UE before allowing to move the UE context to the serving gNB. The comment on security of msg3 does not seem to be valid as indicated by others but may be good to confirm. 

Proposal 2: RAN2 to agree that the UE message for RNAU should be verified by anchor gNB before allowing to move to the context to the serving gNB. RAN2 further discuss if this is impacted by the security of msg3.

----------------

For the following questions, main focus should be when the UE stays in INACTIVE after completing RNAU since state transitions bring up RRC signalling and security issues.

The UE context relocation and anchor change are not necessarily tied together and there were contributions analysing doing only one without the other. Therefore, moving context without anchor change or vice versa can cause many complexities; however feel free to respond to each procedure separately.

Question 1.3: For event triggered RNAU, is UE context relocation to the serving gNB and anchor gNB change always needed? Please provide justification if possible.

	Company
	Comments

	vivo
	For event triggered RNAU, we prefer that both UE context relocation and anchor change to the new serving gNB are performed.

Obviously the UE has moved into a new gNB out of the configured RNA and INACTIVE related context (e.g., RNA, periodic RNAU timer etc) need update otherwise the UE may be unreachable via RAN paging. The RNAU procedure is completed on the premise of successful UE Context Retrieve Procedure triggered by the new gNB. In such case, it is better that both UE context relocation and anchor change to the new serving gNB are performed, which could avoid subsequent DL user data still buffered in the old anchor gNB while UE already moves out of its service coverage.

	OPPO
	YES for event triggered RNAU.

	ZTE
	For event triggered RNAU (i.e. upon UE moving from one RNA to another), it makes sense to move the context. However, it is also possible for other network decisions including moving the UE to CONNECTED or moving it to IDLE etc. So, we should leave the decision to the network (i.e. it should not be mandatory for the network to move the UE back to INACTIVE with anchor change since these other procedures are also possible). 

	Ericsson
	Context relocation might not be always be needed, but to avoid increasing even further the NR complexity, we would prefer to limit the number of options solutions for the same problem. Hence, as we need a solution relying on context relocation anyway, we would prefer to skip non-essential optimizations for Rel-15. 

Hence, in our view RAN2 should not spend time on optimizations without context relocation in Rel-15 and assume there is always context relocation upon RNA updates.

	Intel
	Yes. Event triggered RNAU is for the scenario that the UE move out of RNA, for this scenario, new RNA should be configured to the UE, we do not see the need to not perform relocation.

	Interdigital
	We think anchor relocation is necessary since the serving gNB needs to reconfigure the new RAN area and requires the UE context anyways.

	MTI
	No. UE context is required when the DL/UL data transmission is going to happen. UE context relocation and anchor gNB change need signalling exchange in Xn interface and Uu interface. When the UE context relocation and anchor gNB change take place depends on the frequency of RNAU and the size of RAN notification list. Thus, unnecessary UE context relocation and anchor gNB change may lead to signalling overhead involving Xn interface and Uu interface. Thus, we think UE context relocation and anchor gNB change are not required when RLAU happens. UE context relocation and anchor gNB change are necessary when DL/UL data transmission happens.

	Samsung
	For the case when a UE changes its RAN notification area we think that it is inevitable that we need to move the UE context and the anchor point. 

	MediaTek
	Yes. Context relocation may not always be necessary, but to reduce system complexity, let’s have context relocation upon event-triggered RNAU.

	ITRI
	Yes. For the event triggered RNAU (i.e. move out of RNA), if UE is required to stay in INACTIVE (i.e. under the discussion scope), the RNA configuration and relative INACTIVE state information will need to be updated. This will need the serving gNB to fetch UE context. In this case, the anchor gNB change should be also required.

	CATT
	Yes. As the UE had already moved out of the configured RAN area, UE context relocation to the serving gNB and anchor gNB change are always needed.

	Lenovo&MotoM
	Yes. RAN paging failure may happen if anchor relocation is not performed for event-triggered RNA update procedure triggered by the area change. In addition, event-triggered RNA update procedure will be triggered by the change of every serving cell if anchor relocation for event-triggered RAN update procedure is not performed.

	Fujitsu 
	It depends on RAN areas. In case different cells in the same gNB belong to different RAN area and one of two RAN area is configured with the UE, then neither UE context relocation to the serving gNB nor anchor gNB change is needed. Otherwise, both UE context relocation to the serving gNB and anchor gNB change are always needed for event triggered RNAU.

	Apple
	Yes. When UE has moved out of the configure RNA, the configuration is possibly invalid, and new configuration is required from target NW. Then, context relocation is required. 

	Huawei, HiSilicon
	Yes for even triggered RNAU, but that wouldn't preclude moving the UE to idle.

	LG
	Yes. In most cases, it is beneficial to configure the RAN notification area as UE-specific in order to avoid a frequent RLAU procedure and maximize a benefit of being in RRC_INACTIVE. Thus, anchor relocation and new RAN notification area will occur naturally.

	Nokia
	Normal scenario involves context relocation – It is anyway in most cases most optimal to have context in the “newest” gNB. No need to optimize in release 15.


Summary: Most companies think that UE context should be transferred to the serving gNB for event triggered RNAU. 

Proposal 2: RAN2 to agree that the UE context is transferred to the serving gNB when it receives from the UE an RNAU due to change of RNA.

----------------
Question 1.4: For periodic RNAU, is UE context relocation to the serving gNB and anchor gNB change always needed? Please provide justification if possible.

	Company
	Comments

	vivo
	For periodic RNAU, we prefer to follow the same handling of event triggered RNAU, i.e., UE context relocation and anchor change to the new serving gNB are performed.

As to periodic RNAU, some companies propose that the anchor gNB doesn’t necessarily change. The motivation is for saving CN signalling (e.g., path switch procedures). However, we think it has limited gain as the periodic RNAU is not that frequent, and security issues may arise. For example, the security key assigned by the anchor gNB need to be transmitted to the serving gNB via Xn and then sent to UE by the serving gNB in MSG4. SA3 should be involved to confirm the security issues.  Additional complexity of the RNAU procedure would be forseen. 

	OPPO
	NO, depends on the network implementation.

	ZTE
	No, depends on the network implementation as OPPO points out and indeed this needs some updates to the security frame work that need to be discussed and ZTE will have a contribution on this at the next meeting.  

	Ericsson
	We agree with VIVO i.e. for periodic RNAU we should follow same handling of event trigger RNAU (i.e. UE context relocation and anchor change to new serving) to avoid increasing even further the NR complexity. We also agree that periodic RNA updates should not occur very often. 

Also, as highlighted by OPPO, a possible optimization might require SA3 involvement (and perhaps RAN3), which means complexity and interactions between WGs, a clear sign we should not do that in Rel-15.
Hence, in our view RAN2 should not spend time on optimizations without context relocation in Rel-15 and assume there is always context relocation upon RNA updates.

	Intel
	Yes, always needed.

As agreed in RAN2, In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1. 

RAN2 also agreed that “A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).”. But the use case for this SRB0 is to allow the network to possibly send REJECT message without being mandated to fetch the context.
Therefore only MSG 4 with integrity protection over SIB1 can be used for this scenario.

The need to support periodic RNAU without anchor gNB relocation is negligible because:

-periodic RNAU is not so frequent. The main purpose of periodic TAU is to avoid the UE out of coverage, and save paging message. Normally the default value should be hour level. From RAN perspective, the purpose of periodic RNAU is same, and the default value should be similar, i.e. hour level.  

- CU-DU is used in RAN3, and will be finished in Rel-15. Since one CU will manage many DU, the need to perform path switch is negligible.
The gain and corresponding complex are different due to security frame work. 

	Interdigital
	Periodic RNAU may also result in a reconfiguration of the RAN area (as well as other parameters) to the UE.  For this reason, the context should be transferred in this case as well as the event-driven one.

	MTI
	No. UE context relocation and anchor gNB change involves much signalling exchange in Xn interface and air interface. If it is always required, signal overhead can be an issue.

	Samsung
	The periodic RAN area update message is a relatively rare event. Referring to the similar UMTS functionality, most of the operator networks have 30 minutes as the RAN area update interval. From that perspective we cannot see much value in doing optimizations; at least not in Rel-15. 

As a more generic comment, if the network deployment follows the CU/DU architecture with multiple RAN notification areas under the same CU, then the problem does not even exist as the UE context will always remain in the same CU unit irrespective of the DU unit over which the periodic RAN area update procedure is executed. 

	MediaTek
	Yes. Periodic RNAU does not happen very often. For simplicity, we can follow the same rule as for event-triggered RNAU.

	ITRI
	No. For periodic RNAU, UE context relocation to the serving gNB and anchor gNB change is not always needed.

According to the agreement:

“2 INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3 A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)”

Whether UE context relocation and anchor gNB change could depend on network implementation.

	CATT
	No. RNAU without context relocation / anchor change is beneficial if the number of INACTIVE UEs is large. No cons are observed if no parameter is changed (i.e. no reconfiguration).

	Lenovo&MotoM
	No. The potential benefit is to save the signalling overhead of Ng interface and Xn interface.

	Fujitsu 
	No, it depends on gNB.

	Apple
	In Rel-15, we can first focus on the unified network behaviour for event triggered and periodic RNAU, i.e. always context relocation. 
If time is permitted, we can do more on the network implementation optimization. 

	Huawei, HiSilicon
	No, since the UE has not data to transmit and still in the old RNA,  whether to relocate the context or not could depends on the network decision

	LG
	Yes. We also prefer to have common handling for both event triggered RNAU or periodic RNAU. In addition, since timer for periodic RNAU will be configured as UE-specific, we think that anchor relocation after the periodic RLAU is not a burden to the network.

	Nokia
	Similar handling as for event triggered RNAU


Summary: The companies are equally divided on moving UE context for periodic RNAU and therefore more discussion is needed.
Proposal 3: RAN2 to further discuss whether UE context relocation is needed for periodic RNAU.

----------------
Another issue is defining the UE action when RNAU fails. This can happen at any of the steps during the RNAU procedure. In order not to go into the details of RRC signalling, which will be discussed separately, we can here just look at when the UE is not able to send RNAU. In this case, for example, one option is that UE starts a timer when RNAU is triggered and if it is still not able to transmit RNAU at timer expiration, it moves to IDLE and performs cell selection. This can also be later extended to the RNAU procedure itself, including receiving a response.

Question 1.5: Which action should the UE take if it is not able to send a triggered RNAU?

	Company
	Comments

	vivo
	The UE can move to IDLE state and inform UE NAS RNAU failure according to the procedure in the above example.

	OPPO
	Go to idle. For the timer, we can not see the necessary.

	ZTE
	Agree that UE should move to IDLE and indicate this to NAS. We are not sure what actions NAS will trigger upon knowing RNAU failure though (since RNAU procedure itself is transparent to NAS)… So, it is not clear if NAS needs to be informed about the failure. 

	Ericsson
	RNAU procedure is performed using Resume procedure. Then, we should have same handling of failure(s) used in Resume for RNAU. When the UE is not even able to send the RNAU request, the UE should simply do the following:

     - not initiate the RNAU procedure;
     - stay in RRC_INACTIVE and wait to return in coverage;

     - initiate the RNAU procedure as soon as it is in coverage.
For the case the UE is able to send a Resume Request, RRC failure handling should be done simply as in LTE, i.e.:

     - An UE timer (similar to T300 in Rel-13 LTE Suspend/Resume) is started when the RRC Connection Resume Request message is sent, and is stopped at the reception of RRC Connection Resume message
     - If the timer expires, the UE transits from RRC_INACTIVE to RRC_IDLE and notifies the upper layer about the failure to resume the RRC connection (which will trigger upper layers to perform NAS recovery)

	Intel
	For the failure case, the UE shall inform NAS, and NAS triggered recovery will be used. 

	Interdigital
	We think this will depend on the type of RNAU.  For the case of periodic RNAU, the network expects the RNAU to be performed and will likely release the UEs context in case it fails.  As a result, the UE should release its context, inform upper layers, and move to IDLE.  For the event triggered RNAU, the network is not aware of the failure, and the UE may be successful if the RNAU is retried to another cell (following reselection) or to the same cell at a later time.  In this case, the UE should retry the failed RNAU.  A maximum number of retries (similar to the NAS counter for failed TA updates) could be configured.

	MTI
	If the RNAU fails, the UE can go to idle or keep in the RRC_INACTIVE for another RNAU. The timer should be for further study. 

	Samsung
	As explained by Ericsson and Intel, failure of transmission of the RRC resume message with a purpose of updating the RAN notification area can be handled in the same way as transmission failure of other RRC messages. Upon failure/timer expiry, the UE will go to IDLE and inform upper layers about it. 

	MediaTek
	We agree with Ericsson that RNAU failure should be handled in the same way as RRC resume failure.

	ITRI
	Agree with OPPO. The UE should go to idle. Additional timer does not see the necessary.

	CATT
	We agree with Ericsson, it is not necessary to define a completely new procedure for RNAU failure handling. This should follow the same procedure as resume failure from the UE side. 

	Lenovo&MotoM
	RAN2 designed the Inactive state to realize quicker service resumption from an idle like energy saving state. If the UE fails to send RNAU or Resume Request (or in future data from Inactive state), it could of course go to Idle by reselecting to another frequency and perform Resuming/ RNAU from there. Informing NAS can take place when AS has given up trying Resuming connection but may be not for RNAU cases?

	Fujitsu 
	The UE can go to IDLE mode and timer based mechanism is a good starting point.

	Apple
	Agree with Ericsson and Intel, we can have unified procedure for  RNAU failure case and initial access failure case, i.e. RRC timer based failure detection, and indication to NAS in case of failure.

	Huawei, HiSilicon
	We agreed with Ericsson. 

	LG
	The basic principle should be to move RRC_IDLE and to inform the upper layer about the failure. However, in such case such as edge area of the RNA, if the UE moves back and forth, RNAU may fail due to a mobility. In addition, while in bad or weak signal area, there could be a RACH retransmission or transmission delay. Thus, we can consider to have “guard timer” which defer the decision that is regarded as the UE is not in RRC_INACTIVE.

	Nokia
	This should be handled similary to any other resume failure case. 


Summary: Most companies think that the UE should move to RRC_IDLE and the procedure should be similar to resume failure. However, note that there is no agreement on whether RNAU and Resume will use the same procedure (which is assumed by Ericsson) so using exactly the same behaviour will depend on the outcome of that discussion. 
Proposal 4: If the UE is not able to send RNAU, it should move to RRC_IDLE. Whether the UE behaviour will be exactly same as resume failure case and a timer is used or not before moving to RRC_IDLE is FFS.
--------------------------
Paging in RRC Inactive

It has already been agreed that RAN paging will “use the same paging occasion calculation mechanism for UEs in inactive as for Ues in idle” and “the same input derived from CN UE ID and the same calculation equation is used to calculate the paging occasion for RAN-initiated paging and CN-initiated paging”. However, which UE ID to be used in the paging record has not been decided. Two main options proposed in contributions are I-RNTI and S-TMSI.

Question 2.1: For RAN paging, which UE ID should be used in the paging record (S-TMSI, I-RNTI or other)?

	Company
	Comments

	vivo
	We suggest I-RNTI is used in the paging record to identify RAN paging from CN paging (using S-TMSI).

	OPPO
	Based on SA3 LS【S3-162123】, the S-TMSI should be excluded, so we prefer I-RNTI.

	ZTE
	I-RNTI

	Ericsson
	In our understanding we already have an agreement to use the same Paging Occasion calculation mechanism/equation in the gNB and in the CN and to base the Paging Occasion calculation on the same (part of) UE ID in the two nodes. It is assumed that the PO calculation can be based on a UE ID derived from the IMSI.

	Intel
	I-RNTI should be used.

	Interdigital
	Paging based on I-RNTI should be used to differentiate it from CN paging.

	MTI
	Agree with Vivo

	Samsung
	The question is formulated in a bit vague way. Since the specification is written for a UE, what matters is that a UE can act upon both RAN and CN identity, i.e. both on I-RNTI and S-TMSI. And a UE of course does not know which entity has generated or triggered the paging message with a particular UE ID. In most cases the RAN generated/triggered paging will contain I-RNTI. 

	MediaTek
	We prefer I-RNTI for RAN paging to distinguish between RAN and CN paging (using S-TMSI).

	ITRI
	We prefer I-RNTI.

	CATT
	I-RNTI. It’s a valid identifier in a RAN area. And S-TMSI can be used for CN paging. Then UE can distinguish the received paging is a RAN paging or a CN paging based on UE ID.

	Lenovo&MotoM
	I-RNTI can be used as UE identity in the RAN-initiated paging message.

	Fujitsu 
	I-RNTI is preferred.

	Apple 
	I-RNTI.

	Huawei, HiSilicon
	I-RNTI

	LG
	I-RNTI is required to use for RAN paging. In light connection, we had the same discussion, SA3 recommended that no matter what we use, there should be frequent updates to avoid attack. Thus, to use I-RNTI which generated in gNB is simple to update the value, while the S-TMSI is required to additional NG signalling.

	Nokia
	I-RNTI


Summary: There is consensus that I-RNTI should be used. 
Proposal 5: For RAN paging, I-RNTI is used as the UE identity in the paging record.
--------------------------

In E-UTRAN, when the UE receives paging, the expected behavior is for the UE to move to CONNECTED mode. The behavior for RAN paging should be confirmed.

Question 2.2: When UE receives a RAN paging in INACTIVE mode, should the UE initiate RRC Connection Resume procedure?

	Company
	Comments

	vivo
	Yes.

	OPPO
	NO, if the paging is used to release the inactive UE to idle. 

	ZTE
	Yes. With regards, to OPPO’s comment above, transition to IDLE mode should only possible after security setup which is inturn initiated by Resume procedure. So, we think Resume procedure should be initiated in anycase. 

	Ericsson
	If the paging is initiated by the RAN and the UE is addressed by its I-RNTI, the UE shall resume its RRC Connection to the gNB.

	Intel
	Yes, same view as Ericsson.

	Interdigital
	Yes.  For the case of direct transition to IDLE, we think this is possible during the RRC Connection Resume procedure itself.

	MTI
	Yes. If RAN paging is performed because of DL data arrival, the UE initiates RRC Connection Resume procedure and enters RRC_CONNECTED state.

	Samsung
	We prefer to have a cause in the paging message that would indicate what a UE should do. If the cause value asks a UE to initiate the resume procedure, a UE will initiate the resume procedure.

	MediaTek
	Yes.

	ITRI
	Yes

	CATT
	Yes. Straightforward behaviour.

	Lenovo&MotoM
	Yes.

	Fujitsu 
	Yes.

	Apple
	Yes.

	Huawei, HiSilicon
	Yes

	LG
	Yes, if the RAN paging was triggered by the MT data or signalling. However, since we think that it is beneficial to have single paging message with CN paging, so RAN paging can be also used for the offloading UEs, system information change notification, or ETWS/CMAS notification. Thus, in such case, the UE will not initiate RRC connection resume procedure.

	Nokia
	Yes


Summary: There is consensus that the UE should move to RRC_CONNECTED state upon receiving RAN paging. 
Proposal 6: The UE initiates RRC Connection Resume procedure upon receiving RAN paging.
--------------------------

In INACTIVE mode, if the UE receives a CN paging, it was already agreed that the UE will release the UE context and AS will inform NAS. This implies that the UE should move to IDLE mode and respond to paging accordingly. It would be beneficial to confirm this.

Question 2.3: If a UE in INACTIVE state receives a CN paging, should it move to IDLE mode and inform NAS for CN paging? 
	Company
	Comments

	vivo
	Yes.

	OPPO
	YES

	ZTE
	Yes

	Ericsson
	A UE in RRC_INACTIVE receiving a paging message containing its NAS identifier (e.g. S-TMSI), shall move to RRC_IDLE and immediately respond to the page. However, that is just an internal modelling aspect as that is just a transient transition to UE that might not even need to be captured in the specifications like that.

	Intel
	Yes

	Interdigital
	Yes.  CN paging while the UE is in RRC_INACTIVE indicates that the UE context was removed in the network, and the UE NAS should be informed so a new context can be established.

	MTI
	Yes. Since the UE context is released, the UE goes to idle.

	Samsung
	Yes, in general. However, as we propose to have cause values for the CN paging, the exact UE actions will depend on what the network asks.

	MediaTek
	Yes

	ITRI
	Yes

	CATT
	yes

	Lenovo&MotoM
	Yes

	Fujitsu 
	Yes.

	Apple
	Yes.

	Huawei, HiSilicon
	Yes

	LG
	Yes. In more details, if the UE-identity filed in paging message matches one of the UE identities allocated by upper layers, the RRC forwards paging record including the UE-identity to the upper layers. Then, the upper layer will request RRC connection release to the AS layer, after then the upper layer initiates procedure to respond to the CN-initiated paging. In this point, we think that state transition in AS is performed by the upper layer request in order to align the state between the AS and the upper layer.

	Nokia
	Yes, and this was agreed already in RAN2#99 – see minutes on paper R2-1708799


Summary: There is consensus that the UE should move to RRC_IDLE state upon receiving CN paging. The RAN2#99 agreement says that the UE releases UE context so this is a natural consequence but would be good to confirm.
Proposal 7: RAN2 to confirm that the UE moves to RRC_IDLE and informs NAS when it receives a CN paging in RRC_INACTIVE state.
--------------------------

In E-UTRAN, a paging message includes a paging cause value. A similar design is expected for NR CN paging. One question is whether a cause value should also be part of RAN paging and whether these should be same as the ones for CN paging.

Question 2.4: Should RAN paging should also include paging cause values? If the answer is “Yes”, should these values be same as for CN paging?

	Company
	Comments

	vivo
	Yes. RAN paging should also include paging cause values, and these values are the same as for CN paging.

The paging cause is associated with the paging itself rather than which node triggers the paging. An INACIVE UE may receive RAN paging or CN paging, we see no motivation for the network to deliver UE with different information (e.g. different paging causes) in the two cases. 

	OPPO
	NO, unless the paging is used to release the inactive UE to idle.

	ZTE
	We are not sure what cause values this is referring to. In case of NR INACTIVE state paging could be due to DL data arrival or due to system information change… Are these the ones that are being discussed? 

	Ericsson
	Yes, the same paging cause values will be needed for both CN-initiated paging and for RAN-initiated paging.

	Intel
	For UE specific paging, do not introduce paging cause for DL data arrival (i.e. if the UE identity for RAN paging is present, then it is for DL data arrival.)
For cell specific paging,  to introduce paging cause” systemInfoModification” and “pws-Indication”

	Interdigital
	In E-UTRAN, the paging message does not contain an explicit cause value but rather separate flags related to system information modification, etws indication, etc, as well as a core network domain (ps or cs) within the paging record.  If reference is being made to one of these fields, for the case of SI change/ETWS/etc., we think these fields could also be present for RAN paging as well.  For the indication of core network domain, SA2 has discussed that NR will have a similar indication for the access type (depending on whether paging is for 3GPP access or non-3GPP access) but we think this field is specific for CN paging only. 

	MTI
	We should differentiate RAN paging and CN paging. Thus, if the answer is “Yes”, the value is different from that for CN paging. Otherwise, the answer is “No”.

	Samsung
	Yes

	MediaTek
	Yes, and the same cause value should be used for CN and RAN paging.

	ITRI
	Share the same view as Intel, that an additional paging cause for DL data arrival in RAN paging may not be necessary.

	Lenovo&MotoM
	We agree with Vivo’s comments. From UE perspective, the UE does not care which node trigger paging. However, we first need to clarify which paging cause this question is related with.

	Fujitsu 
	No.

	Apple
	We would like to understand the use case of RAN paging first. 
If RAN paging is only applied for DL data arrival, we do not see the necessity to introduce paging cause.

	Huawei, HiSilicon
	We have the same questions like ZTE. 

	LG
	Yes.  As we commented in Question 2.2, RAN paging can have the same cause value as CN paging. In addition, cause value of RAN paging can be extended in order to use offloading the UEs.

	
	


Summary: There is general agreement that RAN paging also should support cause values. These can be similar to the indications in E-UTRAN but additional ones can also be discussed. 
Proposal 8: RAN2 to agree that RAN paging can include cause values (e.g. ETWS/CMAS warning, SI modification). It is FFS which values are used and whether they will be same as CN paging. 
--------------------------

It was also proposed that RAN paging can be used to move a UE to IDLE mode. However, certain security measures must be considered and confirmed with SA3 in order to prevent a “fake” gNB moving UEs to IDLE mode.

Question 2.5: Can RAN paging be used to move UEs from INACTIVE to IDLE mode?

	Company
	Comments

	vivo
	No. 
INACTIVE to IDLE mode transition can be supported by RAN paging initiating resume procedure according to RAN2 agreements “A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.”. Move an INACTIVE UE to IDLE mode via RAN paging directly is an optimization. If the security issues could be handled with little impact to UE and network, the optimization could be considered.

	OPPO
	YES
When the number of UEs to be released is not too large, current baseline solution, i.e. network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE transition, can be used without any major issues. However, if NW wants to release a lot of UEs from INACTIVE to IDLE at the same time, it requires significant amount of signalling resources, as each UE needs to be paged and separately released to IDLE via dedicated RRC signalling.

For the security concern, it is not big deal. we think it is another issue if we want to avoid the “fake” gNB.

	ZTE
	No. We have already agreed that state transitions without security is to be avoided. 

	Ericsson
	No, we do not see a need to release UE(s) in RRC_INACTIVE by means of a Paging message.

	Intel
	No, it is not secure to move the UE to IDLE without security protection.

	Interdigital
	No.  We think this is a redundant enhancement which can be handled by the NW releasing the UE during the resume procedure initiated in response to paging.

	MTI
	No. RAN paging should be used only when DL data arrival. RAN paging will move the UE into RRC_CONNECTED for DL data reception.

	Samsung
	Yes

In general, if the network wants to move to IDLE just one particular UE, then the network can of course page and release the UE, or wait till the next periodic RAN update message to send a UE to IDLE.

However, as we cater for supporting a large number of UEs, there could be cases when the network wants to release a group of UEs. Then, it will be beneficial to have a paging mechanism to release UEs to IDLE.

	MediaTek
	No, we do not see the need of such optimization. This violates the previous agreement (as mentioned by vivo), and we have concern about security.

	ITRI
	No, we should not perform state transitions without security protection.

	CATT
	No. The network can release UE to idle mode after resuming the inactive UE successfully, without security problem. No strong motivation for the optimization.

	Lenovo&MotoM
	No. We do not see the motivation of transition to idle by paging since it is similar between inactive and idle state from power saving and signalling perspective.

	Fujitsu 
	No.

	Apple 
	No. It’s not safe. 

	Huawei, HiSilicon
	We think it could be done using some security info in record list for the UE to verify whether the release is triggered by a legitimate gNB.

	LG
	Yes. Since the number of UE AS context which could be stored in the gNB is limited, the overload beyond network equipment capacity may occurs. In that case, it will be useful to transit the lots of UEs to IDLE in order to resolve congestion.

	Nokia
	No need to optimize in this release


Summary: Large majority of companies that this optimization is not needed and has security risks. 
Proposal 9: RAN paging is not used to move UEs from RRC_INACTIVE to RRC_IDLE. 
3. Conclusion

Based on the feedback provided by companies, the following are proposed:

Proposal 1: RAN2 to confirm that moving the UE to RRC_CONNECTED or RRC_IDLE in response to RNAU is allowed and up to eNB decision.
Proposal 2: RAN2 to agree that the UE context is transferred to the serving gNB when it receives from the UE an RNAU due to change of RNA.
Proposal 3: RAN2 to further discuss whether UE context relocation is needed for periodic RNAU.
Proposal 4: If the UE is not able to send RNAU, it should move to RRC_IDLE. Whether the UE behaviour will be exactly same as resume failure case and a timer is used or not before moving to RRC_IDLE is FFS.
Proposal 5: For RAN paging, I-RNTI is used as the UE identity in the paging record.
Proposal 6: The UE initiates RRC Connection Resume procedure upon receiving RAN paging.
Proposal 7: RAN2 to confirm that the UE moves to RRC_IDLE and informs NAS when it receives a CN paging in RRC_INACTIVE state.

Proposal 8: RAN2 to agree that RAN paging can include cause values (e.g. ETWS/CMAS warning, SI modification). It is FFS which values are used and whether they will be same as CN paging. 

Proposal 9: RAN paging is not used to move UEs from RRC_INACTIVE to RRC_IDLE. 
Annex (Related RAN2 agreements for RNAU and RAN paging)

RAN2#98

Agreements related to RNAU:
1. Define RRC_INACTIVE as a new RRC state in NR.

2. A UE in RRC_INACTIVE notifies the NR RAN of RAN-based location area update (RLAU) via a resume procedure when re-selecting to a cell not belonging to the configured RAN-based notification area (RNA) and periodically

3. Connection resume message will include information that can at least indicate RAN area update. Inclusion of information to enable access control is not precluded.

Agreements for paging in inactive using DRX (excludes eDRX, if supported):

1. Use the same paging occasion calculation mechanism for UEs in inactive as for UEs in idle.

2. The same input derived from CN UE ID and the same calculation equation is used to calculate the paging occasion for RAN-initiated paging and CN-initiated paging.

3. The gNB needs to know the input derived from CN UE ID to be used in the calculation and CN UE specific DRX cycle from the NG core.

4. A UE in inactive can be configured with a UE specific RAN DRX cycle over dedicated signalling.

5. The UE uses the shortest of the CN UE specific DRX cycle and the cell broadcasted DRX cycle and the RAN DRX cycle. All the DRX cycle values must be multiples of each other. 

6. UE specific RAN DRX cycle is released when the UE enters idle states.

7. UE specific RAN DRX cycle is kept when the UE moves to one new cell in the RNA area in inactive state

RAN2#99

1. For CONNECTED to IDLE RRC transition, the RRC Connection Release kind of message is used and is sent over SRB1

a. FFS whether the same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE.

2. RRC Connection Release kind of message can include release cause information, redirect carrier frequency and idle mode mobility control information.

3. For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.

a. FFS whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.

4. For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

a. FFS NR security framework for INACTIVE UEs.

5. For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

a. FFS whether this MSG5 can be omitted in some case

6. For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).

7. For case described 6, the UE releases the AS security context, as well as, AS context related configurations kept while in INACTIVE.

8. For case described 6, the UE AS informs the UE NAS of a fallback to establish a new RRC connection due to a failure while resuming resulting in a NAS Service Request message to establish a new connection.

9. In the following cases the UE releases the UE context, UE AS informs UE NAS

a. upon failure of resume procedure (including the RAN update case)

b. FFS Whether this applies in all cases of failure of resume procedure

c. upon reselecting to other RAT; 

d. upon reception of CN initiating paging; 

RAN2#99bis

1. A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).

2. INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3. A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

4. The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)

5. A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.

5.1 This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).

6. UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE to stay in IDLE (i.e. not precluding use of fallback to RRC Connection Establishment)
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