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5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. Except for EDT, E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated.

NOTE:
In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option. This also applies for fields that are critically extended within a release (i.e. original and extended version defined in same release).

After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources. When not configured with any kind of DC, all SCells the UE is configured with, if any, are part of the MCG.
When configured with DC, some of the SCells are part of a SCG. In this case, user data carried by a DRB may either be transferred via MCG (i.e. MCG-DRB), via SCG (SCG-DRB) or via both MCG and SCG in DL while E-UTRAN configures the CG used in UL (split DRB). An RRC connection reconfiguration message may be used to change the DRB type from MCG-DRB to SCG-DRB or to split DRB, as well as from SCG-DRB or split DRB to MCG-DRB.

DC employs SCG change, which is a synchronous SCG reconfiguration procedure (i.e. involving RA to the PSCell) including reset/ re-establishment of layer 2 and, if SCG DRBs are configured, refresh of security. The procedure is used in a number of different scenarios e.g. SCG establishment, PSCell change, Key refresh, change of DRB type. The UE performs the SCG change related actions upon receiving an RRCConnectionReconfiguration message including mobilityControlInfoSCG, see 5.3.10.10.

In case of EN-DC, the SCG cells use another RAT, namely NR. The configuration of an NR SCG, as used in case of EN-DC, is specified in TS 38.331 [82]. When configured with EN-DC, user data carried by a DRB may either be transferred via MCG, via SCG or via both MCG and SCG. Also RRC signalling carried by a SRB may either be transferred via MCG or via both MCG and SCG. When DRBs and SRBs are configured with transmission via both MCG and SCG, duplication may be used in both DL and UL.

Change to NR PDCP or vice versa, for both SRBs and DRBs, can be performed using an RRCConnectionReconfiguration message including the mobilityControlInfo (handover). The same RRCConnectionReconfiguration message may be used to make changes regarding the CG(s) used for transmission. For SRBs the change of PDCP type, that in general is performed by release and addition of the concerned RB, may also be performed using an RRCConnectionReconfiguration message not including the mobilityControlInfo.

In case of EN-DC there are three types of SCG reconfigurations:

-
Reconfiguration with sync and key change i.e. a procedure involving RA to the PSCell, including MAC reset, re-establishment of RLC and PDCP and refresh of SCG security; and

-
Reconfiguration with sync but without key change i.e. a procedure involving RA to the PSCell, including MAC reset and RLC re-establishment; and

-
Regular SCG reconfiguration neither involving refresh of SCG security, nor RA to the PSCell, MAC reset or RLC re-establishment;

Further details are specified in NR RRC TS 38.331 [82]. The network is only required to use the SCG reconfiguration with sync and key change in case the SCG security key changes (i.e. handover, change of SNs, S-KgNB refresh)

In case of EN-DC, E-UTRA RRC configuration parameters only affect E-UTRA operation. E.g. s-Measure only affects measurements configured by parameters defined in this specification. Should an E-UTRA RRC configuration change require a change of NR RRC configuration, the network indicates such NR change by NR RRC signalling. E.g. a specific indication is used to trigger RLC re-establishment upon reconfigurations changing the CG(s) used for transmission (in DL or UL) that otherwise would only involve NR RRC signalling.

In this release of the specification, change between DC and EN-DC is not supported (i.e. neither the direct reconfiguration nor specific measurement events). Likewise, the direct transition between EN-DC and NR DC is not supported in this release of the specification.

The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.

The suspension of the RRC connection is initiated by E-UTRAN. When the RRC connection is suspended, the UE stores the UE AS context and the resumeIdentity, and transitions to RRC_IDLE state. The RRC message to suspend the RRC connection is integrity protected and ciphered. Suspension can only be performed when at least 1 DRB is successfully established.

The resumption of a suspended RRC connection is initiated by upper layers when the UE has a stored UE AS context, RRC connection resume is permitted by E-UTRAN and the UE needs to transit from RRC_IDLE state to RRC_CONNECTED state. When the RRC connection is resumed, RRC configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from E-UTRAN. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s). The request to resume the RRC connection includes the resumeIdentity. The request is not ciphered, but protected with a message authentication code.

In response to a request to resume the RRC connection, E-UTRAN may resume the suspended RRC connection, reject the request to resume and instruct the UE to either keep or discard the stored context, or setup a new RRC connection.

	Next Change


5.6.0
General
For NB-IoT, only a subset of the procedures described in this sub-clause apply.

Table 5.6.0-1 specifies the procedures that are applicable to NB-IoT. All other procedures are not applicable to NB-IoT; this is not further stated in the corresponding procedures.
Table 5.6.0-1: "Other″ Procedures applicable to a NB-IoT UE

	Sub-clause
	Procedures

	5.6.1
	DL information transfer

	5.6.2
	UL information transfer

	5.6.3
	UE Capability transfer

	5.6.X
	Early Data Transmission
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5.6.X
Early Data Transmission5.6.X.1
General

Early Data Transmission (EDT) involves UE sending and optionally receiving data during the random access procedure as specified in TS 36.300 [9] without establishing or resuming full RRC connection. The overall EDT procedure can be summarised as follows:

Step 1: If the conditions for initiating EDT as specified in 5.6.X.2 are fulfilled, the UE signals its intention to transmit data in the random access procedure by transmitting the appropriate PRACH preamble. 
Step 2: E-UTRAN in response provides sufficient resources for transmitting data in the first grant.

Step 3: UE transmits RRC control information and data using the granted resources.
Step 4: E-UTRAN confirms reception of this data and optionally includes downlink data in the message that confirms reception of uplink data.
Step 5: EDT procedure completes, UE returns to idle and continues with idle mode procedures.

EDT procedure may be used by UE supporting the Control Plane CIoT EPS optimisation and by UE supporting the User Plane CIoT EPS optimisation. When EDT procedure is used with User Plane CIoT EPS optimisation, security is activated prior to transmission of RRC control message in Step 3. E-UTRAN may decide to establish or resume full RRC connection by granting insufficient resources for uplink data in Step 2 or by transmitting RRC control message to establish or resume RRC connection in Step 4.
5.6.X.2
Conditions for initiating EDT
<<move the content from 5.3.3.1b in the running CR to here>>
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