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1
Introduction

At the RAN2#99 meeting, there was some agreement of RRC state transition from INACTIVE to CONNECTED for NR.
Agreements

12.
For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.

13.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

FFS NR security framework for INACTIVE UEs.
15.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

FFS whether this MSG5 can be omitted in some case

16.
For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message (same as used in agreement 8) is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).

17.1.
For case described 16, the UE releases the AS security context, as well as, AS context related configurations kept while in INACTIVE.

17.2.
For case described 16, the UE AS informs the UE NAS of a fallback to establish a new RRC connection due to a failure while resuming resulting in a NAS Service Request message to establish a new connection.
This contribution attempts to further discuss the security issue including the MSG4 ciphering issue and MSG3 integrity issue during the state transition from RRC_INACTIVE to RRC_CONNECTED.
We provide more detailed discussion and proposals for msg3 in [3] and for msg4 in [4].
2
Discussion

RAN2 has agreed that “For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection”. To cipher RRC Connection Re-Activation, the following options may be considered:

1) Derive the new key horizontally with PCI of new cell

In this option, horizontal key derivation is used. The UE uses the old ciphering key to derive the new ciphering key and uses the ciphering algorithm from the source gNB to decipher the RRC Connection Re-Activation message. If the new gNB doesn’t support the ciphering algorithm from the source, it cannot properly cipher the RRC Connection Re-Activation Message (same problem will exist as option 3 below). In addition, this option does not provide forward security, so it is unlikely to be acceptable to SA3. We suggest that it should not be considered further.
2) Indicate the new key and/or algorithm together with the RRC Connection Re-Activation message

In this option, the UE can keep the PDCP COUNT in RRC_INACTIVE state. The RRC Connection Re-Activation request kind of message is not ciphered but protected with the old integrity protection key. The new gNB will transfer the request message to the last serving gNB. It is useful for the UE to be validated by the last serving gNB as early as possible to avoid the replay attack from undesired rogue UEs. When the UE passes the verification by the last serving gNB, the UE context will be transferred to the new gNB.
The new gNB can provide the NCC and algorithm together with the RRC Connection Re-Activation message. In order for such information to not be ciphered, it could be carried by L2, e.g. within PDCP header or MAC CE. When receiving the RRC Connection Re-Activation message, the UE would get the new NCC and/or algorithm from PDCP or MAC in order to decipher the RRC Connection Re-Activation message. If no NCC and/or algorithm is indicated by PDCP or MAC CE, the UE could use old key and algorithm to decode the RRC Connection Re-Activation message. In this way, if the new gNB doesn’t support the old algorithm from the last serving gNB, the RRC Connection Re-Activation message can still be ciphered with a new algorithm.
A possible flow chart is provided as below.
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Fig.1 RRC Re-Activation procedure
3) Configure the NCC in the message to move from CONNECTED state to INACTIVE state

In this option, the last serving gNB allocates the NCC when telling the UE to move from the CONNECTED to the INACTIVE state. After initiating the connection re-activation procedure, the UE will use the NCC to derive the new ciphering key and new integrity protect key. The UE uses the new key and the old integrity algorithm to protect MSG3 (i.e. Connection Re-Activation Request) and uses the new key and old ciphering algorithm previously configured by the last serving gNB to decipher the RRC Connection Re-Activation message. 
Possible drawbacks are foreseen:

· The last serving gNB not only derives new KeNB but also further derives new RRC key to integrity check MAC-I in MSG3. While the key will be used in the new gNB for MSG4. That means one key is used in multiple gNBs. SA3 should confirm this can satisfy basic security requirements.

· If the new gNB doesn’t support the old ciphering algorithm from the source gNB, it cannot cipher the RRC Connection Re-Activation message. In order to cope with such a case, the UE needs to perform double decoding (with and without deciphering) of the RRC Connection Re-activation message.
· The UE will not be verified until the new gNB has received the UE context from the last serving gNB. It brings unnecessary interaction to transfer UE context for some failure scenarios, e.g., replay attack from a rogue UE.

· Although direct UL small data transmission is currently considered as low priority for RRC_INACTIVE UE, it is possible to consider the use case that the UE only has small data to transmit and goes back to RRC_INACTIVE again. With this option, the new gNB must wait for the CN to do the path switch in order to get the NCC and provide the NCC within the message to configure the UE back to RRC_INACTIVE. It is negative for UE power consumption.

· In NR, multiple DUs are connected to one CU with the same PDCP for CU-DU case. It is beneficial for the UE to maintain the PDCP COUNT which is helpful to decrease the state transition delay. However, for this solution, the key is changed every time, no matter whether or not PDCP is changed. 
4) RRC Connection Re-Activation msg4 is only PDCP integrity protected but does not contain any reconfiguration
In this option, the new gNB only includes NCC and new algorithm in msg4, and generates an additional consecutive DL message, "RRC Reconfiguration msg.4 (bis)" which is PDCP integrity protected and PDCP encrypted by the new encryption algorithm. Msg4 bis cannot be deciphered by old security configuration if msg4 bis is received earlier than msg4.  This option obviously does not achieve the RAN2 goal of ciphering Msg4, but compensates for it by putting the potentially sensitive configuration information in Msg4bis instead.
5) Use old key to cipher RRC Connection Re-Activation msg4
In this option, the new gNB sends the radio Resource Configuration to the last serving gNB. The last serving gNB generate RRC Connection Re-Activation msg4 including NCC and radio Resource Configuration and uses old security configuration to cipher and integrity. UE can always decipher MSG4 on SRB1. There will be additional latency for the signalling between the serving and last serving gNBs.
6) Configure the NCC while in CONNECTED, before moving to INACTIVE [1]
The main motivation of this option is to use the same procedure to move from INACTIVE to CONNECTED and after RLF/handover failure. The expected benefit would be to improve the procedure after RLF/handover failure. However, there are a number of possible drawbacks:

· The LTE re-establishment procedure is using default configurations, which makes it robust to unsynchronized radio configuration between the UE and the network, while the LTE resume procedure cannot handle such situations.

· At handover, either the pre-stored NCC would be discarded and a new NCC would be provided after handover, so that NCC values are wasted (one per handover), or the pre-stored NCC would be used for handover but, for N2 handover, there should be the possibility to override the pre-stored NCC in the handover command. 

· If re-establishment must always use a new key, in case of N2 handover, RLF resulting in failure to receive the NCC in the handover command will result in re-establishment failure, unlike the case of S1 handover in LTE where the NCC is provided in the RRCConnectionReestablishment message. N2 handovers may only be used in certain places where Xn is not available, but these places are likely to be the ones where handovers are not finely optimized and there is a greater risk of RLF.
These drawbacks come in addition to the drawbacks raised for option 3 above.

Generally these solutions can be categorised in two groups:

a) Security key and encryption algorithm are updated at separate steps (options 1, 3, 6). These options share the drawback that proper ciphering is not possible if the serving gNB does not support the algorithms used in the last serving gNB.

b) Security key and encryption algorithm are updated at the same step (options 2, 4, 5).

a. Options 2 and 4 depend on fetching the context before the signalling of Msg4, but differ in the details of how the signalling would be done.

b. Option 5 is more suited to a data forwarding approach in which the upper layers of the UE context should remain in the last serving gNB. If the UE context is intended to be fetched to the serving gNB, it doesn’t have obvious advantages over options 2/4.
Considering the drawbacks of approach (a), we suggest this approach should not be considered further. 
Assuming that the intention is to move the UE context to the gNB which is newly serving the UE, we further discuss options 2 and 4. The main differences between option 2 and option 4 are that:

-
option 4 does not cipher msg4;

-
option 4 performs the re-activation in two RRC messages instead of one for option 2. 
In the case of option 2, it would be specified that msg4 should only be performed after processing the L2 header in PDCP. Even if it would be considered acceptable that msg4 is not ciphered, option 4 would need 2 RRC procedures, similarly to SMC and reconfiguration after RRC connection establishment. However, the SMC procedure is normally related to RRC connection establishment where the UE state is different and in LTE, this procedure is not used before receiving the RRC connection resume message. In order to avoid extra complexity, we suggest that RAN2 adopts option 2.
Proposal 1: The new NCC and algorithm are indicated in L2 (PDCP or MAC) together with the connection reactivation message (option 2).
Based on the above analysis, option 2 is preferred. If the above proposal is agreed, a new LS to SA3 is needed [2].
Proposal 2: Inform SA3 of RAN2 decision.
3
Conclusion
This contribution analyzes the cipher issue of MSG4 during the state transition from INACTIVE to ACTIVE. 
Proposal 1: The new NCC and algorithm are indicated in L2 (PDCP or MAC) together with the connection reactivation message.

Proposal 2: Inform SA3 of RAN2 decision.
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