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Introduction

During 3GPP TSG-RAN WG2 Meeting #99bis it was agreed that:
There is no need to specify behaviour for PDCP count wrap around in NR (the network is expected to take action before this happens)
Following this agreement the PDCP Count is specified as 32 bits within 38.323 and it is stated that the COUNT does not  wrap around.
6.3.5	COUNT
Length: 32 bits
The COUNT value is composed of a HFN and the PDCP SN. The size of the HFN part in bits is equal to 32 minus the length of the PDCP SN.


Figure 6.3.5-1: Format of COUNT
NOTE:	COUNT does not wrap around.
Discussion:

The PDCP Count is 32 bits which is about 4000 million packets. Considering that e.g. IP version 6 which is about 1280 bytes (10240 bits) and IMT 2020 minimum requirements for the speed are 20 GB/s. the wrap up could happen about every 30 minutes. Furthermore, if the number of packets become smaller or the speed of transmission becomes higher or the session takes longer (especially this can be the case in future in the case of relays or introduction of RRC inactivity state) it is very desirable to have a good description of how the network can avoid that the count wrap around. It becomes even more essential to be the case for URLLC type of services.

Observation 1: The time till the count is about to wrap up is depending on the size of the packets, speed of transmission and application in use (e.g. URLLC), but also if e.g. RRC Inactivate state is in use 
Currently there is no description of how the network should avoid the wrap around neither in 38.300 nor in 37.340. At the same time there is some text in 36.300 (14.1) regarding COUNT reusing avoidance for DC case, even it could be considered that considering smaller speed within LTE compared to NR, the problem might not be that severe within LTE

The COUNT reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE.
SCG bearers in DC share a common pool of radio bearer identities (DRB IDs) together with the MCG bearers and when no new DRB ID can be allocated for an SCG bearer without guaranteeing COUNT reuse avoidance, the MeNB shall derive a new S-KeNB. SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB shall update the S-KeNB. To update the S-KeNB, the MeNB increases the SCG Counter and uses it to derive a new S-KeNB from the currently active KeNB in the MeNB. The MeNB sends the newly derived S-KeNB to the SeNB. The newly derived S-KeNB is then used by the SeNB in computing a new encryption key KUPenc which is used with all DRBs in the SeNB for this UE. Furthermore, when the SCG Counter approaches its maximum value, the MeNB refreshes the currently active KeNB, before any further S-KeNB is derived.
Way forward: 

Currently it is unclear how the wrap around can be prevented even the 38.323 does not provide clear explanations. There is no corresponding text in 38.300 or any other stage 2 text and it can also be expected that in some cases the wrap up might happen quite often, therefore the mechanisms to prevent it shall be described very clearly within the stage 2. As it is considered to be the network behaviour to avoid the wraparound of the counter it is proposed to inform RAN WG3 about the decision and propose to them to introduce a corresponding text within 38.300 or 37.340
Proposal:  To inform RAN WG3 about the decision that the COUNT shall not be wrap up and suggest them to introduce or to describe the network behaviour of how this scenario  could be avoided.
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