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Discussion and decision
1 Introduction

RAN2 agreed to the following for the NR access control (AC) mechanism as captured on [1]:

On the applicability of the 5G Access Control mechanism to the different RRC states: 

· RAN2 aims to define the 5G AC mechanism for a UE in RRC_CONNECTED.  Details FFS.
SA1 captured the following point in the agreed CR [3], [24]:

The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request).
NOTE 1:
"new session request" in RRC Connected refers to events, e.g. new MMTEL voice or video session, sending of SMS (SMS over IP, or SMS over NAS), new PDU session establishment, existing PDU session modification, and service request to re-establish the user plane for an existing PDU session.
According to CT1 CR [26], following events have been agreed for connected mode UE:

1) 5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification; and

5)
5GMM receives a request to re-establish the user plane for an existing PDU session.

And only operator defined access category may take into account access category criteria: 

one or more access category criteria type and associated access category criteria type values. The access category criteria type can be set to one of the following:

1)
DNN name;

2)
5QI;

Editor's note:
Whether the 5QI is a suitable access category criteria type is FFS.

3)
OS Id + OS App Id of application triggering the access attempt; or

4)
S-NSSAI.

Editor's note:
Other access category criteria types, in particular whether QFI is a suitable parameter, are FFS.

This contribution discusses the proposed 5G AC mechanism for CONNECTED taken into consideration SA1 requirements and CT1 agreed CR.
2 Discussion
It is important to highlight key differences on the design for NR/5GC vs LTE for UEs in RRC_CONNECTED:

· The setup of DRB(s) may also be done by AS based on some NAS information provided to AS; note while AS sets up a given DRB, direct/immediate interaction between NAS and AS is not required.

· A new QFI could be setup directly over UP (without any CP signaling involved on AS or NAS) - this is related to reflective QoS concept.
· A new SDAP layer is defined for AS to handle the mapping between QFI(s) and DRB(s); note that this mapping is done transparently to NAS. 
Observation 1. NR/5GC design allows AS layer to setup DRBs and to handle the mapping between QFI(s) and DRB(s) without immediate interaction with NAS, and new QFI(s) can be setup in the UP without CP involvement.
For RRC_CONNECTED, the following use cases should be differentiated as access control handling might require different approaches:
· Control Plane (CP) events/traffic, which includes UE-triggered NAS signaling procedure e.g. for a UE to request the establishment or modification of a PDU Session or for UE to handle mobility management when indicating a change of the tracking area (similar to TAU after handover in LTE).
· User plane (UP) events/traffic which trigger a CP event. This includes e.g. UL data for an existing PDU session for which appropriate DRBs are currently not established.
· User plane (UP) events/traffic which do not trigger a CP event. This includes e.g. UL data for an existing PDN/bearer/QoS flow for which appropriate DRBs are established.
The following list summarizes the options suggested by the companies in [4]-[18] to handle access control for UEs in CONNECTED:
Option A. Not to enable AC for UEs in CONNECTED.
Option B. To enable AC for UEs in CONNECTED for CP events or UP events/traffic which trigger a CP event:

Option B.1. Via access categories and 5G AC framework used for IDLE and INACTIVE.
Option B.1.1. Only for CP events associated with IMS voice/video (same as LTE).
Option B.1.2. Any CP event associated to any application/service indicating START/STOP kind of communication in a trusted way to NAS. 
Option B.1.3. Any kind of CP event triggered by NAS.
Option B.2. CP events, based on the same criteria as used for option C.2 to C.3 below.
Option C. To enable AC for UEs in CONNECTED for UP events/traffic which do not trigger a CP event:

Option C.1. Via DRB ID.
Option C.2. Via QFI (QoS flow ID).
Option C.3. Via 5QI (5G QoS Indicator).

Option (A) is not aligned with SA1 requirement and Option C is not agreed in CT1. We can exclude them for now. 

Option B is covered by 5 events defined in CT1 CR [26] as

1) 5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification; and

5)
5GMM receives a request to re-establish the user plane for an existing PDU session.

Therefore for connect mode, we only need to consider 5 events defined in CT1. No matter which cases will be specified finally, from AS layer, we can assume the NAS will provide access category to AS to trigger the access control for "new session request” for connected mode UE as IDLE, and then the AS will do the checking and let the NAS know the checking results, i.e. whether the access attempt passes the ACB checking or not. If barred, the AS will start the timer, and tell the NAS when the timer expired. It is up to NAS to ensure that the associated upper layer procedure does not go ahead. AS does not take any action to stop any specific signalling/traffic from being transferred and AS does not need to check/determine whether/when the "new session request” is triggered.
Since allowed access category in connected mode is related to which cases are allowed in connected mode which is still under the discussion in CT1. It is better leave it to CT1/SA1 since the detection of access attempts, and mapping between access attempts and access categories shall be done in NAS. 
Proposal 1. The 5G AC mechanism for a UE in CONNECTED should be same as IDLE mode UE, i.e. the NAS provides access category to AS to trigger the access control for "new session request” for connected mode UE. The AS just informs the result of the barring check to NAS and runs the barring timer. The AS does not take any action to stop any specific signalling/traffic from being transferred. It is up to NAS to ensure that the associated upper layer procedure does not go ahead.   
Observation 2. For connected mode, same as IDLE, inactive UE, 5 events are considered as below. But it is transparent to AS layer.
1) 5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification; and

5)
5GMM receives a request to re-establish the user plane for an existing PDU session.

3 Conclusion

The observations captured are the following:
Observation 1.
NR/5GC design allows AS layer to setup DRBs and to handle the mapping between QFI(s) and DRB(s) without immediate interaction with NAS, and new QFI(s) can be setup in the UP without CP involvement.
Observation 2. For connected mode, same as IDLE, inactive UE, 5 events are considered as below. But it is transparent to AS layer.

1) 5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification; and

5)
5GMM receives a request to re-establish the user plane for an existing PDU session.
The proposal captured are the following:
Proposal 1. The 5G AC mechanism for a UE in CONNECTED should be same as IDLE mode UE, i.e. the NAS provides access category to AS to trigger the access control for "new session request” for connected mode UE.  The AS just informs the result of the barring check to NAS and runs the barring timer. The AS does not take any action to stop any specific signalling/traffic from being transferred. It is up to NAS to ensure that the associated upper layer procedure does not go ahead.   
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