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Discussion and decision
1 Introduction

Several approaches have been provided in the past for security of MSG4 when reactivating an INACTIVE UE [1]-[14]. At a high level, the security key can either be updated in each RRC state transition or only when the UE's PDCP context is transferred/reallocated when resuming an RRC connection. Furthermore, the update can then be performed either during, before or right after the RRC state transition. In this contribution, we try to find the way to address the concerns from different solutions for security framework on the handling of INACTIVE UEs.
2 Discussion
2.1 NR Security framework for INACTIVE UEs
In this section, we provide background of the potential different solutions to support the security for UEs performing INACTIVE to CONNECTED RRC state transition during resumption based on contributions from previous meeting and try to find compromise solution.

2.1.1 Provision of NCC 
Note: New NCC in this contribution means the NCC is different from the one used for current key derivation;  
For an inactive UE, the NCC could be provisioned in the following ways: 
Option 1: Provide new NCC as part of Suspend/de-activation message 
In this option, the new NCC would be provided when the UE is moved from CONNECTED to INACTIVE state. When the UE sends MSG3, old key (LTE approach) or new key derived based on this new NCC could be used, depending on RAN2 conclusion. With this option, the RAN has to always get a new {NH, NCC} from CN before moving the UE to inactive state even if the anchor is not changed. It will increase additional signaling overhead between RAN and CN which is not aligned with the purpose of the introduction of inactive state.
Option 2: Provide new NCC during the establishment of an RRC connection
In this solution, the new NCC is provided during RRC_CONNECTED state (e.g. RRCReconfiguration) for use during next resume. The handling of MSG 3 is same as option 1. Similar to option 1, this approach also increases additional signaling overhead between RAN and CN. The additional disadvantage of this option is that it adds complexity to UE and gNB in that both nodes need to store and maintain the NCC for future use. 

Two UE behaviors have to be specified based on the usage of the new NCC:

· Behavior 1: The UE shall not derive and use key when it receives the new NCC if the key is not used until next resume

· Behavior 2: The UE shall derive and use key immediately after it receives the new NCC (current LTE approach)

Option 3: Horizontal key derivation based on old key without changing NCC
In this solution, the UE derives a new key horizontally using the old root key (and old ciphering algorithm) to decrypt msg4 (Resume/Reactivation message). Since RAN2 has agreed that “RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1”, horizontal key derivation can thus be used to encrypt msg4; therefore any necessary reconfiguration can be conveyed within msg4. If the network wants to subsequently change the key to a new NCC, it can be done at msg4 (via RRC or PDCP) or using intra-cell HO. The UE can use the new NCC if provided to compute the new key to be used from msg5.

Option 4: Provide new NCC using MSG4 followed by reconfiguration 
The MSG4 can carry the new NCC from the new gNB in an unencrypted fashion either as part of PDCP header or within RRC message. Any necessary reconfiguration can be sent encrypted in a concatenated fashion (MSG4-bis).  This is similar to SMC+RRC reconfiguration used in LTE.
This approach does not require any sharing of NCC apriori. The potential disadvantage is the increased complexity of providing MSG4 with partial encryption.  Further, this solution is not forward compatible with allowing early data transmission in MSG3. 
Compromise proposal
As agreed in RAN2, for successful NR INACTIVE resumption procedure, MSG4 should be PDCP ciphered and integrity protected and sent over SRB1. Option 1-4 all can meet this requirement. The main difference is whether new NCC should be always provided before deciphering the MSG4, how to provide, and which key is used to protect the message 4. 

Regarding whether new NCC should always be provided for next resume procedure, to avoid additional signalling overhead between RAN and CN, we would prefer to leave it to network implementation, i.e. if the network wants to always use new NCC for next resume procedure, then, it should get it from CN, and provide the new NCC to the UE before the UE deciphers MSG4. If the new NCC is provided, the UE will use this new NCC for key derivation, i.e. vertical key derivation.  Otherwise, the UE will use original NCC for key derivation, i.e. horizontal key derivation. 
Proposal 1: It is up to network implementation on whether new NCC should be always available for next resume procedure.
Based on proposal 1, the compromised solution can be:

The UE always uses a “new” key to send MSG3.  If the UE was provided with a new NCC as part of the Suspend/deactivation request, it is applied immediately to derive the “new” key.  Else, UE uses horizontal key derivation based on the previous key. If the UE receives a new NCC in MSG 4, it is applied immediately for all subsequent messages. If a new NCC is not provided in MSG 4, UE continues to use the key used for MSG 3 [and potentially decrypt MSG4 (Resume/Reactivation message)].
This ensures UE always uses a “new” key for MSG 3, including early data transmission, and to encrypt message 4 while at the same time, allowing network the flexibility whether to provide new key in Suspend/deactivation request or MSG 4 if it wants to ensure vertical key derivation.
2.1.2 Security for MSG3 during resumption

For MSG 3, the MAC-I could be calculated based on:

Option 1: old key/old algorithm as in LTE
Option 2: new key based on new/original NCC 

If new NCC is available, then new key is derived based on the new NCC; if new NCC is not available, then new key is derived based on original NCC, i.e. horizontal key derivation; 

We understand that a new key is preferable from SA3 point of view (pending verification), therefore new key derivation can be adopted for MSG3 in order to ensure a consistent approach when EDT is applied. 
Proposal 2: new key is used for the calculation of MSG 3 MAC-I; If new NCC is available, then new key is derived based on the new NCC; if new NCC is not available, then new key is derived based on original NCC, i.e. horizontal key derivation.
2.1.3 Security handling for MSG4 during resumption

To discuss the security handling of MSG4, two scenarios should be considered:

Scenario 1: Network requests UE to enter the inactive state immediately in MSG 4 or suspend message: The new NCC could be optionally provided in MSG 4 when the network asks the UE to enter the inactive state, i.e. MSG 4 or suspend message;

Scenario 2: Network request UE to enter Connected mode in MSG 4: The new NCC could be optionally provided in MSG4 when the network asks the UE to move to connected mode. The main use case for scenario 2 is if horizontal key derivation is used for MSG 3 Resume Request.  During the resume, if the network wants to use the key derived based on new NCC when the UE moves to connected mode, the network could use intra-cell handover to change the key or just update the key in resume MSG 4. This is similar to LTE approach wherein, according to TS33.401, after X2 handover, if target node wants to use new NCC, it can trigger intra cell handover immediately once new NH is available after Path switch procedure as per below note.

NOTE:
Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the S1 PATH SWITCH REQUEST ACKNOWLEDGE.
From UE perspective, the UE does not need to distinguish these two scenarios, and we can just follow LTE approach, i.e. when the UE receives the new NCC, the UE should derive new key and use it immediately.   This implies:
For scenario 1, this new key will be used for the subsequent new resume procedure;

For scenario 2, this new key will be used for packets/signalling transmitted after MSG4.

Proposal 3: The new NCC could be optionally provided in MSG4 or suspend message. The UE shall derive new key and use it immediately when it receives the new NCC. 

Based on contributions from previous meeting, MSG 4 could be protected based on the key used for MSG3, or based on the new NCC (if provided) inside MSG4.
· Option 1: MSG4 optionally carrying new NCC is always protected based on the key used for MSG 3;

· Option 2: The MSG4 can optionally carry the new NCC from the new gNB in an unencrypted fashion either as part of PDCP header or within RRC message. Any necessary reconfiguration can be sent encrypted in a concatenated fashion (MSG4-bis).  This is similar to SMC+RRC reconfiguration used in LTE. 

If the new NCC is not available, that means, MSG4 is using the same key as MSG3, so the UE does not need to derive the key again. If the new NCC is available, that means MSG4 is using the new key which is different from MSG3, then the UE needs to derive the key. 

Option 2 is similar to SMC+reconfiguration used today and could address different scenarios. Therefore, we slightly prefer option 2.

Proposal 4: The MSG4 can optionally carry the new NCC from the new gNB in an unencrypted fashion either as part of PDCP header or within RRC message. Any necessary reconfiguration can be sent encrypted in a concatenated fashion (MSG4-bis). 

3 Conclusion

The proposals are captured as per the following:
Proposal 1: It is up to network implementation on whether new NCC should be always available for next resume procedure.
Proposal 2: new key is used for the calculation of MAC-I; If new NCC is available, then new key is derived based on the new NCC, i.e. vertical key derivation; if new NCC is not available, then new key is derived based on original NCC, i.e. horizontal key derivation;
Proposal 3: The new NCC could be optionally provided in MSG4 or suspend message. The UE shall derive new key and use it immediately when it receives the new NCC. 

Proposal 4: The MSG4 can optionally carry the new NCC from the new gNB in an unencrypted fashion either as part of PDCP header or within RRC message. Any necessary reconfiguration can be sent encrypted in a concatenated fashion (MSG4-bis). 
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