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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction & Background
This document is resubmission of R2-1800868. 
This document will discuss the potential issues on security framework for inactive UEs arising from email discussion 98#30 [1]. The discussions are focused on the MSG4 ciphering on SRB1 given security related agreements of RRC state transition from INACTIVE to CONNECTED made at previous RAN2 meetings.

	Agreements at RAN2#98 meeting [2]
2	In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1
3	RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
FFS Whether there may be cases where message where the MSG4 cannot be ciphered.



	Agreements at RAN2#99 meeting [3]
13.	For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.
FFS NR security framework for INACTIVE UEs.



2. Discussion
[bookmark: _Toc485118251][bookmark: _Toc485328879][bookmark: _Toc485049892][bookmark: _Toc485060153][bookmark: _Toc485418967][bookmark: _Toc485049666][bookmark: _Toc485039412][bookmark: _Toc485299225][bookmark: _Toc485427664][bookmark: _Toc485118113][bookmark: _Toc489605059][bookmark: _Toc485039631][bookmark: _Toc485419022][bookmark: _Toc485375746][bookmark: _Toc485117985][bookmark: _Toc485427719][bookmark: _Toc485375693][bookmark: _Toc490268332]2.1 Issue 1 : The earliest message to update AS security parameters
Regarding what security AS security parameters can be provided by the gNB, RAN2 should confirm with SA3. In this contribution, we assume the possible AS security parmaters are NCC and security algorithm (i.e. integrity algorithm, encryption algorithm) as in LTE. To update the security parameters,  there are two options that can be considered. 
Option 1 : Configure NCC and/or security algorithm as part of the RRC resume procedure. 
[bookmark: OLE_LINK8][bookmark: OLE_LINK5]In option 1, the new gNB will send RRC resume MSG4 which carries the updated NCC and/or new security algorithm. The RRC resume MSG3 is PDCP integrity protected (using old key and old security algorithm). The RRC resume MSG4 is PDCP integrity protected (using old key and old security algorithm) but not PDCP encrypted as in LTE. Then the new gNB will send “RRC resume MSG4(bis)” right after the RRC resume MSG4. “RRC resume MSG4(bis)” is defined as a new consecutively numbered DL message which is transmitted in the middle of RRC resume MSG4 and MSG5. It is assumed that the “RRC resume MSG4(bis)” will be both integrity protected (using new key and/or new security algorithm) and encrypted (using new key and/or new security algorithm) by PDCP. 
The possible pros of option 1 would be
· “RRC resume MSG4(bis)” substitutes RRC resume MSG4 to fulfill requirement of both integrity protection and ciphering in NR.
· Backward compatible to support LTE procedures in which RRC resume MSG4 is involved.
The possible cons of option 1 would be
· Some specification efforts are foreseen. For example, “RRC resume MSG4(bis)” needs to be specified. Different logical channels may be allocated in order to differentiate between RRC resume MSG4 and the new “RRC resume MSG4(bis)”.
· The RRC resume MSG4(bis) can not be deciphered instantly if it is received earlier than the RRC resume MSG4.
Option 2 : Configure NCC and/or security algorithm during the previous RRC connection (e.g, via RRC connection release kind of message for state transition from CONNECTED to INACTIVE).
In option 2, the anchor gNB will send RRC connection release kind of message which carries the new NCC and/or security algorithm. Thus a new key can be derived by NCC once the UE enters INACTIVE. The RRC resume MSG3 is PDCP integrity protected (using new key and/or new security algorithm). The RRC resume MSG4 is both integrity protected  (using new key and/or new security algorithm) and encrypted (using new key and/or new security algorithm) by PDCP.
The possible pros of option 2 would be :
· The PDCP COUNT value can be reused with a new key which is enchanced security for PDCP radio bears.
· Enable UL data transmission in INACTIVE ciphered by the new key consecutively following MSG3.  
· More simple compared to option 1.  
The possible cons of option 2 would be 
· MSG4 encrypted by new key implies that new gNB where the UE initiate resuming the first time needs to use the same key to encrypt MSG4 as anchor gNB or the anchor gNB needs to generate the encrypted MSG4 and send it back to the new gNB, otherwise the UE can not succeed in deciphering MSG4.
Based on aformentioned analysis, option 2 is preferred because of  simplicity and enhanced PDCP RB security.
[bookmark: _Ref494410836]Proposal  1	AS Security parameters (e.g., NCC, security algorithm) from anchor gNB are used for integrity protected RRC resume MSG3, and integrity protected as well as encrypted RRC resume MSG4.
[bookmark: _Ref494410839]Proposal  2	AS Security parameters are included in the RRC release kind of message from anchor gNB which triggers UE to enter INATIVE from CONNECTED.
2.2 Issue 2 : The given area where all gNBs support the same security algorithm 
In real network deployment, we think it is hard to restrict that all gNBs within a given area (e.g., RAN notification area) support the same security algorithm. 
[bookmark: _Ref494409201]Observation 1	Real network deployment may not fulfil the requirement that all gNBs within a given area (e.g., RAN notification area) support the same security algorithm.
For INACTIVE UEs, the UE AS context incuding security information is maintained within the RAN notification area. The UE will initiate RRC rusuming procedure periodically or event triggered, e.g., by RAN notification area update. During RRC resuming procedure, the new gNB will fetch the UE context from anchor gNB and verify the UE context. If the UE context retrieval succeeds, RRC resume MSG4 over SRB1 will be sent by the new gNB. According to proposal 1, the RRC resume MSG4 will be encrypted by AS security parameters from anchor gNB. Therefore, it is reasonable that the anchor gNB and new gNB within RAN notification area  share the same algirithm. In case that encryption algorithm configured by anchor gNB is not supported by the new gNB within the given area does happen, we think a fallback solution to establish a new RRC connection similar to UE context retrieval failure case can be applied.
[bookmark: _Ref494410841]Proposal  3	The RRC resume procedure is fallback to RRC connection setup in case that encryption algorithm configured by anchor gNB is not supported by the new gNB where UE initiates RRC resuming.
3. Conclusion
In this contribution, NR security aspects for INACTIVE UE are discussed. We have the following observation and proposals.
Observation 1	Real network deployment may not fulfil the requirement that all gNBs within a given area (e.g., RAN notification area) support the same security algorithm.
Proposal  1	AS Security parameters (e.g., NCC, security algorithm) from anchor gNB are used for integrity protected RRC resume MSG3, and integrity protected as well as encrypted RRC resume MSG4.
Proposal  2	AS Security parameters are included in the RRC release kind of message from anchor gNB which triggers UE to enter INATIVE from CONNECTED.
Proposal  3	The RRC resume procedure is fallback to RRC connection setup in case that encryption algorithm configured by anchor gNB is not supported by the new gNB where UE initiates RRC resuming.
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