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1. [bookmark: OLE_LINK14][bookmark: OLE_LINK13]Introduction & Background
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The contribution is resubmission of R2-1800877. At previous RAN2 meetings, many agreements have been made on the NR RRC connection control topic. In this paper, we further discuss potential issues relevant to RRC connection release when UE resuming from RRC_INACTIVE and give our proposals.
2. Discussion
The discussion is about the network triggered RRC connection release procedures. Potential issues are addressed respectively.
Issue 1: Whether the same RRC Connection Release kind of message can be used for RRC transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE
From our understanding, whether to have one common RRC Connection Release message for the three RRC transition procedures mainly depends on the transport channel to deliver the RRC message and the essential content carried in the RRC message. We have the following observations as per RAN2 agreements reached so far. 
Agreements at RAN2#99 meeting:
10. For CONNECTED to IDLE RRC transition, the RRC Connection Release kind of message is used and is sent over SRB1.
26.For CONNECTED to INACTIVE RRC transition, a RRC Connection Release kind of message is used and is sent over SRB1 (as described in proposal 10).
Agreements at RAN2#99bis meeting:
5	A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.

[bookmark: _Ref498605500]Observation 1	The RRC message used for transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE are sent over the same logical channel (i.e. DCCH) and radio bear (i.e. SRB1).
Agreements at RAN2#99 meeting:
11.	RRC Connection Release kind of message can include release cause information, redirect carrier frequency and idle mode mobility control information.
27	For CONNECTED to INACTIVE RRC transition, the RRC Connection Release kind of message includes (a) the same information as listed in proposal 11 (i.e. cause information, redirect carrier frequency and mobility control information), and can include (b) UE identity (or UE context identity), and optionally (c) suspension/inactivation indication (FFS if implicitly or explicitly), (d) RAN configured DRX cycle, (e) RAN periodic notification timer, and (f) RAN notification area.
Agreements at RAN2#99bis meeting:
5.1	This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).

Table 1 is given to compare the content that can be carried for different RRC state transition procedures based on above agreements.
[bookmark: _Ref494436445][bookmark: _Ref494436424]
[bookmark: _Ref498637831]Table 1  RRC Connection Release kind of message content for different RRC transition
	Num

	IE Description
	CONNECTED to IDLE 
	CONNECTED to INACTIVE
	INACTIVE to IDLE

	1
	release cause information
	M
	M
	M

	2
	redirect carrier frequency
	M
	M
	M

	3
	mobility control information
	M
	M
	M

	4
	UE context identity
	
	O
	

	5
	suspension/inactivation indication (FFS if implicitly or explicitly) 
	-
	-
	-

	6
	RAN configured DRX cycle
	
	O
	

	7
	RAN periodic notification timer
	
	O
	

	8
	RAN notification area
	
	O
	

	Note: ‘M’ for Mandatory, ‘O’ for Optional, ‘- ’ for none presence of corresponding Information in the table.
Note: In the 5th row, we assume implicitly indication is used, i.e., UE behavior on transition to which RRC state (INACTIVE or IDLE) is based on whether INACTIVE related parameters (e.g., UE context identity, RAN configured DRX cycle, RAN periodic notification timer, and RAN notification area) have been received.



[bookmark: _Ref498605506]Observation 2 	The same necessary content carried over RRC message for transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE are cause information, redirect carrier frequency and mode mobility control information, which covers nearly half of the total listed IEs. 

On the other hand, we notice that the different parts of the listed IEs are only for INACTIVE related parameters. It comes very naturally to the mind that whether it’s possible to have a different RRC message just for transition from CONNECTED to INACTIVE. There is similar issue and discussion on the RRC message design in LTE Light Connection when UE transits from CONNECTED to RRC light connection state. The final agreement is to have the same RRCConnectionRelease which is also used for CONNECTED to ILDE. we suggest to follow the similar decision and avoid extra work. It is also in line with the RAN aim on NR RRC message design as follows.
Agreements at RAN2#97bis meeting:
1 Aim to limit the number of RRC messages i.e. avoid introducing several messages with similar content/ similar procedural handling (details can be discusses when more progress has been made on the individual procedures)
[bookmark: _Ref498605508]Observation 3	RRC message design should avoid introducing several messages with similar content/ similar procedural handling.
Based on the above observations, we propose to have a common RRC message which is used for RRC transition from CONNECTED to IDLE, CONNECTED to INACTIVE and INACTIVE to IDLE.
[bookmark: _Ref498605512][bookmark: _Ref498302568]Proposal  1	The same RRC Connection Release kind of message is used for RRC transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE, in order to avoid introducing three messages with similar content/ similar procedure handling.

Issue 2: Whether the MSG5 can be omitted if the received MSG4 is the RRC Connection Release kind of message
If the MSG4 is the RRC Connection Release kind of message when UE resuming from RRC_INACTIVE, two options can be considered for completion of INACTIVE to IDLE procedure.
Option1 No MSG5 complete message is needed.
Option2 MSG5 complete message is always needed.
Option 1 is similar to LTE baseline on RRC transition from CONNECTED to IDLE, i.e., the UE does not send a RRC Release ‘complete’ message to the network. Instead, predefined time (e.g., 60ms) or low layer indication of ACK is used for RRC Connection Release message reception confirmation, whichever comes earlier. 

TS 36.331 5.3.8.3	Reception of the RRCConnectionRelease by the UE
The UE shall:
1>	except for NB-IoT, BL UEs or UEs in CE, delay the following actions defined in this sub-clause 60 ms from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;
It is straightforward for RRC transition from INACTIVE to IDLE to follow above similar procedural handling. 

However, it is also noted that before the network triggers RRC transition INACTIVE to IDLE, the UE needs to send a RRC Resume Request message over SRB0 first. This is a big difference from the network triggering RRC transition from CONNECTED to IDLE (i.e., without UE request). If a UE doesn’t send MSG5, security issue raised by the so-called MSG3 replay attack could not be avoided. An example is depicted in below Figure 1. A fake gNB is continuously monitoring UL channel and forwards MSG3 to an attacker UE after successful interception. At the same time the fake gNB sends RRC Reject to the UE. If the attacker UE is able to replay MSG3 and receives MSG4 (e.g., RRC Connection Release) from the real gNB, it will succeed in changing the UE state in the network. In this case, RRC state mismatch between UE and network happens, i.e. the UE is in RRC_INACTIVE but the network thinks the UE is in RRC_IDLE. The consequence would be subsequent resumption failure of RRC connection in the configured RAN area for the UE. 
[image: ]
[bookmark: _Ref498637791][bookmark: _Ref498637787]Figure 1 Example of MSG3 replay attack
In order to cope with the aforementioned security issue, Option 2 is preferred, i.e., the MSG5 needs to be transmitted by UE in response to RRC Connection Release MSG4. Moreover, if Option 2 is agreed, it seems that the INACTIVE to IDLE needs a different procedural handling from the CONNECTED to IDLE/INACTIVE procedures. That is, the CONNECTED to IDLE/INACTIVE follow one step according to RAN2#98 agreements as below, while the INACTIVE to IDLE needs two steps (i.e., RRC Release MSG4 and RRC Release ‘complete’ MSG5).  

RAN2#98 Agreements
1	The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).
2	The RRC state transition from CONNECTED to INACTIVE follows one step procedure
But we see no problem with Option 2 because the UE is able to make a right decision according to its initial UE RRC state. A UE that receives RRC Connection Release will send this RRC Connection Release ‘Complete’ message only when the UE is in RRC_INACTIVE. The gNB will release the corresponding UE Context data only if the MSG5 complete is successfully received. In this way, the UE RRC state at UE side and gNB side are consistent. 
[bookmark: _Ref494433774]
[bookmark: _Ref498302571]Proposal  2	MSG5 complete message is needed if the received MSG4 is the RRC Connection Release kind of message for RRC transition from INACTIVE to IDLE, in order to avoid security issue caused by MSG3 replay attack.

3. Conclusion
In this contribution, potential issues on the network triggered RRC connection release have been discussed, based on which some observations and proposals are given as follows.
Observation 1	The RRC message used for transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE are sent over the same logical channel (i.e. DCCH) and radio bear (i.e. SRB1).
Observation 2 	The same necessary content carried over RRC message for transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE are cause information, redirect carrier frequency and mode mobility control information, which covers nearly half of the total listed IEs. 
Observation 3	RRC message design should avoid introducing several messages with similar content/ similar procedural handling.
Proposal  1	The same RRC Connection Release kind of message is used for RRC transition from INACTIVE to IDLE, CONNECTED to IDLE, and CONNECTED to INACTIVE, in order to avoid introducing three messages with similar content/ similar procedure handling.
Proposal  2	MSG5 complete message is needed if the received MSG4 is the RRC Connection Release kind of message for RRC transition from INACTIVE to IDLE, in order to avoid security issue caused by MSG3 replay attack.
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