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[bookmark: _Hlk497399641]5.3.5	RRC reconfiguration
Editor’s Note: Check terminology (“RAN may …” or “Network may …”). Update figures accordingly.
[bookmark: _Toc477882136]5.3.5.1	General


Figure 5.3.5.1-1: RRC reconfiguration, successful


Figure 5.3.5.1-2: RRC reconfiguration, failure
The purpose of this procedure is to modify an RRC connection, e.g. to establish/ modify/ release RBs, to perform handover, to setup/ modify/ release measurements, to add/ modify/ release SCells and cell groups. As part of the procedure, NAS dedicated information may be transferred from RAN to the UE.
In EN-DC, SRB3 can be used to perform measurement, MAC, RLC, PDCP, physical layer and RLF timers and constants (re-)configurations.

5.3.5.2	Initiation
RAN may initiate the RRC reconfiguration procedure to a UE in RRC_CONNECTED. RAN applies the procedure as follows:
-	the synchronousReconfiguration is included only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended;
-	the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is included only when AS security has been activated;
-	the addition of Secondary Cell Groups and SCells is performed only when AS security has been activated;
[bookmark: _Toc477882138]5.3.5.3	Reception of an RRCReconfiguration by the UE
[bookmark: _Hlk497400828]Editor’s note: TODOs: 
-	Handling of first reconfiguration after re-establishment
[bookmark: _Hlk498006285]-	clarify in 36.331 that/whether SCG(s) must perform a synchronous reconfiguration when the MCG performs a synchronous reconfiguration
The UE shall perform the following actions upon reception of the RRCReconfiguration:
Editor’s Note: For EN-DC, MCG configuration is not supported. 
1>	if the received RRCReconfiguration includes the masterCellGroupConfig:
2>	perform the cell group configuration for the MCG according to 5.3.5.4.1;
Editor’s Note: For EN-DC, SCG release is not supported by SecondaryCellGroupToReleaseList (instead by field in 36.331). 
Editor’s Note: In this release, only 1 SCG can be added but the signalling is general	Comment by Ericsson User: Can be removed as no-one has not commented
1>	if the received RRCReconfiguration includes the SecondaryCellGroupToReleaseList:
2>	perform the SCG release according to 5.3.5.4a;
1>	if the received RRCReconfiguration includes the secondaryCellGroupToAddModListsecondaryCellGroup:
2>		perform the cell group configuration for the SCG according to 5.3.5.4.1;
1>	if the RRCReconfiguration message contains the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.5.1;
Editor’s Note: dedicatedInfoNASList is not needed supported for EN-DC
1>	if the RRCReconfiguration message includes the dedicatedInfoNASList:
2>	forward each element of the dedicatedInfoNASList to upper layers in the same order as listed;
1>	if the RRCReconfiguration message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
[bookmark: _Hlk498012071]Editor’s Note: otherConfig is not supported for EN-DC
Editor’s note: It is FFS if autonomous removal is specified	Comment by Ericsson User: Check with Icaro/Henning what was agreement
1>	perform the measurement identity autonomous removal as specified in 5.5.2.2a;
Editor’s note: It is FFS if autonomous removal is specified	Comment by Ericsson User: Correc to discuss about otherconfig and mention that this is not needed for EN-DC
1>	if the RRCReconfiguration message includes the otherConfig:
2>	perform the other configuration procedure as specified in 5.3.10.9;
5.3.5.4a	Secondary cell group release
The UE shall:
1>	for each CellGroup-Identity CellGroupId in the SecondaryCellGroupToReleaseList or as a result of SCG release triggered by E-UTRA:
2> reset SCG MAC, if configured;
2>	for each logical channel that is part of the SCG configuration:
3>	perform logical channel release procedure as specified in 5.3.5.4.3;
2> release the entire SCG configuration;
2>	stop timer T313, if running;
2>	stop timer T304, if running;
NOTE: Release of cell group means only release of the lower layer configuration of the cell group but the RadioBearerConfig may not be released
Editor’s Note: FFS on how to handle the SCG DRB and split DRB	Comment by Ericsson User: Can be removed?
5.3.5.4	Cell Group configuration
5.3.5.4.1	General
The network configures the UE with a Master Cell Groups (MCG) and zero or one (FFS: or more) Secondary Cell Groups (SCG). For EN-DC, the MSG is configured as specified in TS 36.331 [10]. The network provides the configuration parameters for a cell group in the CellGroupsConfig IE. If the CellGroupConfig does not contain the0 is used  cellGroupId it applies for the MCG. Otherwise, it applies for an SCG.
The UE shall performs the following actions based on a received CellGroupConfig IE:
1>	if the received CellGroupConfig contains the pCellConfig with synchronousReconfiguration:
2> perform Synchronous Reconfiguration according to 5.3.5.4.2;
1>	if the CellGroupConfig contains the logicalChannel-ToReleaseList:
2>	perform Logical Channel Release as specified in 5.3.5.4.3;
1>	for each element in logicalChannel-ToAddModList:
2>	configure the logical channel as specified in 5.3.5.5.4.4;
1>	if the CellGroupConfig contains the mac-CellGroupConfig:
2>	configure the MAC entity of this cell group as specified in 5.3.5.4.5;
1>	if the CellGroupConfig contains the rlf-TimersAndConstants 
2>	configure the RLF timers for this cell group as specified in 5.3.5.4.6;
1>	if the CellGroupConfig contains the sCellToReleaseList:
2>	for each entry in sCellToReleaseList:   
3>	release the SCell as specified in 5.3.5.4.8;
1>	if the CellGroupConfig contains the pCellConfig:
2>	configure the PCell as specified in 5.3.5.4.7;
[bookmark: _Hlk497400799]Editor’s Note: Here PCell term is used both for PCell of MgNB and PSCell of SgNB
1>	if the CellGroupConfig contains the sCellToAddModList:
2> for each entry in sCellToAddModList: 
32> add or modify the SCell as specified in 5.3.5.4.9;
Editor’s Note: It is FFS if SIB1 is needed 
1>	if the received RRCReconfiguration includes the systemInformationBlockType1Dedicated:
2>	perform the actions upon reception of the SIB1 message as specified in 5.2.2.7;
[bookmark: _5.3.5.x.x_Synchronous_Reconfigurati]5.3.5.4.2	Synchronous Reconfiguration
The UE shall performs the following actions to execute a synchronized re-configuration.
Editors note: Master cell group config is not supported for EN-DC
1>	if cellGroupId of the CellGroupConfig triggering the synchronous reconfiguration is 0does not contain the cellGroupId (master cell group):
2>	stop timer T310, if running;
2>	stop timer T312, if running;
2>	start timer T304 with the timer value set to t304, as included in the synchronousReconfiguration;
2>	stop timer T370, if running;
1> else (secondary cell group):
2>	stop timer T313, if running;
2>	start timer T304 with the timer value set to t304, as included in the synchronousReconfiguration;
Editors note: TODO: update below after L1 parameter email discussion
1>	if the carrierFreq is included:
2>	consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;
1>	else:
2>	consider the target PCell to be one on the frequency of the source PCell with a physical cell identity indicated by the targetPhysCellId;
1>	start synchronising to the DL of the target PCell;
NOTE X:	The UE should perform the synchronous reconfiguration as soon as possible following the reception of the RRC message triggering the synchronous reconfiguration, which could be before confirming successful reception (HARQ and ARQ) of this message.
Editor’s Note: FFS if makeBeforeBreak is needed
1>	if makeBeforeBreak is configured:
2>	perform the remainder of this procedures for this cell group including and following resetting of MAC after the UE has stopped the uplink transmission/downlink reception with the source cell(s);
NOTE X:	It is up to UE implementation when to stop the uplink transmission/ downlink reception with the source cell(s) to initiate re-tuning for connection to the target cell [16], if makeBeforeBreak is configured.
1>	reset the MAC entity of this cell group;
Editor’s Note: NOTE: This discards all pending RLC SDUs and PDUs in case of synchronous reconfiguration. The same may later be triggered due to a LCH-release in the same message. That should not cause any issue, though. 	Comment by Ericsson User: remove
1>	re-establish all RLC entities that are established in this cell group (see 38.322 [REF], section 5.4);
1>	consider the SCell(s) of this cell group, if configured, to be in deactivated state;
1>	apply the value of the newUE-Identity as the C-RNTI for this cell group;
Editors note: fullConfig is not supported in EN-DC
1>	if the RRCReconfiguration message includes the fullConfig:
2>	perform the radio configuration procedure as specified in 5.3.5.6;
Editor’s Note: Verify that this does not configure some common parameters which are later discarded due to e.g. SCell release or due to LCH release. I think it should be correct as is, though.	Comment by Ericsson User: remove
1>	configure lower layers in accordance with the received pCellConfigCommon;
Editor’s Note: FFS if rach-Skip is introduced. If so, correct the references below. 
1>	if the received RRCReconfiguration message includes the rach-Skip:
2>	configure lower layers to apply the rach-Skip for the target cell of this cell groups, as specified in TS 36.213 [23] and 36.321 [6];
1>	configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received synchronousReconfiguration;
1>	perform the measurement related actions as specified in 5.5.6.1;
5.3.5.4.3	Logical Channel release
The UE shall:
[bookmark: _Hlk492964594]1>	for each LogicalChannelIdentity value included in the logicalChannel-ToReleaseList that is part of the current UE configuration (LCH release), or
1>	for each LogicalChannelIdentity value that is to be released as the result of full configuration option according to 5.3.5.x or SCG release option according to 5.3.5.4a:
2>	release the RLC entity or entities (includes discarding all pending RLC PDUs and RLC SDUs);
Editor’s Note: “Release” is not defined in 38.322. Clarify in 38.322 that all pending PDUs and SDUs are discarded.
2>	trigger the associated PDCP entity to perform data recovery (38.323 [REF], section 5.5); 
2>	release the DTCH logical channel.
5.3.5.4.4	Logical Channel addition/modification
Editor’s Note: TODO: Default configuration (e.g. for SRBs)
For each LCH-Config received in a logicalChannel-ToAddModList IE the UE shall:
1>	if the UE’s current configuration contains a logical channel with the received logicalChannelIdentity:
2> if reestablishRLC is received, re-establish the RLC entity of this DRB as specified in 38.322:
2>	apply reconfigure the RLC entity or entities in accordance with the received rlc-Config;
2> reconfigure the logical channel entity or entities in accordance with apply the received mac-LogicalChannelConfig;
NOTE:	An already configured LCH must not be re-associated with another radio bearer. Hence servedRadioBearer must not be present in this case. 
1> else (a logical channel with the given ID was not configured before):
2> establish an RLC entity in accordance with the received rlc-Config;
2>	configure this MAC entity with a logical channel in accordance to the received mac-LogicalChannelConfig;
2>	associate this logical channel with the PDCP entity identified by servedRadioBearer;
1>	if the received LCH-Config contains the ul-SchedulingRestriction:	Comment by Ericsson User: To be discussed in email disc 99bis#18
2>	if ul-SchedulingRestriction is set to ul-Disabled:
3>	not serve the PDCP UL TX entity of this DRB via this LCH;
2>	else, if ul-SchedulingRestriction is set to ul-SplitThreshold:
3>	serve the PDCP entity of this DRB via this LCH only if the amount of data available in PDCP exceeds the given threshold;
Editor’s Note: Introduced for EN-DC in the first drop 	Comment by Ericsson User: Intention is to say that this is not needed for the first drop
2>	else, if ul-SchedulingRestriction is set to ul-Duplication: 
3>	use this LCH for data duplication, i.e., the UL PDCP entity shall provide duplicates of the PDCP PDUs to this Logical Channel if duplication is activated on MAC level for this logical channel. 
[bookmark: _5.3.5.x.x_MAC_entity]5.3.5.4.5	MAC entity configuration
[bookmark: _5.3.5.x.x_RLF_Timers]5.3.5.4.6	RLF Timers & Constants configuration
[bookmark: _5.3.5.x.x_PCell_Configuration]5.3.5.4.7	PCell Configuration
Editor’s Note:	May contain procedures similar to the one in 36.331, section 5.3.10.6 (Physical channel reconfiguration), i.e., applying L1 parameters for the PCell
[bookmark: _5.3.5.x.x_SCell_Release]5.3.5.4.8	SCell Release
The UE shall:
1>	if the release is triggered by reception of the sCellToReleaseList:
2>	for each sCellIndex value included in the sCellToReleaseList:
3>	if the current UE configuration includes an SCell with value sCellIndex:
4>	release the SCell;
Editor’s Note: Need to be updated for EN-DC
1>	if the release is triggered by RRC connection re-establishment:
2>	release all SCells that are part of the current UE configuration.
[bookmark: _5.3.5.x.x_SCell_Addition/Modificati]5.3.5.4.9	SCell Addition/Modification
The UE shall:
1>	for each sCellIndex value included in the sCellToAddModList that is not part of the current UE configuration (SCell addition):
2>	add the SCell, corresponding to the cellIdentification, in accordance with the sCellConfigCommon and sCellConfigDedicated;
2>	configure lower layers to consider the SCell to be in deactivated state;
[bookmark: _Hlk498012326]Editor’s Note: Check automatic measurement handling for SCells.
2>	for each measId included in the measIdList within VarMeasConfig:
3>	if SCells are not applicable for the associated measurement; and
3>	if the concerned SCell is included in cellsTriggeredList defined within the VarMeasReportList for this measId:
4>	remove the concerned SCell from cellsTriggeredList defined within the VarMeasReportList for this measId;
1>	for each sCellIndex value included in the sCellToAddModList that is part of the current UE configuration (SCell modification):
2>	modify the SCell configuration in accordance with the sCellConfigDedicated;
5.3.5.5	Radio Bearer configuration
5.3.5.5.1 General
The UE shall perform the following actions based on a received RadioBearerConfig IE:
1>	if the RadioBearerConfig includes the srb-ToReleaseList:
2>	perform the SRB release as specified in 5.3.5.5.21;
1>	if the RadioBearerConfig includes the srb-ToAddModList:
2>	perform the SRB addition or reconfiguration as specified in 5.3.5.5.32;
1>	if the RadioBearerConfig includes the drb-ToReleaseList:
2>	perform DRB release as specified in 5.3.5.5.5.43;
1>	if the RadioBearerConfig includes the drb-ToAddModList:
2>	perform DRB addition or reconfiguration as specified in 5.3.5.5.5.53;
NOTE:	Whether or not the RLC- and MAC entities associated with this PDCP entity are reset or released is determined by the CellGroupConfig.
1>	if the RadioBearerConfig includes securityConfig and for all DRBs for which PDCP-Config includes reestablishPDCP:
Editor’s Note: MeNB security configuration not included here 
2>	configure the PDCP entities of this RadioBearerConfig to apply the integrity protection algorithm, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure the PDCP entities of this RadioBearerConfig to apply the ciphering algorithm, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
[bookmark: _5.3.5.x.x_SRB_addition/]5.3.5.5.21	SRB release
Editor’s note: TODO: check handling during full configuration 
The UE shall for the SRB with SRB Identity corresponding to srb-ToRelease:
1>	release the PDCP entity.
5.3.5.5.32	SRB addition/ modification
The UE shall:
1>	for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration or configured with pdcp-Config (SRB establishment or reconfiguration from E-UTRA to NR PDCP):
2>	apply the specified configuration defined in 9.1.2 for the corresponding SRB;
Editor’s Note: TODO: check this after concluding signaling of security parameters
2>	establish a PDCP entity and configure it with the current security algorithms according to securityConfig and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUseconfiguration of the associated RadioBearerConfig, if applicable;
2>	if the current UE configuration as specified in TS 36.331 includes a SRB identified by the same srb-Identity value:
3>	associate the E-UTRA RLC and DCCH entities of this SRB with the NR PDCP entity;
3>	release the E-UTRA PDCP entity of this SRB;
1>	for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:
2>	if reestablishPDCP is set:
3>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the KeNB/S-KgNB as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>	re-establish the PDCP entity of this SRB as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
[bookmark: _5.3.5.x.x_DRB_release]5.3.5.5.43	DRB release
Editor’s Note: TODO: Add handling for the new QoS concept (mapping of flows; configuration of QFI-to-DRB mapping; reflective QoS…) but keep also EPS-Bearer handling for the EN-DC case
The UE shall:
1>	for each drb-Identity value included in the drb-ToReleaseList that is part of the current UE configuration (DRB release), or
1>	for each drb-identity value that is to be released as the result of full configuration option according to 5.3.5.68:
2>	release the PDCP entity;
Editor’s Note: TODO: handling of indication to higher layers in EN-DC
1> if new bearer is not added with same eps-BearerIdentity:
21>	if the procedure was triggered due to handover:
32>	indicate the release of the DRB(s) and the eps-BearerIdentity of the released DRB(s) to upper layers after successful handover;
21>	else:
32>	indicate the release of the DRB(s) and the eps-BearerIdentity of the released DRB(s) to upper layers immediately.
NOTE:	The UE does not consider the message as erroneous if the drb-ToReleaseList includes any drb-Identity value that is not part of the current UE configuration.
NOTE:	Whether or not the RLC- and MAC entities associated with this PDCP entity are reset or released is determined by the CellGroupConfig.

[bookmark: _5.3.5.x.x_DRB_addition/]5.3.5.5.54	DRB addition/ modification
Editor’s Note: TODO: Add handling of the new QoS concept (mapping of flows; configuration of QFI-to-DRB mapping; reflective QoS…) but keep also EPS bearer handling for EN-DC.
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
23>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
23> configure the PDCP entity with the security algorithms according to securityConfig and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUse;
2>	if the RRCReconfiguration message includes the fullConfig IE:
3>	associate the established DRB with corresponding included eps-BearerIdentity;
2>	else if no DRB was configured with the same eps-BearerIdentity prior to receiving this reconfiguration:
3>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
2>	if reestablishPDCP is set:
3> configure the PDCP entities of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
3>	re-establish the PDCP entity of this DRB as specified in 38.323, [REF], section 5.1.2;
2>	else, if recoverPDCP is set::
3>	trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config;
NOTE:	Removal and addition of the same drb-Identity in a single radioResourceConfigDedicated is not supported. In case drb-Identity is removed and added due to handover or re-establishment with the full configuration option, the eNB can use the same value of drb-Identity.
NOTE:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablish flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   
[bookmark: _Hlk492964276]NOTE:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a synchronized reconfiguration of the cell group hosting the old RLC entity or by releasing the old RLC entity.
5.3.5.6	Full configuration	Comment by Ericsson User: Remove whole section. Check that there is not anything missing for LTE full configuration (bearer handling)
Editor’s Note: The full configuration  with NR fullConfig flag in the NR RRCReconfiguration is not applicableis not supported for EN-DC. but rather only for cases where NR is the master.  Handling of EN-DC in case of LTE fullConfig is FFS.
The UE shall:
1>	release/ clear all current dedicated radio configurations except the MCG C-RNTI, the MCG security configuration and the PDCP, RLC, logical channel configurations for the RBs and the logged measurement configuration;
NOTE X:	Radio configuration is not just the resource configuration but includes other configurations like MeasConfig and OtherConfig.
1>	if the PCellConfig in the masterCellGroupConfig includes the synchronousReconfiguration:
2>	release/ clear all current common radio configurations;
2>	use the default values specified in 9.2.5 for timer T310, T311 and constant N310, N311;
1>	else (full configuration after re-establishment):
2>	use values for timers T301, T310, T311 and constants N310, N311, as included in ue-TimersAndConstants received in SystemInformationBlockType2 (or SystemInformationBlockType2-NB in NB-IoT);
1>	apply the default physical channel configuration as specified in 9.2.4;
1>	apply the default semi-persistent scheduling configuration as specified in 9.2.3;
1>	apply the default MAC main configuration as specified in 9.2.2;
1>	for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):
2>	apply the specified configuration defined in 9.1.2 for the corresponding SRB;
2>	apply the corresponding default RLC configuration for the SRB specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;
2>	apply the corresponding default logical channel configuration for the SRB as specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2; 
NOTE X: 	This is to get the SRBs (SRB1 and SRB2 for handover and SRB2 for reconfiguration after re-establishment) to a known state from which the reconfiguration message can do further configuration.
Editor’s Note: TODO: Replace the following by corresponding handling of “PDU Sessions” and/or “Flows”. Remember: Current UE configuration refers to the current MCG and SCG configuration, i.e., it handles also DRBs associated with the S-KeNB prior to the HO/Re-establishment.
1>	for each eps-BearerIdentity value included in the drb-ToAddModList that is part of the current UE configuration:
2>	release the PDCP entity;
2>	release the RLC entity or entities;
2>	release the DTCH logical channel;
2>	release the drb-identity;
NOTE:	This will retain the eps-bearerIdentity but remove the DRBs including drb-identity of these bearers from the current UE configuration and trigger the setup of the DRBs within the AS in Section 5.3.10.35.x.x using the new configuration. The eps-bearerIdentity acts as the anchor for associating the released and re-setup DRB. In the AS the DRB re-setup is equivalent with a new DRB setup (including new PDCP and logical channel configurations).
1>	for each eps-BearerIdentity value that is part of the current UE configuration but not part of the drb-ToAddModList:
2>	perform DRB release as specified in 5.3.10.2;

5.3.5.7	Security key update 
Upon reception of sk-Counter the UE shall:
Editor’s Note: Consider mentioning that this corresponds to SCG-counter in 33.401.	Comment by Ericsson User: Needs to also check reference
1>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [32];
1>	derive the the KRRCenc and KUPenc key as specified in TS 33.401 [32];
1>	derive the KRRCint key as specified in TS 33.401 [32];
1>	for all radio bearers configured with S-KgNB:
2>	configure lower layers to apply the KRRCint key, i.e. the integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure.
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[bookmark: _Toc491180891][bookmark: _Toc493510590]6	Protocol data units, formats and parameters (ASN.1)
[bookmark: _Toc478015590][bookmark: _Toc491180903][bookmark: _Toc493510603]–	RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including any associated dedicated NAS information and security configuration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfiguration					RRCReconfiguration-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfiguration-IEs ::= SEQUENCE {
	-- Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP
    -- and security related parameters (but without RLC and Logical Channels!)In EN-DC, only used with SRB3
	radioBearerConfig						RadioBearerConfig 														OPTIONAL, -- Need M

	-- Configuration of primary and secondary cell groups (Dual Connectivity):
	masterCellGroupConfig					CellGroupConfig															OPTIONAL, -- Cond HOM
	secondaryCellGroupToAddModList			SEQUENCE (SIZE (1..maxSCellGroups)) OF CellGroupConfig					OPTIONAL, -- Need M
	secondaryCellGroupToReleaseList			SEQUENCE (SIZE (1..maxSCellGroups)) OF CellGroup-Identity				OPTIONAL, -- Need M

	measConfig								MeasConfig																OPTIONAL, -- Need M

	-- following IEs not needed for EN-DC
	dedicatedNAS-MessageList				SEQUENCE (SIZE(1..maxDRB)) OF DedicatedNAS-Message						OPTIONAL, -- Cond nonHO
	otherConfig								OtherConfig																OPTIONAL, -- Need N
	fullConfig								ENUMERATED {true}														OPTIONAL, -- Cond HO-Reestab


	lateNonCriticalExtension				OCTET STRING ()															OPTIONAL,
	nonCriticalExtension					SEQUENCE{}																OPTIONAL 
}

-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP

	RRCReconfiguration field descriptions

	dedicatedNAS-MessageList
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.FFS
FFS.

	fullConfig
Indicates the full configuration option is applicable for the RRC Connection Reconfiguration message.



	Conditional presence
	Explanation

	FFS
	FFS

	
	



[bookmark: _Toc478015591][bookmark: _Toc491180904][bookmark: _Toc493510604]–	RRCReconfigurationComplete
The RRCReconfigurationComplete message is used to confirm the successful completion of an RRC connection reconfiguration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
[bookmark: _Hlk497386004]Logical channel: DCCH
Direction: UE to E‑UTRAN
RRCReconfigurationComplete message
-- ASN1START
-- TAG-RRCRECONFIGURATIONCOMPLETE-START

RRCReconfigurationComplete ::= SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfigurationComplete			RRCReconfigurationComplete-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfigurationComplete-IEs ::= SEQUENCE {
	-- FFS
}

-- TAG-RRCRECONFIGURATIONCOMPLETE-STOP
-- ASN1STOP

	RRCReconfigurationComplete field descriptions

	FFS
FFS



[bookmark: _Toc491180905][bookmark: _Toc493510605]6.3	RRC information elements	
[bookmark: _Toc491180907][bookmark: _Toc493510607]6.3.2	Radio resource control information elements
[bookmark: _Toc487673548][bookmark: _Toc491180908][bookmark: _Toc493510608]–	DRB-Identity
The IE DRB-Identity is used to identify a DRB used by a UE.
DRB-Identity information elements
-- ASN1START
-- TAG-DRB-IDENTITY-START

DRB-Identity ::=					INTEGER (41..32)

-- TAG-DRB-IDENTITY-STOP
-- ASN1STOP
–	CellGroupConfig
The CellGroupConfig IE is used to configure a master cell group (MCG) or secondary cell group (SCG). A cell group comprises of one MAC entity, a set of logical channels with associated RLC entites and of a primary cell (PCell) and one or more secondary cells (SCells).
CellGroupConfig information element
-- ASN1START
-- TAG-CELL-GROUP-CONFIG-START

-- Configuration of one Cell-Group:
CellGroupConfig	::= 						SEQUENCE {
	cellGroupId									CellGroupId,														OPTIONAL,	-- Cond SCG

	-- Logical Channel configuration and association with radio bearers:
	logicalChannel-ToAddModList 					SEQUENCE (SIZE(1..maxLCH)) OF LCH-Config					OPTIONAL,
	logicalChannel-ToReleaseList					SEQUENCE (SIZE(1..maxLCH)) OF LogicalChannelIdentity		OPTIONAL,

	-- Parameters applicable for the entire cell group:
	mac-CellGroupConfig							MAC-CellGroupConfig												OPTIONAL,	-- Need ONM,
	rlf-TimersAndConstants						RLF-TimersAndConstants											OPTIONAL,	-- Need ONM

	-- Serving Cell specific parameters (PCell and SCells)
	pCellConfig									PCellConfig														OPTIONAL, 	-- Need MON
	sCellToAddModList							SCellToAddModList												OPTIONAL,	-- Need ONM
	sCellToReleaseList							SCellToReleaseList												OPTIONAL	-- Need ONM
}

CellGroupId ::=								INTEGER (1.. maxSCellGroups)


-- Configuration of one logical channel:
LCH-Config ::=								SEQUENCE {
	logicalChannelIdentity						LogicalChannelIdentity										OPTIONAL,	-- Cond LCH-SetupOnly,

	-- Associate the logical channel with an SRB or a DRB:
	servedRadioBearer ::=						CHOICE {
		srb-Association								SRB-Identity,
		drb-Association								DRB-Identity
	}																		INTEGER (1..32)															OPTIONAL,	-- Cond LCH-SetupOnly
	ul-SchedulingRestriction					UL-SchedulingRestriction									OPTIONAL,	-- Cond LCH-Setup

	reestablishRLC								ENUMERATED{true}											OPTIONAL, 	-- Need NON
	rlc-Config									RLC-Config													OPTIONAL,	-- Cond LCH-Setup

	mac-LogicalChannelConfig					LogicalChannelConfig										OPTIONAL	-- Cond LCH-Setup	
}

LogicalChannelIdentity ::= 					INTEGER (1..FFS)

-- CHECK: KeepIf scheduling restriction is here (inside the logical channel of the cell group) or moved to PDCP, is discussed in L2 email discussion it to PDCP?
UL-SchedulingRestriction ::= 				CHOICE {
	-- The UE shall not serve the PDCP UL TX entity of this DRB via this LCH. 
	ul-Disabled									BOOLEAN,
	-- The UE shall serve the PDCP entity of this DRB via this LCH only if the amount of data available in PDCP exceeds the given threshold.
	ul-SplitThreshold							ENUMERATED { b0, b100, b200, b400, b800, b1600, b3200, b6400, 
												b12800, b25600, b51200, b102400, 	b204800, b409600, b819200, spare1},
	-- The UE shall use this LCH for data duplication, i.e., the UL PDCP entity shall provide duplicates 
	-- of the PDCP PDUs to this Logical Channel if duplication is activated on MAC level for this logical channel
	ul-Duplication								BOOLEAN
}																											OPTIONAL	-- Need ONM


-- Serving cell specific MAC and PHY parameters for a PCell or PSCell:
PCellConfig ::=						SEQUENCE {
	-- Parameters for the synchronous reconfiguration to the target PCell/PSCell:
	synchronousReconfiguration 			SEQUENCE {
		pCellConfigCommon					ServingCellConfigCommon,
		newUE-Identity						C-RNTI,
		t304								ENUMERATED {ms50, ms100, ms150, ms200, ms500, ms1000, ms2000, ms10000-v1310},
		rach-ConfigDedicated				RACH-ConfigDedicated													OPTIONAL,	-- Need MN
	}																												OPTIONAL,	-- Cond HOPCell

	pCellConfigDedicated				ServingCellConfigDedicated													OPTIONAL,	-- Need M
}

SCellToReleaseList ::=				SEQUENCE (SIZE (1..maxNrofSCells)) OF SCellIndex
SCellToAddModList ::=				SEQUENCE (SIZE (1..maxNrofSCells)) OF SCellConfig

SCellConfig ::=						SEQUENCE {
	sCellIndex							SCellIndex,
	sCellConfigCommon					ServingCellConfigCommon														OPTIONAL,	-- Cond SCellAdd
	sCellConfigDedicated				ServingCellConfigDedicated													OPTIONAL,	-- Cond SCellAddMod
}

-- TAG-CELL-GROUP-CONFIG-STOP 
-- ASN1STOP

	CellGroupConfig field descriptions

	logicalChannelIdentity
The logical channel identity for both UL and DL.

	

	

	

	



	Conditional presence
	Explanation

	LCH-SetupOnly
	The field is mandatory present if the corresponding LCH is being set up; otherwise it is not present.

	LCH-Setup
	The field is mandatory present if the corresponding LCH is being set up; otherwise it is optionally present, need M.

	HOPCell
	The field is mandatory present in case of handover and PCell change; otherwise it is optionally present, need M.

	SCellAdd
	The field is optionally present, need M, upon SCell addition; otherwise it is not present.

	SCellAddMod
	The field is mandatory present upon SCell addition; otherwise it is optionally present, need M.



–	RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling- and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=					SEQUENCE {
	srb-ToAddModList						SRB-ToAddModList										OPTIONAL, -- Cond HO-ConnM
	srb-ToReleaseList						INTEGER (3)												OPTIONAL, -- Cond HO-ConnM
	drb-ToAddModList						DRB-ToAddModList										OPTIONAL, -- Cond HO-toNRM
	drb-ToReleaseList						DRB-ToReleaseList										OPTIONAL, -- Need ONM
	securityConfig 							SecurityConfig											OPTIONAL  -- Cond TBDHO
}

SRB-ToAddModList ::=						SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=							SEQUENCE {
	srb-Identity								SRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP								ENUMERATED{true}									OPTIONAL, 		-- Cond HO
	pdcp-Config									PDCP-Config											OPTIONAL,		-- Cond PDCP
	...
}


DRB-ToAddModList ::=						SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=							SEQUENCE {
	cnAssociation								CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity							INTEGER (0..15)										OPTIONAL,		-- Cond EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the Next Generation CN5GC
		sdap-Config									SDAP-Config											OPTIONAL		-- Cond NGC
	},
	drb-Identity								DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	
	reestablishPDCP								ENUMERATED{true}									OPTIONAL, 		-- Cond HO
	recoverPDCP									ENUMERATED{true}									OPTIONAL, 		-- Need N

	pdcp-Config									PDCP-Config											OPTIONAL,		-- Cond PDCP
	
}

DRB-ToReleaseList ::=				SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity


SecurityConfig	::=					SEQUENCE {	
	securityAlgorithmConfig					SecurityAlgorithmConfig									OPTIONAL,	-- Need ONM
	keyToUse								ENUMERATED{KeNB, S-sKgNB}									OPTIONAL	-- Need ONM
	...
}

-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP


	RadioBearerConfig field descriptions

	drb-Identity
In case of DC, the DRB identity is unique within the scope of the UE i.e. an MCG DRB can not use the same value as split DRB. For a split DRB the same identity is used for the MCG- and SCG parts of the configuration.

	cnAssociation
Indicates if the bearer is associated with the eps-bearerIdentity (when connected to EPC) or sdap-Config (when connected to 5GC).

	keyToUse
Indicates if the bearer configured with this list is using KeNB or S-KgNB for deriving ciphering and/or integrity protection keys. 

	srb-Identity
Value 1 is applicable for SRB1 only.
Value 2 is applicable for SRB2 only.
Value 3 is applicable for SRB3 only.

	

	

	

	

	



	Conditional presence
	Explanation

	HO
	The field is mandatory present in case of handover (i.e., synchronous reconfiguration with key change), otherwise the field is not present

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or reconfigured with NR PDCP; otherwise the field is optionally present, need M 







–	SRB-Identity
The IE SRB-Identity is used to identify a Signalling Radio Bearer (SRB) used by a UE.
-- ASN1START
-- TAG-SRB-IDENTITY-START

SRB-Identity ::=					INTEGER (1..3)

-- TAG-SRB-IDENTITY-STOP
-- ASN1START
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