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1
Introduction
One of the two objectives of the euCA WID [3] is:

	· Reduced delays in Scell set-up, including shorter Scell configuration delay after UE moves from idle to connected by addressing the following aspects:

· Measurements on Scell candidates (e.g. network assistance in identifying Scell candidate carriers, and best effort UE measurements for Scell candidates),

· Measurement reporting (e.g. utilize UE’s earlier idle mode measurements for configuring Scell),

· Scell configurations and activations (e.g. the network could immediately configure Scell for CA without additional measurements when UE’s earlier idle mode measurements are available for setting up Scell)




In the previous RAN2#99 meeting, the following agreements were reached related to delay reduction for SCell set-up [5]:

Agreements:

1
UE can be indicated an inter-frequency carrier to measure during the idle state. The inter-frequency measurement operation and requirement is FFS. How fast to report the measurement is FFS. The security issue of report is FFS.

2
It is FFS on whether configuring a SCell to be directly in active state at RRC reconfiguration. 

In this paper, we will discuss the details of sending the measurement report, including the implications on security.
2
Faster SCell activation?
2.1
Sending measurement report at connection setup
According to Agreement#1, UE can be indicated an inter-frequency carrier to measure during idle mode. Therefore, when the traffic starts (MT/MO originated), UE should indicate to eNB also its IDLE inter-frequency carrier measurements. This means that UE should indicate at least the following to eNB:
· Carrier frequency

· Cell ID that has been measured

· Measurement results (RSRP/RSRQ/RS-SINR)
Thus, the reported information could be encoded similarly as with RRC_CONNECTED measurement reporting, but cannot use exactly the same format since the configuration cannot indicate measurement ID, measurement object ID or report config ID.

Observation 1: New reporting format needs to be defined for the SCell candidate measurements in IDLE.
One point to discuss is related to when UE should send the measurement report with the IDLE inter-frequency measurements in order to achieve a faster SCell activation. In RAN#99bis, few companies have discussed in their contributions few options:

1. In [6], it was proposed that the measurement report would be sent only after the AS security is activated.
2. In [7] and [8], it was proposed to enable to send the measurement report before AS security activation.

The following sections will discuss the pros and cons of each option.

2.2
Sending measurement report after AS security activated

In current LTE release, UE sends the measurement report after AS security is activated. This is illustrated in Figure 1, with the latency approximations are shown in Table 1.
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Figure 1 Illustration on measurement report in LTE legacy procedure
	Operation
	Latency (approx.)

	RA (RAP+RAR) + RRC Connection Request
	20 ms

	RRC Connection Setup
	25 ms

	Security Mode Command +
RRC Connection Reconfiguration
	30 ms

	Measurement report
	15 ms

	Total delay until measurement report is received
	90ms

	SCell Configuration
	30 ms

	SCell Activation
	24 ms

	Total delay until SCell is setup
	144ms


Table 1 LTE Latency in CA setup
The pros and cons of this are straightforward to state:

Pros: Less changes to existing security aspects, more detailed information possible (since everything is ciphered).
Cons: Much slower procedure for SCell addition (need to wait until after AS security is activated).
Observation 2: Sending measurement report only after security activation will incur additional delay for SCell addition.
2.3
Sending measurement report before activating AS security

Another possibility (as mentioned in [7] and [8]) would be to send the measurement report without any security. This goes against the security principle adopted in LTE earlier to always encrypt measurement reports, so needs some additional consideration.

In this case, we see two potential approaches:

· 1) Using pre-configured security keys: The UE could be pre-provisioned with security keys that are known by both the UE and eNB; This would work e.g. for the case when RRC release is used and both UE and eNB can retain the previously used security keys. This is exactly what is already done in the case of RRC connection suspend, where UE and eNB would store the AS security context at suspend and reactivate the AS security context at resume [33.401]. The same key could be used or a new key derived e.g. with the use of a counter (like with LTE DC). This is depicted in Figure 2 below.
Alternatively, the pre-configured key could also be a NAS security key, in which case either the eNB would need the NAS security key or the message should be sent to MME e.g. as part of the INITIAL UE MESSAGE, and MME would return the message to eNB together with the INITIAL CONTEXT SETUP REQUEST. Also in this case, a separate key (similar to S-KeNB) could be derived from the existing NAS key to ensure the key is not unnecessarily exchanged between many nodes. This is depicted in Figure 3 below.
Table 2 also shows calculations of how the CA setup latency is affected by using pre-configured NAS security key for encrypting the message.
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Figure 2 Using pre-configured security key to encrypt IDLE mode measurement report
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Figure 2 Using NAS security key to encrypt IDLE mode measurement report
	Operation
	Latency (approx.)

	RA (RAP+RAR) + RRC Connection Request
	20 ms

	RRC Connection Setup + Measurement Report
	25 ms

	Total delay until measurement report is received
	45ms

	Security Mode Command +
RRC Connection Reconfiguration
	30 ms

	SCell Configuration
	30 ms

	SCell Activation
	24 ms

	Total delay until SCell is setup
	129 ms


Table 2 Latency in CA setup with pre-configured security key
Pros: Faster than legacy, allows measurements to be sent encrypted.

Cons: Needs SA3 input on how to use pre-configured security keys, may require some S1AP modifications.
· 2) No ciphering for measurement reports: The measurement results could also be sent unciphered, this just goes against the principle discussed in R2-154717, when AS security was adopted for all LTE measurement reports. However, the reason for the security was that the UE could be tracked based on the measurement results. In this case, the measurement results would be part of a configuration already broadcast in SIB5, which could mean that no security is really needed as UE is just reporting whether it can hear the neighbor cells.
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Figure 3 No encryption for IDLE mode measurement report
	Operation
	Latency (approx.)

	RA (RAP+RAR) + RRC Connection Request
	20 ms

	RRC Connection Setup + Measurement Report
	25 ms

	Total delay until measurement report is received
	45ms

	Security Mode Command +
RRC Connection Reconfiguration
	30 ms

	SCell Configuration
	30 ms

	SCell Activation
	24 ms

	Total delay until SCell is setup
	129 ms


Table 3 Latency in CA setup without encryption
Pros: Faster than legacy operation.
Cons: Reporting of measurements without security may allow tracking UE location, no faster than using pre-configured key.
2.4
Proposed way forward
Based on this analysis we propose to use the pre-configured AS security since it is no slower than not using encryption, is faster than legacy, and avoids any security issues .
Proposal 1: Pre-configured security key is used for encrypting UE measurement report.
Proposal 2: If UE is suspended, use existing security keys that are re-established during connection setup. 

Proposal 3: If UE is in IDLE, use pre-configured security keys.

Proposal 4: Send LS to SA3 (with RAN3 as cc) to ask whether they see any issues with pre-configured security keys.
A draft LS to SA3 can be found in R2-1713163.
3
Conclusions
In this contribution, we discussed on when the measurement report could be sent, and the implications of these options on security. We have observed the following:
Observation 1: New reporting format needs to be defined for the SCell candidate measurements in IDLE.

Observation 2: Sending measurement report only after security activation will incur additional delay for SCell addition.
Based on these and the discussion, we have proposed the following:
Proposal 1: Pre-configured security key is used for encrypting UE measurement report.

Proposal 2: If UE is suspended, use existing security keys that are re-established during connection setup. 

Proposal 3: If UE is in IDLE, use pre-configured security keys.

Proposal 4: Send LS to SA3 (with RAN3 as cc) to ask whether they see any issues with pre-configured security keys.

A draft LS to SA3 can be found in R2-1713163.
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