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Definitions and Abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [1], [2] and [3] apply. Other definitions are provided below.

Anchor carrier: In NB-IoT, a carrier where the UE assumes that NPSS/NSSS/NPBCH/SIB-NB are transmitted.
Location Server: a physical or logical entity (e.g., E-SMLC or SUPL SLP) that manages positioning for a target device by obtaining measurements and other location information from one or more positioning units and providing assistance data to positioning units to help determine this. A Location Server may also compute or verify the final location estimate.

NB-IoT: NB-IoT allows access to network services via E-UTRA with a channel bandwidth limited to 200 kHz.

Reference Source: a physical entity or part of a physical entity that provides signals (e.g., RF, acoustic, infra-red) that can be measured (e.g., by a Target Device) in order to obtain the location of a Target Device.

Target Device: the device that is being positioned (e.g., UE or SUPL SET).
Transmission Point (TP): A set of geographically co-located transmit antennas for one cell, part of one cell or one PRS-only TP. Transmission Points can include base station (eNodeB) antennas, remote radio heads, a remote antenna of a base station, an antenna of a PRS-only TP, etc. One cell can be formed by one or multiple transmission points. For a homogeneous deployment, each transmission point may correspond to one cell.
Observed Time Difference Of Arrival (OTDOA): The time interval that is observed by a target device between the reception of downlink signals from two different TPs. If a signal from TP 1 is received at the moment t1, and a signal from TP 2 is received at the moment t2, the OTDOA is t2 –  t1.
PRS-only TP: A TP which only transmits PRS signals for PRS-based TBS positioning and is not associated with a cell.
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply. 

ADR
Accumulated Delta-Range

A‑GNSS
Assisted‑GNSS

AP
Access Point

ARFCN
Absolute Radio Frequency Channel Number
BDS
BeiDou Navigation Satellite System
BSSID
Basic Service Set Identifier
BTS
Base Transceiver Station (GERAN)

CID
Cell-ID (positioning method)

CNAV
Civil Navigation

CRS
Cell-specific Reference Signals

ECEF
Earth-Centered, Earth-Fixed

ECGI
Evolved Cell Global Identifier

ECI
Earth-Centered-Inertial

E‑CID
Enhanced Cell-ID (positioning method)

EGNOS
European Geostationary Navigation Overlay Service

E-SMLC
Enhanced Serving Mobile Location Centre

E-UTRAN
Evolved Universal Terrestrial Radio Access Network

EOP
Earth Orientation Parameters

EPDU
External Protocol Data Unit

FDMA
Frequency Division Multiple Access

FEC
Forward Error Correction

FTA
Fine Time Assistance

GAGAN
GPS Aided Geo Augmented Navigation

GLONASS
GLObal'naya NAvigatsionnaya Sputnikovaya Sistema (Engl.: Global Navigation Satellite System)

GNSS
Global Navigation Satellite System

GPS
Global Positioning System

ICD
Interface Control Document

IOD
Issue of Data

IS
Interface Specification
LLA
Latitude Longitude Altitude
LPP
LTE Positioning Protocol

LPPa
LTE Positioning Protocol Annex

LSB
Least Significant Bit

MBS
Metropolitan Beacon System

MO-LR
Mobile Originated Location Request

MSAS
Multi-functional Satellite Augmentation System

MSB
Most Significant Bit

msd
mean solar day

MT-LR
Mobile Terminated Location Request

NAV
Navigation
NB-IoT
NarrowBand Internet of Things
NICT
National Institute of Information and Communications Technology

NI-LR
Network Induced Location Request
NPRS
Narrowband Positioning Reference Signals

NRSRP
Narrowband Reference Signal Received Power

NRSRQ
Narrowband Reference Signal Received Quality
NTSC
National Time Service Center of Chinese Academy of Sciences

OTDOA
Observed Time Difference Of Arrival

PDU
Protocol Data Unit
PRB
Physical Resource Block
PRC
Pseudo‑Range Correction

PRS
Positioning Reference Signals
posSIB
Positioning System Information Block
PZ-90
Parametry Zemli 1990 Goda – Parameters of the Earth Year 1990

QZS
Quasi Zenith Satellite

QZSS
Quasi-Zenith Satellite System

QZST
Quasi-Zenith System Time

RF
Radio Frequency

RRC
Range‑Rate Correction 


Radio Resource Control

RSRP
Reference Signal Received Power

RSRQ
Reference Signal Received Quality

RSTD
Reference Signal Time Difference
RTT
Round Trip Time
RU
Russia

SBAS
Space Based Augmentation System

SET
SUPL Enabled Terminal

SFN
System Frame Number

SLP
SUPL Location Platform
SSID
Service Set Identifier
SUPL
Secure User Plane Location

SV
Space Vehicle
TB
Terrestrial Beacon
TBS
Terrestrial Beacon System

TLM
Telemetry

TOD
Time Of Day

TOW
Time Of Week
TP
Transmission Point
UDRE
User Differential Range Error

ULP
User Plane Location Protocol

USNO
US Naval Observatory

UT1
Universal Time No.1

UTC
Coordinated Universal Time

WAAS
Wide Area Augmentation System

WGS‑84
World Geodetic System 1984

WLAN
Wireless Local Area Network

7
Broadcast of assistance data
7.1
General

Broadcast of positioning assistance data is supported via Positioning System Information Blocks (posSIBs) as specified in TS 36.331 [12]. The posSIBs are carried in RRC System Information (SI) messages [12]. 
A single PositioningSystemInformationBlockType IE is defined in TS 36.331 [12] which is carried in IE PosSystemInformation-r15-IEs specified in [12]. The mapping of positioning SIB type (pos-sib-type) to assistance data carried in PositioningSystemInformationBlockType is specified in sub-clause 7.2.
7.2
Mapping of posSibType to assistance data element
The supported posSibType’s are specified in Table 7.2-1. The GNSS Common and Generic Assistance Data IEs are defined in sub-clause 6.5.2.2. The OTDOA Assistance Data IEs are defined in sub-clause 7.4.2.
Table 7.2-1: Mapping of posSibType to assistanceDataElement
	
	pos-sib-type [12]
	assistanceDataElement

	GNSS Common Assistance Data (clause 6.5.2.2)
	posSibType1-1
	GNSS-ReferenceTime

	
	posSibType1-2
	GNSS-ReferenceLocation

	
	posSibType1-3
	GNSS-IonosphericModel

	
	posSibType1-4
	GNSS-EarthOrientationParameters

	
	posSibType1-5
	GNSS-RTK-ReferenceStationInfo

	
	posSibType1-6
	GNSS-RTK-CommonObservationInfo

	
	posSibType1-7
	GNSS-RTK-AuxiliaryStationData

	GNSS Generic Assistance Data (clause 6.5.2.2)
	posSibType2-1
	GNSS-TimeModelList

	
	posSibType2-2
	GNSS-DifferentialCorrections

	
	posSibType2-3
	GNSS-NavigationModel

	
	posSibType2-4
	GNSS-RealTimeIntegrity

	
	posSibType2-5
	GNSS-DataBitAssistance

	
	posSibType2-6
	GNSS-AcquisitionAssistance

	
	posSibType2-7
	GNSS-Almanac

	
	posSibType2-8
	GNSS-UTC-Model

	
	posSibType2-9
	GNSS-AuxiliaryInformation

	
	posSibType2-10
	BDS-DifferentialCorrections

	
	posSibType2-11
	BDS-GridModelParameter

	
	posSibType2-12
	GNSS-RTK-Observations

	
	posSibType2-13
	GLO-RTK-BiasInformation

	
	posSibType2-14
	GNSS-RTK-MAC-CorrectionDifferences

	
	posSibType2-15
	GNSS-RTK-Residuals

	
	posSibType2-16
	GNSS-RTK-FKP-Gradients

	
	posSibType2-17
	GNSS-SSR-OrbitCorrections

	
	posSibType2-18
	GNSS-SSR-ClockCorrections

	
	posSibType2-19
	GNSS-SSR-CodeBias

	OTDOA Assistance Data  (clause 7.4.2)
	posSibType3-1
	OTDOA-UE-Assisted


7.3
Procedures related to broadcast information elements

Upon receiving AssistanceDataSIBelement, the target device shall:
1>
if the segmentationInfo is not included:
2>
if the cipheringKeyData is included:
3>
if the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling:

4>
if the d0 field contains less than 128-bits:
5>
pad out the bit string with zeroes in least significant bit positions to achieve 128 bits, denoted D0;

4>
determine the initial Counter C1 = (C0 + D0) mod 2128 (where all values are treated as non-negative integers) 
4>
determine any subsequent counter Ci from the previous counter Ci-1 as Ci = (Ci-1 + 1) mod 2128;
4>
use the sequence of counters <C1, C2, C3, …> and the cipher key value to decipher the assistanceDataElement;
4>
decode the deciphered assistanceDataElement and deliver the related assistance data to upper layers. 
3>
else:
4>
discard the AssistanceDataSIBelement. 
2>
else:

3>
decode the assistanceDataElement and deliver the related assistance data to upper layers.
1>
else:
2>
if segmentationOption indicates ‘pseudo-seg’:
3>
if the cipheringKeyData is included:

4>
if the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling:

5>
if the d0 field contains less than 128-bits:

6>
pad out the bit string with zeroes in least significant bit positions to achieve 128 bits, denoted D0;

5>
determine the initial Counter C1 = (C0 + D0) mod 2128 (where all values are treated as non-negative integers) 

5>
determine any subsequent counter Ci from the previous counter Ci-1 as Ci = (Ci-1 + 1) mod 2128;

5>
use the sequence of counters <C1, C2, C3, …> and the cipher key value to decipher the assistanceDataElement segment;

5>
decode the deciphered assistanceDataElement segment and deliver the related assistance data portion together with the assistanceDataSegmentType and assistanceDataSegmentNumber to upper layers. 

4>
else:
5>
discard the AssistanceDataSIBelement segment. 

3>
else:

4>
decode the assistanceDataElement segment and deliver the related assistance data portion together with the assistanceDataSegmentType and assistanceDataSegmentNumber to upper layers.
2>
if segmentationOption indicates ‘octet-string-seg’:
3>
if all segments of assistanceDataElement have been received:
4>
assemble the assistance data element from the received assistanceDataElement segments;
5>
if the cipheringKeyData is included in the first segment:
6>
if the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling:
7>
if the d0 field contains less than 128-bits:
8>
pad out the bit string with zeroes in least significant bit positions to achieve 128 bits, denoted D0;
7>
determine the initial Counter C1 = (C0 + D0) mod 2128 (where all values are treated as non-negative integers) 

7>
determine any subsequent counter Ci from the previous counter Ci-1 as Ci = (Ci-1 + 1) mod 2128;

7>
use the sequence of counters <C1, C2, C3, …> and the cipher key value to decipher the assembled assistance data element;

7>
decode the assembled and deciphered assistance data element and deliver the related assistance data to upper layers. 

6>
else:
7>
discard the assembled assistance data element.
5>
else:

6>
decode the assembled assistance data element and deliver the related assistance data to upper layers.
NOTE:
As an optional optimisation when segmentationOption indicates ‘octet-string-seg’, a target device may verify if the cipheringKeyData is included in the first segment as soon as the first segment is received and, if included, may verify that the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling. When the UE has not obtained a valid cipher key value and initial Counter C0 using NAS signalling, the UE may discard the first segment and ignore all subsequent segments.
The value for D0 shall be different for different AssistanceDataSIBelement’s to ensure that the counters derived from C1 for any assistanceDataElement are different to the counters for any other assistanceDataElement for a given ciphering key.
D0 shall contain at least 16 least significant bits (LSBs) set to zero to ensure that the values of D0 differ from another by a large value.
7.4
Broadcast information elements
7.4.1
Basic productionThis sub-clause defines the broadcast information elements which are encoded as 'basic production' for other purposes than encoding the IE within an LPP message.

The 'basic production' is obtained from their ASN.1 definitions by use of Basic Packed Encoding Rules (BASIC-PER), Unaligned Variant, as specified in ITU-T Rec. X.691 [22]. It always contains a multiple of 8 bits.
7.4.2
Element definitions–
AssistanceDataSIBelement
The IE AssistanceDataSIBelement is used in the IE PositioningSystemInformationBlockType as specified in TS 36.331 [12].
-- ASN1START

AssistanceDataSIBelement-r15 ::= SEQUENCE {

cipheringKeyData-r15



CipheringKeyData-r15 





OPTIONAL,

segmentationInfo-r15



SegmentationInfo-r15





OPTIONAL,


assistanceDataElement-r15


OCTET STRING,

...

}
CipheringKeyData-r15 ::= SEQUENCE {

cipherSetID-r15 




INTEGER (0..65535),


d0-r15 







BIT STRING (SIZE (1..128)),

...
}
SegmentationInfo-r15 ::= SEQUENCE {


segmentationOption-r15



ENUMERATED {pseudo-seg, octet-string-seg},


assistanceDataSegmentType-r15

ENUMERATED {notLastSegment, lastSegment},


assistanceDataSegmentNumber-r15

INTEGER (0..63),

...

}
-- ASN1STOP
	AssistanceDataSIBelement field descriptions

	cipheringKeyData
If present, indicates that the assistanceDataElement octet string is ciphered.

	segmentationInfo
If present, indicates that the assistanceDataElement is one of many segments.

	assistanceDataElement
The assistanceDataElement OCTET STRING depends on the pos-sib-type and is specified in Table 7.2-1. NOTE.

	cipherSetID 
This field identifies a cipher set comprising a cipher key value and the first component C0 of the initial counter C1.

	d0
This field provides the second component for the initial ciphering counter C1. This field is defined as a bit string with a length of 1 to 128 bits. A target device first pads out the bit string if less than 128 bits with zeroes in least significant bit positions to achieve 128 bits. C1 is then obtained from D0 and C0 (defined by the cipherSetID) as:

C1 = (D0 + C0) mod 2128 (with all values treated as non-negative integers).

	segmentationOption

Indicates the used segmentation option. 

	assistanceDataSegmentType

Indicates whether the included assistanceDataElement segment is the last segment or not.

	assistanceDataSegmentNumber

Segment number of the assistanceDataElement segment. A segment number of zero corresponds to the first segment, one corresponds to the second segment, and so on. Segments numbers wraparound should there be more than 64 segments


NOTE: 
For example, if the pos-sib-type in IE Pos-SIB-Type defined in TS 36.331 [12] indicates ‘posSibType1-7’, the assistanceDataElement OCTET STRING includes the LPP IE GNSS‑RTK‑AuxiliaryStationData.
–
OTDOA-UE-Assisted
The IE OTDOA-UE-Assisted is used in the assistanceDataElement if the pos-sib-type in IE Pos-SIB-Type defined in TS 36.331 [12] indicates ‘posSibType3-1’.
-- ASN1START

OTDOA-UE-Assisted-r15 ::= SEQUENCE {

otdoa-ReferenceCellInfo-r15


OTDOA-ReferenceCellInfo,

otdoa-NeighbourCellInfo-r15


OTDOA-NeighbourCellInfoList,


...
}
-- ASN1STOP
	OTDOA-UE-Assisted field descriptions

	otdoa-ReferenceCellInfo
LPP IE OTDOA-ReferenceCellInfo as defined in sub-clause 6.5.1.2.

	otdoa-NeighbourCellInfo
LPP IE OTDOA-NeighbourCellInfoList as defined in sub-clause 6.5.1.2.


7.5
Broadcast ciphering (informative)
The assistanceDataElement OCTET STRING included in IE AssistanceDataSIBelement may be ciphered using the 128-bit Advanced Encryption Standard (AES) algorithm (with counter mode).
AES as specified in [30,31] is a block mode cipher algorithm that ciphers blocks of 128 bits at a time. However, Counter mode enables usage for a bit string that is not an exact multiple of 128 bits. Further, Counter mode enables a target (or a server) to perform most of the deciphering (or ciphering) processing independently of receipt of the data to be deciphered (or ciphered) which may enable more efficient processing. Provided counters are chosen in a non‑repeating manner by the server (which is a requirement for Counter mode), every block of data will be ciphered in a unique manner.

The algorithm makes use of a sequence of counters <C1, C2, C3, …> each containing 128 bits, where C1 is specified by the server and each subsequent counter (C2, C3 etc.) is obtained from the previous counter by adding one modulo 2128. Each counter Ci is ciphered using the AES algorithm with a common 128-bit key to produce an output block Oi of 128 bits. To perform ciphering, the assistanceDataElement is divided into blocks B1, B2, … Bn of 128 bits each, except for the last block Bn which may contain fewer than 128 bits. The ciphered assistanceDataElement is obtained as a sequence of n blocks containing 128 bits each (except possibly for the last block) given by (O1 XOR B1), (O2 XOR B2), … (On XOR Bn), where XOR denotes bitwise exclusive OR. In the case of the last block, if Bn contains m bits (m<128), then the m most significant bits of On would be used for the exclusive OR. Deciphering is performed in the same way except that the blocks B1, B2, … Bn are now obtained from the ciphered message and the result of the exclusive OR operations yields the original unciphered message.  Figure 7.5-1 provides an illustration of Counter mode for the generic case of an arbitrary block cipher algorithm CIPHk. 
[image: image1.emf]
Figure 7.5-1: Illustration of Block Ciphering with Counter Mode [31]. 

The algorithms require specific conventions for bit ordering. The bit ordering applicable to ciphering for a ASN.1 PER encoded assistanceDataElement is the bit ordering produced by the ASN.1 PER encoding where the first bit is the leading bit number zero, the second bit is bit one etc..
The initial counter C1 used to cipher an entire assistanceDataElement is provided to a target by a server in two portions. The first portion, denoted C0, is provided using point to point mode along with the 128-bit ciphering key and an identifier for both of these values as specified in TS 23.271 [3]. The second portion, denoted D0 (d0), is provided in unciphered form in IE CipheringKeyData. A target then obtains C1 as:


C1 = (C0 + D0) mod 2128
(where all values are treated as non-negative integers)

To obtain any subsequent counter Ci from the previous counter Ci1 for any message, the following operation is used:


Ci = (Ci1 + 1) mod 2128
NOTE: 
As specified in sub-clause 7.3 the value for D0 is different for different AssistanceDataSIBelement’s to ensure that the counters derived from C1 for any assistanceDataElement can be different to the counters for any other assistanceDataElement. However, a long assistanceDataElement or a segmented assistanceDataElement would require the use of consecutive counter values C1 to Cn, where n is the assistanceDataElement size in bits divided by 128 (and rounded up). There would then be a danger of small changes in the value of D0 for ciphering of different assistanceDataElement’s (e.g. D0 being chosen as 1 larger than a previous D0 value) reusing previous counter values. To avoid this, the values of D0 contain 16 least significant bits (LSBs) set to zero, as specified in sub-clause 7.3.
