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1	Introduction
This paper proposes to modify the F1 context setup procedure before the ASN.1 freeze for NSA EN-DC to enable forward compatibility for SA mode.

2	Description
Whenever an AS security context is setup in a gNB in CU/DU split configuration, the F1AP UE Context Setup procedure must be used by the gNB-CU to retrieve the lower layer configuration from the gNB-DU. This is an F1AP class 1 procedure comprising a request message including both list of SRBs and list of DRBs as mandatory IEs followed by the response message including the desired gNB-DU configuration.
This does not impact EN-DC because the use case of offloading only SRBs to the secondary node gNB-CU (without DRBs) is not envisioned. However, for the SA mode it is required to secure signalling connection as specified in SA2 specifications (TS 23.501 and TS 23.502). As shown in the Annex, securing the AS during the registration phase and enabling secured redirections are required scenarios and some others are likely to come in next releases related to handling IOT UEs, connectionless modes or V2X applications using side link resources.
It should be noted that SA3 has just sent questions about these scenarios and we expect SA2 to clarify them as per the annex. The SA3 LS should not be interpreted as challenging SA2 work. Furthermore, SA2 specifications require support for “signalling only connection” and this is the default mode supported as 5GS Registration procedure does not support piggy backing of PDU session request to establish user plane connections. Also, SA3 would have to eventually support the scenario of securing signalling only connections in SA mode for the following reasons:
1) Redirection scenario
Not ciphering and integrity protecting RRCConnectionRelease with Redirection can result in an attacker sending UEs to other cells. The RRCConnectionRelease needs to be performed in a secured manner, to redirect the UE to any other band for load balancing or access type for different network reasons. The redirection in LTE was not secured initially and many attacks have been reported from the field. SA3/RAN2/CT1 worked on a solution for securing the redirect command recently.
In some situations the redirection decision needs to be made based on the UE capability information, which is not available at the AMF. Hence the AMF needs to instruct the NG-RAN node to perform a secure UE capability enquiry procedure and then based on the information, the redirection command needs to be issued. Currently in LTE this exchange between UE and eNB is also not secured.
There are scenarios where the AMF may want to redirect the UE (for example emergency services fallback case where the AMF will receive the service request from the UE and decide to redirect). In addition, there are also scenarios where the NG-RAN may want to do the redirection at the end of the registration. In this case, only the gNB can see radio capabilities of the UE and detect that the UE should rather be sent camping on another band; then the gNB will decide by itself the need to redirect to another band at the end of the registration.
2) UE capability enquiry:
The AMF may need to request the UE radio capabilities with initial context setup; however, the AMF may also need to get the UE radio capabilities before this step in order to be able to send the “IMS VoPS supported” to the UE; so we will also likely need to secure the UE Capability Enquiry as part of an NGAP UE Radio Capability Match Request procedure. In either case, the UE capability enquiry must be performed in a secure manner.
3) SA3 LS to SA2
Agreed SA3 CR (S3-172524) during SA3#88BIS states the following:
At the time of registration, the security mode control procedure shall be applied to authenticate the UE and setup NAS and AS security. Thus, integrity protection (and optionally ciphering) shall be applied to the emergency bearers as for normal bearers. 
During SA3 Conference call (eMeeting held recently), they have also agreed to LS out in S3c0011 that refers to 2 solution options: 

1. Solution 1: Calculate a NAS key from the NAS context and further calculate an integrity key at the eNB using this key to protect the redirection parameters. The solution is described in the attachment S3-17c0006.

1. Solution 2: Establish regular AS context between the UE and the eNB and then issue the secured redirect command to the UE.

Depending on their agreement, we believe that solution should be adopted also for 5GS to avoid insecure redirection.

[bookmark: _GoBack]Thus, in order to avoid a non-backwards compatible change next quarter when working on SA version of F1AP, we propose to make the F1AP NSA version forward compatible by setting the list of DRBs optional instead of mandatory in the F1AP UE Context Setup procedure before the ASN.1 freeze for NSA at this meeting.
The change is straightforward as shown here-below, together with some clarification text for EN-DC operation as proposed in the CR [1]:
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Proposal: Change the list of DRBs from mandatory to optional to avoid doing this non-backwards compatible change next quarter as proposed in the CR [1] to the TS 38.473.

3	Conclusion and Proposal
This paper has explained why moving the list of DRBs from mandatory to optional is important and avoids the impact of implementations next quarter by a non-backwards compatible change.
Proposal: Change the list of DRBs from mandatory to optional to avoid doing this non-backwards compatible change next quarter as proposed in the CR [1] to the TS 38.473.
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4	Annex: Reference to 5GS stage 2 requirements requiring AS security context
There are multiple occurrences where setting AS context is described:
Reference from TS 23.502:
Section 5.16.4.1 
NG-RAN triggers redirection to EPS at QoS Flow establishment for IMS Emergency Services (e.g. voice).
Section 5.16.4.11
5GC may support the mechanism to direct or redirect the UE either towards E-UTRA connected to 5GC (RAT fallback) when only NR does not support Emergency Services or towards EPS (E-UTRAN connected to EPC System fallback) when the 5GC does not support Emergency Services
Section 5.17.2.2.2
Mobility for UEs in single-registration mode “For connected-mode mobility from 5GS to EPS, either inter-system handover or RRC connection release with redirection to E-UTRAN is performed.
Reference from TS 23.502:
section 4.2.2.2.2:
9c.	Upon completion of NAS security function setup, the AMF initiates NGAP procedure as specified in TS 38.413[10]. This is to enable 5G-AN use it for securing procedures with the UE.
9d.	The 5G-AN stores the security context and acknowledges to the AMF. The 5G-AN uses the security context to protect the messages exchanged with the UE as described in TS 33.501[29].
Reference from approved S2-181757 for TS 23.502:
section 4.13.4.2:
4.	5GC triggers a request for Emergency services fallback by executing an NG-AP procedure in which it indicates to NG-RAN that this is a fallback for emergency services. When AMF initiates Redirection for UE(s) that have been successfully authenticated, AMF includes the security context in the request to trigger fallback towards NG-RAN.





